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Tém tit: Bai bao nay thiét ké nén tang mo hinh thi nghiém dé giang day hoc phan IoT (Internet of
Things) & trudng dai hoc. Y tudng thiét ké bao gdm cac khia canh quan trong dugc xét dén d6 1a dé dang
thyc hién, chi phi th'?ip, ¢6 kha nang mo rong da tram két ndi, thu thap dir liéu va diéu khién dugc cac thiét
bi cong nghiép. Nén tang mo hinh thi nghiém bao gom 4 thanh phan nhu thiét bi “IoT Gateway” sir dung
may tinh nhing Raspberry Pi 3 B+; cac “IoT Node” st dung vi diéu khién TMS320; “IoT Networks” str
dung mang LoRaWAN, Modbus RTU va Internet dé trao ddi dir liéu giita cac “IoT Node” va giira “IoT
Node” ” va “loT Gateway™; va Server luu trir dir liéu dién toan dam may str dung “ThingSpeak IoT”. Két
qua kiém chirng cho thay, mo hinh thi nghiém dé xuat chay 6n dinh, thu thap du lidu va diéu khién cac
thiét bi cong nghiép khé chinh xac, dé dang trién khai cac bai thi nghiém theo tiép can hoc qua du 4n PBL
(Project Based Learning) tir don gian dén nang cao cho ngudi hoc.

Tiwr Khoa: 0T, LoRaWAN, Raspberry Pi 3, Project-Based Learning.

DESIGN “IoT LAB PLATFORM” APPLIED IN UNIVERSITY CURRICULA

Abstract. In this paper, the [oT platform is designed to teach the IoT course in our university. The
designed ideas have covered some important aspects of a building platform including easy to implement,
low-cost, ability to data acquisition and control, easy to expand multi-node connection. The IoT platform
includes 4 components such as “loT gateway” based Raspberry Pi 3 B+, “loT Node” based TMS320 chip,
“IoT networks” supported LoRaWAN, Modbus RTU, Internet, and “Server” based ThingSpeak platform.
The results show that the IoT platform runs stability and can meet the requirements of data acquisition,
control, transmission in a wide area. Moreover, it is easy to deploy experiments according to learning
approach through Project-Based Learning (PBL) method from simple to advanced for students.
Keywords. Internet of things, LoORaWAN, Raspberry Pi 3, Project-Based Learning.

1 GIOI THIEU

Sau hon bén thap ky ké tir khi Internet [1] ra doi, thuat ngi "Internet" gio day truc tiép dé cap dén cac
ung dung khong 16 duoc xay dung trén mang mdy tinh va duoc két ndi, phuc vu cho hang ty ngudi dung
trén toan thé g101 lién tuc 24/7. Ching ta dang & g1a1 doan khoi dau cua mot ky nguyén moi, noi truyén
thong va két ndi & khap moi noi, n6 khong con 1a gidc mo hay thach thic. Gio ddy, trong tim cong nghé
da chuyén sang tich hop con ngudi va thiét bi thong qua mot mdi truong ao goi 1a Internet of Things
(TIoT). ToT duoc du bao s& 1a xu hudng cong nghé cua thé gidi vao nam 2020. Gartner [2] wéc tinh ring
dén cudi nam 2020, s& c6 25 ty vat dung két ndi Internet. Cisco [2] du kién sé& ting gap doi, s& c6 50 ty
mat hang duogc két ndi Internet vao cudi nam 2020. Moi vat dung déu c6 kha nang tré nén "thong minh"
khi c6 két ndi Internet. Ciing nhu chinh con ngudi, IoT c6 thé dugc tng dung trong cac linh vuc nhu nha
thong minh [3], [4], giao thong thong minh [5], y té thong minh [6], nong nghiép théng minh [7], thanh
phé thong minh [8], [9] va cc nganh cong nghiép khac. ToT dd va dang thay d6i cach con nguoi tuong
thc v6i thit bi, gitra thiét bi v6i thiét bi tir d6 tao ra nhiéu co hoi kinh doanh, hinh thirc kinh doanh khac
nhau cho cac doanh nghiép va cong dong khai nghiép.

Hién nay, cdc Trudong Dai hoc va tap doan 16n trén thé giGi da phat trién cac phong LAB chuyén
nghién ciru va giang day trong linh vyc IoT. Ching han nhu, bai bao [10] gidi thi€u veé nén tdng md hinh
thi nghiém m¢ FIT IoT-LAB. FIT [0T-LAB cung cép mot nén tang thi nghiém quy m6 16n cho phép cac
nha nghién cru, nha thiét ké IoT, nha phat trién va ky su IoT thiét ké, danh gia va téi uwu hoa cac giao
thirc, ing dung va dich vu cua ho. Trung tam C-DAC (Centre For Development of Advanced Computing)
[11] da phat trién IoT-Lab bao gdom Wi-Fi Mote, Ubimote, BLE Mote, UbiSense and WINGZ. Bai bao
nay mo ta cac thong sb ki thuat, cac ing dung thoi gian thuc va co hoi nghién ctru clia cac thiét bi nhu 1a
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mdt phan ctia bo cong cu IoT Lab. Bai bao [12] gidi thiéu nén tang IoT Lab dung Arduino/Genuino UNO,
ngon ngit 1ap trinh Python va ThingSpeak IoT.

Tai Viét Nam, ing dung IoT dang dugc quan tam va kéu goi dau tu rat 16n tir chinh quyén, cac quy
dau tu mao hiém va tir cac tap doan 16n trén thé gidi: Khu Cong ngh¢ cao Tp.HCM: dang vu tién uvom tao
cac cong ty khoi nghiép mang IoT va thuong xuyén t6 chirc cac hoi thao vé IoT. Hién ndy, khu cong nghé
cao dang phat dong cudc thi voi chu dé “Phat trlen d6 thi thong minh va néng cao chat luong cudc song
dua trén nén tang ToT” vao thang 09/2019. P& xuit xdy dung chinh quyén dién tir cia Bi thu Thanh uy
Tp.HCM véi ddi tac Microsoft vao ngay 31/03/2016. Tinh Binh Duong dang tich cuc tim hiéu dé trién
khai xdy dung “Thanh phd thong minh tmg dung cong nghé thong tin”. Hoi thao do UBND tinh Binh
Duong va Tong Lanh sy quén Ha Lan tai Tp.HCM ph01 hop to chirc vao ngay 28/03/2016, tai Trung tim
Hoi nghi va Trién lam tinh. Céc cong ty hang dau thé gi¢1 nhu Intel, Cisco, IBM, Google,... cung lap quy
dau tu ToT trén toan thé gidi va quy nay dang danh nhiéu vu tién tai Viét Nam. Hién nay, IoT di va dang
dugc céc truong dai hoc trong ca nudc dua vao chuong trinh giang day chinh khoa danh cho sinh vién cac
béc hoc, cac LAB nghién ctru ctia cic giang vién. Chiang han nhu: Ngay 7/7/2016 tai Khu Cong nghé cao
Hoa Lac, B6 Khoa hoc Cong nghé da t chirc khai truong Phong thi nghiém Hoa Lac IoT Lab (HIL). IoT
Lab trung bay cong nghé IoT nhu Smart Home, Smart City, [oT trong cong nghiép, giao thong, y té, gido
duc thong minh. Nhom nghién ctru UiTiO tai B moén Mang may tinh, Truong PH CNTT — DPHQG
HCM, hién dang tap trung nghién ciru, phét trién va xdy dung cac giai phap, ing dung trong cac linh vuyc:
Internet of Things (IoTs). Thang 03/2019, Vintech dd khanh thanh phong LAB IoT tai Han Quéc. Céc tp
doan cong nghé lon cia Viét Nam déu co phong LAB IoT nhu VNPT, FPT, VNG, VIETTEL,
VINTECH, INTEL, National Instruments, SIEMENs and so on.

Dai hoc Cong nghiép Tp.HCM dang dinh huéng xay dung cac chuong trinh dao tao dap tmg yéu cau
cong nghiép 4.0. Trong do, IoT 1la mot linh vuc then chdt, 13 hat nhan cua cudc cach mang cong nghiép
nay. Hién nay, IoT da duogc xdy dung thanh mon hoc giang day cho sinh vién hé Pai hoc cho cac nganh
dao tao cua Khoa Cong nghé Dién tir, Khoa Cong nghé Pi¢n va Khoa Cong nghé Thong tin.

Trong bai bao nay, ching t6i thiét ké nén tang mé hinh thi nghiém dé giang day hoc phan IoT & truong
dai hoc. Y tudng thiét ké bao gom cac khia canh quan trong dugc xét dén 6 1a dé dang thyc hién, chi phi
thap, c6 kha ning mo rong da tram két n6i, thu thap dir lidu va diéu khién duoc céc thiét bi cong nghiép.
M6 hinh thi nghiém dé xuat 1a mot hé thong ToT hoan chinh gdm 3 thanh phan nhu phan cimg, phan mém
va truyén thong, voi céc tinh ndng mo. Sau do, ching t6i thyc hién bién soan bai giang dya vao md hinh
thi nghiém dé xuét va cach tiép can hoc tap dua trén dy an PBL [13], [14] (PI‘OJeCt Based Learning). Cac
duy 4n di tir don gian dén phuc tap s& giup sinh vién c6 kha nang: hiéu duoc kién tric loTs, xu huéng cong
ngh¢ va thach thire cua IoTs, xu huéng thiét ké ToTs cho cac ing dung cong nghiép; nam bat duoc nén
tang phan cing duoc st dung dé thiét ké cac tmg dung IoTs trong cong nghiép; hiéu dugc nén tang mang
truyén thong c6 day va khong ddy thuong duoc st dung cho cac ing dung IoTs; tu duy phan tich va Iya
chon thiét bi phan ctng, truyén thong va phﬁn mém cho mét Gmg dung IoTs trong cong nghiép; thiét ké,
1ap trinh va chay thir nghi€ém mot Gng dung IoTs trong cong nghiép.

Céu tric clia bai bao bao gdm cac phan nhu sau: Phan 2 gi6i thiéu mo hinh kién trac IoT, phan 3 trinh
bay thiét ké mé hinh thi nghiém IOT bao gdm “IoT Node”, “IoT Gateway” va IoT Server. Trong phén 4,
cac thi nghiém dé kiém chiing tinh chinh xac va hi¢u qua cua mé hinh thi nghi€ém dugc thyc hién. Phéan 5
gidi thiéu viéc 4p dung mo hinh thi nghiém dé xuat va cach tiép can hoc tap dya trén dy an PBL (Project
Based Learning) vao giang day sinh vién dai hoc. Cudi cting, mot s6 két luan dugc trinh bay ¢ phan 6.

2 KIEN TRUC IoT

Mb hinh kién trac ToT déng vai tro quan trong dé c6 tu duy thiét ké mot tng dung IoT trong thuc tién.
Cac bai bao [15]-[17] da thuc hién khao sat va két luan ring mé hinh kién trac ToT c6 thé duoc chia thanh
nhiéu 16p. Chéng han nhu, nghién ctru [18] dé xuat md hinh kién trie 3 16p gbm 16p ung dung, 16p mang
va 10p vat 1y. Nghién ciru [19] dé xuit mo hinh klen truc 5 16p gom 16p cam bién, 16p truy nhép dir liéu,
16p mang, 16p middleware va 16p ung dung. Mot s6 tmg dung tiép can kién triic IoT 4 16p bao gom 16p
cam bién va thiét bi chap hanh, 16p thu thap dit lidu va Internet Gateway, 16p thuc hién dién toan bién, 16p
trung tam dit lidu dién toan. Tuy vao quy mo hé thong ma mo hinh kién trac c6 thé tir 3 16p dén nhiéu 16p.
Trong bai bao nay, mo hinh kién trac ToT dwoc chiing toi d& xuit bao gdm 3 16p co ban do 1a 16p thiét bi,
16p mang va 16p Gmg dung. M6 hinh kién triic nay duoc mé ta nhu hinh 1.
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Hinh 1. Kién trac IoT

Lép thiet bi .

- Lop nay bao gom céc cam bién, thiet bi chap hanh va cac b diéu khién nhu vi xu ly/vi dicu
khién, PLC, FPGA dén cac may tinh nhung,

- Lop thict bi thyc hi¢n do luong va thu thap dir liéu cac dai lugng vét 1y thong qua cac cam bién,
di€u khién cac thiét bi chap hanh va c6 thé truyén va nhén dir li€u tir cac thiét bi khac qua mang.

Lép mang

- Chuc nang 16p mang xac dinh cac giao thirc truyén thong khac nhau dugc st dung cho viéc két
noi mang va thuc hién dién toan bién.

- Ld&p mang bao gom cac thiét bi lién ket mang nhu Hub, Switch, Router; céac thiét bi chuyén doi
giao thitc mang nhu Gateways; dén cac thiet bi c6 kha nang luu trit, xtr 1y cuc bd trudce khi giri div
liéu lén Server trung tam.

- Céc “Things” ¢ 16p thiét bi dugc két ndi voi thiet bi Gateway ¢ 16p mang thong qua cidc mang cuc
bd nhu Wifi, Zigbee, Bluetooth, LoRaWAN ... dén cidc mang c6 day nhu CAN, Modbus,
Profibus, RS485, Ethernet,.... Sau do, thiét bi & 16p mang thuc hién xt ly va gui [én trung tam dit
liéu qua mang toan cau nhu Internet, 3G/4G/LTE, GSM.

Lép wng dung

DPay la trung tam luu trit dit 1iéu hay ddm may dién tu.
Lop nay thuc hién thu nhan dir liéu tir 16p mang, luu trit, xt ly dir liéu va ra quyét dinh dua trén
cac thuat toan AI/ML hoac cac cong cu phan tich dir li¢u hién dai.

3 THIET KE VA THI CONG

laT Gateway

Frs
loTNode -3

Hinh 2. So d6 khdi cac thanh phan mé hinh thi nghiém IoT.

Y tuéng thiét ké mé hinh thi nghiém bao gdm cac khia canh quan trong dugc xét dén d6 1a dé dang thuc
hién, chi phi thap, c6 kha nang mé rong da tram két noi, thu thap dir liéu va diéu khién duoc cac thiét bi
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cong nghlep, va dic biét c6 kha nang két ndi khong day o khoang cach xa. Dya vao mo hinh kién trac IoT
dugc d& xuit gdbm 3 16p nhu mo ta & muc 2, nén ting md hinh thi nghiém bao gdm 4 thanh phan chinh
nhu sau: “loT networks”, “IoT Node”, “loT Gateway” va may chu (Server).

3.1 “IoT networks”

Viéc lya chon mang khong day dé két ndi cac “IoT node” v6i nhau va dé két ndi cac “IoT node” va “IoT
Gateway” dong vai trd rat quan trong trong thiét ké. Dua vao dac tinh ky thut duge md ta trong bang 1,
mang LoraWan véi cac uu diém ndi bat vé khoang cach truyén, ning luong tiéu thu da duoc chiing toi st
dung trong thiét ké mé hinh thi nghiém nay.

Bang 1. Pic tinh ky thuat mot s6 ki thuat mang khong day

A K IEE _— .
Thong so 802.15.4 Bluetooth WiFi Zigbee Z-wave LoraWan
‘ 868/915 a5y | 24GHz | SOSER Mz 8670 800
Bang tan Mgﬁzz"‘ 24 GHz Ghz %ﬁiﬁ%z 908.42 MHz | 902.3 t0 914.9
? USA MHz USA
£ oan . » 11-105 Lén dén
Toc do truyén | 250 Kpbs | 723 Kpbs Mpbs 20-250Kbps 100kbit/s 21.9 kbps
Khoang cach | 10-300 m 10 m 10 - 100 m 1-75 m 30 m 15-20 km
N ﬁng lu’q’ng X X X £ J4 A A
tiu thy Rat thap Thap Cao Rat thap Thap Thap

3.2 “IoT Node”
Chire nang cua “IoT Node™ 1a thu thap thong tin cua cac cam bién thong qua mé6-dun A/D hoac thong qua
truyén thong ndi tiép (RS232, RS485), song song (SPL, 12C) va xuét tin higu diéu khién cac thiét bi chap
hanh thong qua m6-dun A/D, PWM hoac truyén thong ndi tiép (RS232, RS485), song song (SPI, 120).
“IoT Node” s& thuc hién viéc truyén thong voi “IoT Gateway” thong qua mang khong diy LoRa. So d6
khéi cia “IoT Gateway” duoc trinh bay trong hinh 3.

| Loa || «— AID Module +
Network e = & Sensor

- J oo™ RSEES: ).

- : Microcontroller . Network L )

STM32F411 ‘t —_—

|Power Supply | | = ¥

2415033 VDC = Relay = Actuator

Module

—_—

Hinh 3. So d6 khéi ciia md-dun “IoT Node”.

Phan cimg ctia “ToT Node” dugc trinh bay trong hinh 4. Cac thanh phan chinh ctia mé-dun bao gdm: Bo

xir Iy trung tAm, phan truyén thong, phan thu thap dit liéu va diéu khién, phan ngudn.

v' BO xir ly trung tam dugc xdy dung duya trén nén tang 1a vi diéu khién STM32F411 (ARM Cortex M4)
chay ¢ toc do 100 MHz. Ho vi diéu khién STM32F411 tich hop 256 — 512KB Flash va 128 KB
SRAM, 3 cong USART chay véi toc do 1én t6i 12,5Mbit/s, 5 cong SPI (da hop véi 12S) chay véi te
d6 1én t6i 50 Mbit/s, 3 cong I2C , 1 cong SDIO chay & téc d6 48 MHz, ADC 12 bit dat 2,4 MSPS, 11
bo dinh thoi 16 va 32 bit.

v/ Phéan truyén thong bao gdm truyén thong mang khong diy LoRa va mang c6 ddy RS485. Phan cimg
LoRa duogc thiét ké dua trén mo-dun LoRa Ra-02 SX1278 duoc két nbi voi chan SPI cia vi diéu
khién va ph?m cing RS485 duogc thiét ké dua trén vi mach MAX485 duogc két ndi véi cac chan TXD
va RXD ciia vi diéu khién.
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v' Phan thu thap dir heu va dleu khién s& thyc hién viéc thu thap thong tin cam bién thong qua mo-dun
ADC hoic giao tiép n01 tiép RS485 va tao ra cac tin hiéu diéu khién truyén téi cic co cau chap hanh
thong qua cac ngd ra s6, PWM hoic giao tiép nbi tiép RS4385.

v" Phan ngudn duoc thiét ké dé hd trg cac murc dién ap ngudn theo chudn coéng nghiép 24VDC, 5VDC

va 3.3VDC cung cap dién ap lam viéc cho tat ca cac phﬁn cua “IoT Node”.
WVDC  Ansiof  Opsn Cokelr
input Input

Powsr
Conwartar

s Em  MVDT

Output input

i

Hinh 4. Ciu trac phéan ctng ctia mo-dun “IoT Node”.

Bang 2. Théng s ky thuat cua cac chan chic nang trén mo-dun “IoT Node”.

STT Tén chan Cong dung Théng s6
1 24V Ngé vao cung cap dién dp nguon cho hé VN =24Vpc
théng hoat dong. Ivovivy = 2000mA
2 GND
3 485-A Cbng giao tiép ndi tiép theo giao thirc
4 485-B RS485.
N a1 X Logic 1: 17V — 24V
5 DIl - DI4 Ngo vao tin hiéu so. Logic 0: OV — 7V
6 All - Al4 Ngo vao tin hiéu tuong tu (ADC ¢6 d6 phan | Iv =0 —20mA
giai 12bit). Vin =0V -3,3Vnc
7 0OC1 - 0C4 Ng6 ra cyc thu ho. ISINK(MAX) = 100mA
8 NOI — NO4 Chan thuong hd ciia cic Relay. Tiép diém:
9 COM1 — COM4 Chan chung cuia cac Relay. 10A/250V ac
10 NC1 — NC4 Chan thuong dong clia cac Relay. 10A/30Vpc

Pic tinh ky thuat va thong so 1am viéc ctia cac chan chirc nang dugc tich hop san trén “IoT Node” duoc
md ta trong Bang 2. Viéc didu khién cac chan chirc ning nay s& duoc thyc hién théng qua viée diéu khién
cac thanh ghi chtc ning dic biét trong vi diéu khién STM32F411. Quan hé diéu khién giita cic thanh ghi
chirc ning dic biét trong vi diéu khién STM32F411 va cac thiét bi tich hop trén “IoT Node” duoc mé ta

chi tiét & Bang 2.

Béng 3. Quan hé diéu khién giita vi diéu khién STM32F411 va mo-dun “IoT Node”.

STT “IoT Node” STM32F411 Diéu khién Cong dung
485 - A PB6/TX Truyén thong RS485
| 485 Bus 485-B PB7/RX Truyén thong RS485
Enable PB7 [1] Transmit Cho phép gui dir ligu
[0] — Receive Cho phép nhén dit liéu
) Digital DIl NODE _REG[4] |[1]-17V...24V Poc viio céc di litu s6
Input DI2 NODE REG[5] |[0]-0V...7V j i
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DI3 NODE_REG[6]
DI4 NODE REG[7]
All NODE REGJ[0] | Day gia tri ADC Poc vao cac dir liéu tuong
3 Analog Al2 NODE REG[1] | (ADC c6 d¢ phan tu
Input Al3 NODE REG[2] | giai 12bit) Inv=0—-20mA
Al4 NODE REG[3] | [0]...[4096] Vin=0V -3,3Vpc
OC1 NODE REG[12]
4 ocC 0C2 NODE_REG[13] | [1]-BJT dan Diéu khién cac BIT (cuc
Output 0C3 NODE REG[14] | [0] —BJT ngat thu dé hd) dan hodc ngat
0C4 NODE REG[15]
Relay 1 NODE_REG[8§]
5 Relay Relay 2 NODE_REG[9] | [1] - Relay dong Piéu khi’én cac relay dong
Output Relay3 | NODE REG[10] | [0] — Relay ngat hodc ngat
Relay4 | NODE REQG[11]

3.3 “IoT Gateway”

Chtric ndng cia mo-dun “loT Gateway” la nhan thong tin dugc gui tir cac “loT Node” thong qua mang
khong day LoRa, xir Iy cac théng tin nhan dugc va sau d6 giri cic thong tin nay dén Server ThingSpeak.
Hon nira, “IoT Gateway” ciing c6 kha nang thu thap duogc cac thong tin cam bién va diéu khién dugc cac
thiét bi chap hanh cong nghiép. So d6 khdi ciia “IoT Gateway” dugc trinh bay trong Hmh 5.

[ lora |8 N, [ Digital |
Network | | Module | Industnal
___——1 : Digital
‘ Internet < _— Nljast:f) r5k s Sensor
: ' |Raspberry Pi3+| t Y
Power Sup|::rl',r r—
Relay | Actuator
24/53.3VDC o e S

3 . \ A
Hinh 5. So d6 khéi ciia “IoT Gateway”.

Phén cimg cua mo-dun “loT Gateway” duoc trinh bay trong Hinh 6. Vi tri ctia cac chén chirc nang dugc
tich hop san trén mé-dun “IoT Gateway” duoc m6 ta trong hinh 7. Cac thanh phr;m chinh cua mo-dun bao
gbém: Bo xir 1y trung tim, phan truyén thong, phan thu thap dir lidu va diéu khién.
v Boxuly trung tdm duoc xay dung dya trén nén tang 1a mo-dun Raspberry Pi3 B+.
v Phan truyén thong bao gom truyén thong cuc bd (dugc xay dung dua trén nén tang 1a mang khong
day LoRa va mang co day RS485) va mang Internet.
v' Phan thu thap dir liéu va diéu khién duoc thiét ké dé thu thap thong tin tir cac cam bién cong
nghiép va duoc tich hop thém cac mo-dun Relay dé c6 thé diéu khién duoc cac thiét bi chap hanh
cong nghiép. Pay 14 diém no6i bat ctia nén tang phan clmg cua bai bao.

24VDC Power  sprpus  Rapsberry Pi GRIO
hput\l Converter

r#"i -
Drigital Input '

N L= N =
= (=3 ) ) L (] £
e =5}z R.cj,

Hinh 6. Hinh anh thyc nghiém “IoT Gateway”.
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Cong dung va thong s6 1am viéc cua cac chan chirc ning dugce tich hop san trén mé-dun “IoT Gateway”
dugc mo ta trong Bang 4.

Béng 4. Cong dung va thong s6 cua cac chan chirc nang trén mo-dun “loT Gateway”.

STT Tén chén Cong dung Théng s6
1 24V Ngb vao cung cap dién ap nguon cho hé Vin=24Vpc
2 GND thong hoat dong. Inoviny = 2000mA
3 485-A Cdng giao tiép ndi tiép theo giao thirc RS485
4 485-B
5 DIl - DI2 Ngb vao tin hiéu sb. iggz (1); (1);\/_—7%]4\/
6 NO1 — NO2 Chan thudng ho cua cac Relay. Tiép diém:
7 COM1 — COM2 Chan chung cua cac Relay. 10A/250V ac
8 NC1 —NC2 Chan thudng dong cia céc Relay. 10A/30Vpc

Viéc diéu khién ce:lc chﬁr} chtrc nang nay va LED tich hgp trén mo-dun “IoT Gateway” s€ dugc thuc hién
thong qua viéc diéu khién cac chan GPIO trén mo-dun Raspberry Pi. Quan hé dicu khién gitra mo-dun
Raspberry Pi va céc thiét bi tich hop trén “loT Gateway” s€ dugc mo té chi ti€t & bang 5.

Bang 5. Quan hé diéu khién giita mo-dun Raspberry Pi va mo-dun “IoT Gateway””.

“IoT Gateway” Raspberry Diéu khién Cong dung

485 - A GPIO14/TX Truyén thong RS485

1 | 485 Bus 485-B GPIO15/RX Truyén thong RS485
Enable GPIO18 [1] — Transmit Cho phép guri dir licu

[0] — Receive Cho phép nhén dit li€u
) Digital DIl GPIO23 [1]-17V...24V Poc vio cac dit liu sb
Input DI2 GPIO22 [0]-0V...7V i i
5 | Relay Relay 1 GPIO17 [1] - Relay dong Dicu khién céc relay dong
Output Relay 2 GPI10O27 [0] — Relay ngat hodc ngat

LED 1 GPIOS5

4| LED LED 2 GPIO6 [1] - LED bt Diéu khién cic LED don bat
LED 3 GPIO13 [0] - LED tat hodc tat
LED 4 GPIO19

3.4 10T ThingSpeak

Trong phan nay, dam may dién tir luu tri dit liéu duoc sir dung trong mo hinh thi nghiém dé xuit sir dung
nén tang ThingSpeak. ThingSpeak mot ing dung cung cép ma nguén mo cho cac ung dung cua “Internet
of Things”. Ma ngudn nay hd tro cac API luu trit va truy xuat dir lidu tir céc thlet bi qua giao thuc HTTP
hoic MQTT qua Internet hodc mang cuc bg. ThinkSpeak dugc phat trién bai ioBridge va duogc
OpenSource trén GITHUB https://github.com/iobridge/thingspeak.

4 THi NGHIEM KIEM CHUNG

Trong phan niy, cdc bo mach thiét ké duoc kiém chirng thuc nghiém cac tinh ning nhu thu thap dir liéu,
diéu khién thiét bi chap hanh va truyén nhan dir liu qua mang LoRa dé danh gia do chinh xac cta thiét bi
phan cimg vira thiét ké.

4.1. Kiém tra truyén — nhan dir li¢u qua mang LoRa

Truwong hop 1. Kiém tra truyén — nhan dit liéu giira cac toa nha X-V cia truong Pai hoc Cong nghiép
TP.HCM.
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Hinh 7. C4u hinh mé-dun “IoT Gateway” tai ting 7 tda nha X

(a) Tang 8 cua toa nha X (b) Tang 8 ciia toa nha V (c) Tang 4 cua toa nha V
Hinh 8. Hoat dong ctia m6-dun “IoT Node” (LED xanh duong)

9 g"t —— SO PO TRUGNG PAI HOC BACH KHOA
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2 PHONG DAD TAO
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12 KHOA KT XAY DING
15 KHOA MOI TRUONG
14 KHOA KT DIA CHAT
15 KHOA QL CONG NGHIEP
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Téng khodng cach: 203,38 mét (667,25 b)

Hinh 9. Khoang céch gitta mé-dun “loT Gateway” va mé-dun “loT Node”
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Thyc hién viéc xac minh hiéu suit truyén thong LoRa bang cach cAu hinh trao ddi dir lidu giita “IoT
Node” va “lIoT Gateway”. Sau do tién hanh thuc hién viéc di chuyén mo-dun “IoT Gateway” dé xac dinh
khoang cach truyén dir liéu qua mang khong diy LoRa. Hinh 7 cho thiy tin hiéu ma mo-dun “IoT
Gateway” truyén dén mo-dun “IoT Node”. Hinh 8 mé ta két qua viéc nhan dit liéu cia moé-dun “ToT
Node” tai cac vi tri khac nhau. Néu mo-dun “IoT Node” nhén dugc tin hidu duoc gui dén tir mo-dun “IoT
Gateway”, thi khi d6 mét LED mau xanh 14 s€ bat sang 1én.
Truong hop 2: Kiém tra tai Pai hoc Bach Khoa Thanh phé H6 Chi Minh. Thyc hién viéc xac minh két
qua truyén nhin qua mang LoRa bang cach viéc kiém tra ngoai troi tai Dai hoc Bach Khoa Thanh phé Hb
Chi Minh. Hinh 9 mé ta khoang cich ma mo-dun “loT Gateway” truyén di liéu t6i mé-dun “IoT Node”,
khoéng 203,38 mét.
Tom lai, khoang cach truyén dir lidu gitra mo-dun “IoT Gateway” va mo-dun “IoT Node” 1a khoang 200
mét khi ¢6 chudng ngai vat. Pay 1a mot khoang cach 16n co thé duoc ap dung cho nhidu tng dung trong
nong nghiép thong minh, nha thong minh va nha may théng minh.
4.2. Kiém tra chirc ning thu thap dir ligu va diéu khién
Truwong hep 3: Dir licu nhiét d6 va do & Am dugc thu thap mdi 5 phuat tai mo-dun “ToT Node” bang cam
bién DHT22. “IoT Node” ciing dugc tich hop trén d6 4 ngd ra Relay dé diéu khién truc tiép cac thiét b
chap hanh dung dién 4p xoay chiéu. So d6 khéi thuc hién thi nghiém nhu mé ta & hinh 10.

ThingSpeak

Cloud
Server

ZH']”IWI’/\'I(]]"N

AL

e

loT Gateway
Hinh 10. Thu thap dit liéu va didu khién
36 T T T T T T T T

IoT Node 2

34t

32

30

Temperature [*C]

28 1 1 1 1 1 1 1 1
Jul 06 Jul 07 Jul 08 Jul 09 Jul 10 Jul 11 Jul 12 Jul 13

100 T T T T T T T T

90 A
80 .

70 A

Humidity [%]

60

50

Jul 06

Jul 07

Jul 08

Jul 09

Jul 10

Jul 11

Jul 12

Jul 13

Date & Time
Hinh 11. Thu thap dit liéu tir “IoT Node” giri 1én ddm may dé luu trir thong qua “IoT Gateway”
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Thiét bi nay dugc dat trong phong tréng dé thu thap dir liéu trong vong 7 ngdy, tir ngay 06/07/2019 dén
ngay 13/07/2019 (xem minh hoa trong Hinh 11). Dir lidu dugc truyén tir mo-dun “ToT Node” den mo-dun
“IoT Gateway” thong qua truyén théng LoRa va tir sau d6 dit liéu nay dwoc gui tir md-dun cong IoT 1én
dam may dé luu trix.

5 AP DUNG GIANG DAY

Viéc thiét ké cac bai LAB dé giang day thi nghiém IoT cho sinh vién Dai hoc duoc tiép can theo muc do
phtic tap tir dé dén kho va tiép can hoc tap dua trén du an PBL (Project based learning). Cac du an hiéu
qua 1a nhimg van d& thu hat sy quan tdm ciia sinh vién va thic ddy ho kham pha dé hiéu sau hon vé cac
yéu ciu da cho. Cac du an tdt yéu cau hoc sinh hinh thanh y tuong hodc phén doan dua trén céac sy kién
6 thé 1a kién thue trude, thong tin dugc dua ra trong kich ban va logic. Hoc tap dua trén du an thuong
bao gdm mot s6 budc nhu hinh 12.

| Yéu ciu du an |
Phén tich yéu ciu, thiét ké so
d6 khoi, luu do giai thudt

A

v

Thao ludn va
giai dap

Thi cong, lap trinh va chay
thir nghiém

!

Viét bao cdo két qua

Hinh 12. Luu dd thue hién hoc qua du an PBL
loT Gateway loT ode

Raspberry Pi

L@p trinh xuat/nhap co Lap trinh didu khién cac L@p trinh diéu khién céc
. ban véi Raspberry Pi ngo ra Relay | ngo ra Relay

- g L R "~
" | I I 1 ) | 1
| ‘

N e \
Lap trinh trao déi dir Lap trinh thu thap di 'Lap trinh diéu khién céc .
| ligu v&i Server . ligu tir cac ngd vao sé ‘ ngo ra OC
o T 1 i
| Lap trinh Web cho trng ' Lap trinh truyén théng | Lﬁp trinh thu lhép du
. dyng loT co' ban qua giao tiép Lora | ligu tir cac ngé vao 36
\ y X 4

| I— ‘ i e
¢ . L$p tnnh thu thép die ||9u
Project 1 Project 2 tu’cac ngé vao trrong tl;l’
,—I—l >
Lap trinh truyén théng Smart Home
qua giao tiép Lora
Projéct 3 — Project 4
-
Phan 1. Lap trinh co’ ban — mini project Phan 2. Nha théng minh

Hinh 13. Cac khdi kién thirc duoc dé xuat trong bai giang
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Mon hoc nay trong chuong trinh dio tao 1a mén hoc 2 TC thyc hanh (60 tiét), sau khi hoc mon hoc nay,
ngudi hoc ¢6 kha ning: tu duy phan tich va lwa chon thiét bi phan cting, truyén thong va phan mém cho
mot img dung loTs trong cong nghiép; Thiét ké, lap trinh va chay thir nghiém mét timg dung IoTs. Do do,
céc noi dung duoc thiét ké cho nguoi hoc nhu hinh 13.

5.1. Lap trinh co ban - 30 tiét

Dy an 1. Lap trinh co ban — 10 tiét (500 phut)
Muc tiéu: Po nhiét do va do 4m cia moi truong
va gui dir li€u 1€n Server; Dit liéu nay dugc giam
sat tir xa qua mang Internet trén Website. So do
khéi nhu mé ta & hinh 14.
Thiét bi:

- May tinh nhiing Raspberry Pi 3+.

- Cam bién DHT22.

- bién tro 10KQ.

- Day cap cac loai.
Yéu ciu dw an: Lap trinh sao cho may tinh nhung
Raspberry Pi 3+ c6 thé lién tuc thu thap dir liéu
nhiét d6 va do 4m cua moi truong. Sau d6 cap nhat
céc dir lidu nhiét d6 va do am nay lén Server theo
thoi gian thuc. Thong qua mang Internet, may tinh
va céc thiét bi di dong khac co the duoc st dung
dé giam sat duoc sy bién dong vé nhiét do va do
4m cta méi truong tir mot giao dién Web.

Du an 2. Lap trinh &rng dung “loT Gateway”
— 5 tiét (250 phut)
Muc tiéu: Piéu khién bat/tit bong dén AC tir
xa qua mang Internet, so @ khéi ¢ hinh 15.
Thiét bi: -

- Mo-dun “IoT Gateway”.

- Bong dén AC 220V.

- Cong tic cam ung.

- Day cap cac loai.
Yéu ciu du an: Lap trinh sao cho “loT
Gateway” diéu khién bat/tit bong dén AC bang

cong tac cam tng tai chd. Hoic thong qua HRER

mang Internet, may tinh va cac thiét bi di dong r
khac c6 thé duoc sir dung dé diéu khién bat/tit | Acza
bong dén AC nay tir mot giao dién Web. Hinh 15. So' d0 khoi du én 2

Du 4n 3. Lap trinh itng dung “IoT Node” tich hgp — 15 tiét (750 phiit)
Muc tiéu: Diéu khién bat/tit bong dén AC tir xa qua mang Internet, cac bong dén dugc 1ap trén 3 tram
khéc nhau nhu hinh 16.
Thiét bi:

- Mo-dun “loT Gateway”.

- Mo-dun “IoT Node”.

- Boéngdén AC 220V.

- Cong tic cam ung.

- Day céap cac loai.
Yéu cau dy an: Lap trinh sao cho “IoT Gateway” thong qua mang LoRa c6 thé thu thap dir lidu tir cc
mo-dun “IoT Node” va ‘diéu khién hoat dong ciia cic mo-dun nay. Cac “TIoT Node” s& truyén thong voi
“IoT Gateway” dé c6 thé diéu khién bat/tit bong dén AC bang cong tic cam ng tai chd. Hodc thong qua
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mang Internet, may tinh va céac thiét bi di dong khéc c6 thé duge sir dung dé diéu khién bat/tit bong dén
AC nay tur mét giao dién Web.

Hinh 16. So d6 khéi dy 4n 3

5.2. Ung dung Smart Home - 30 tiét

Du 4n 4. Thiét ké nha thong minh — 30 tiét (1.500 phiit)

Muc tiéu: Thiét ké va thi cong ng dung nha thong minh (Smart Home) trong thuc té. Smart Home s& két
ndi tit ca cac thiét bi dién — dién tur trong ngdi nha cua minh lai véi nhau thanh mot hé théng. Tu d6 cha
nhan ciia ngdi nha cé thé diéu khién ching mot cach truc tiép théng qua cac thiét bi duge gin cd dinh
trong nha hoidc didu khién tir xa thong qua may tinh va Smart Phone. Smart Home ciing c¢6 thé hoat dong
mdt cach ty dong dua trén cac ché d6 lam viéc thong minh.

Thiét bi:

- Mo-dun “IoT Gateway”; Mo-dun “IoT Node”.

- Boéngdén AC 220V; Cong tic cam (ng; Cam bién nhiét d6, d6 4m; Cam bién anh sang; Cam bién
kinh v&; Cam bién chuyén dong; Cam bién chay; Cam bién khi gas; Cam bién khoi; Cam bién
dong/maé cira; HE théng bom tudi cay xanh, tiéu canh, hd c4,...; Hé théng man che néng; Heé
thdng dong co diéu khién dong mé cira; Hé théng chudng bao dong.

Yéu ciu du 4n: Dya vao ¥ tudng ma ban mudn thiét ké ma ngéi nha cta ban c¢é thé co cac tinh nang khac

nhau. Tuy nhién, thong thudng mot Smart Home bao gém cac thanh phan nhu mé ta hinh 17. Trong do:
“IoT Node” - Room: Thu thap di li€u tir cac cam bién nhiét d9, do 4m, anh sang dé gui vé “IoT
Gateway”. Nhan dit liéu tir “IoT Gateway” dé diéu khién cac thiét bi dién ttr va thiét bi chiéu sang
trong phong hodc c6 thé diéu khién tryuc tiép thong qua cac cong tic cam tng tai phong.

- “IoT Node” — Garden: Thu thap di li€u tir cac cam bién nhiét do, do 4m dé gui vé “loT
Gateway”. Nhan dit li¢u tir “IoT Gateway” dé diéu khién hé théng bom nudc tudi cay, tiéu canh,
bé c4 canh va hé théng che ning mua san vudn hodc co thé diéu khién truc tiép thong qua cac
cong tic cam ung tai sin vuon.

- “IoT Node” — Security: Thu thap dit liéu tir cac cam bién dé giri vé “IoT Gateway” nham dam bao
an ninh cho nha, chdng xam nhdp trai phép (cam bién phat hién mé cong, phat hién chuyén dong,
phat hién kinh v&), kiém soat cic nguy co chay nd. Nhan dir liéu tir “ToT Gateway” dé diéu khién
hé théng dong mé cdng va hé théng chudng bao dong.
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- “IoT Gateway”: Thu thap toan bo dit lidu tir cac “IoT Node” trong hé thdng Smart Home, cap
nhat dit li¢u 1én Cloud Server theo thoi gian thyc. Nhan dit li¢u diéu khién céc thiét bi trong nha
tor may tinh va smartphone ctiia nguoi dung thong qua Cloud Server.

- Cloud Server: Luu trit dir liéu cua toan hé thong Smart Home theo thoi gian thuce, cung cap dit
liéu cho nguoi dung qua cac Web App.

l

Hinh 17. So d6 khéi c4c thanh phdn mét Smart Home.
5.3. Ké hoach giing day va dinh gia
Duya vio cac ndi dung giang day duoc trinh bay & muyc 5.1 va 5.2, trong phin nay ching t6i s& trinh bay
ké hoach trién khai giang day va phuong phap danh gia duoc ap dung.
e Chuin diu ra (course learning outcomes): Khi hoan thanh hoc phan, nguoi hoc c6 kha ning:
CLOs Chuén dau ra ciia hoc phin

1 | C6kha ning phan tich, thiét k& giai thuat va lap trinh ing dung IoT.
) Thiét ké duoc ung dung IoT trong cong nghiép véi cac rang budc vé ky thuat, an
toan va moi trudng.

e K& hoach va phuong phip giing day
A . S6 Phwong phap
STT Noi dung giang day tidt CLOs sidng day
5.1. Lap trinh co ban - 30 tiét 30
1 Du an 1 (Muc ti€u, cac yéu cu xem trinh bay ¢ trén) 10 1 L,Q
2 | Dy 4n 2 (Muc tiéu, cac yéu cau xem trinh bay & trén) 5 1 O,D,P
3 Dy an 3 (Muc ti€u, cac yéu cau xem trinh bay 0 trén) 15 1 O,D,P
5.2. Ung dung Smart Home - 30 tiét 30
4 | Duy 4n 4 (Muc tiéu, cac yéu cau xem trinh bay & trén) 30 2 PBL
Cong 60

Trong do6: L: Lecture, O: Observe, D: Discussion, PBL: Project Based Learning, P: Practices
Phuong phap danh gia cic chuin dau ra ciia hoc phin
Pén hién tai, ching t6i da trién khai giang day thir nghiém thanh cong 02 16p Pai hoc nim 3 nganh
Dién tir - may tinh . Trong hoc ky tiép theo, chiing t6i sé& tiép tuc trién khai trén cac sinh vién Dai hoc
nganh Dién tir - vién thong va s& thuc hién cac khao sat tir sinh vién, phan tich két qua hoc tap chi tiét
dé thiy 16 hon tac dong ciia mé hinh thi nghiém IoT trong giang day sinh vién.
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CLOs Phuong phap danh gia Ty trong %
| K¥ nang thuc hanh (Lab skills) 70
Béo cao thuc hanh (Lab report) 30
) K¥ nang thuc hanh (Lab skills) 20
Béo cao thuc hanh (Lab report) 30
Trinh bay du an (Presentation skill) 50

6 CONCLUSION

Trong bai béao nay, chung t6i da thiét ké mot nén tang mé hinh thi nghiém IoT s& duoc st dung trong viéc
giang day tai Khoa Cong nghé Dién tir, truong Pai hoc Cong nghiép Thanh phé HO Chi Minh. Nén tang
duogc dé xuat bao gdm 4 thanh phan 1a mé-dun “IoT Gateway” sir dung Raspberry Pi 3 B+, mo-dun “IoT
Node” str dung chip TMS320, “IoT Network” sir dung mang LoRaWAN va Internet, nén tang dam may
dién tir ThingSpeak. Két qua kiém chtng thuc té di chimg to cac mé hinh thi nghiém dé xuét chay 6n
dinh va dir liéu dwoc thu thap chinh xéac, c6 thé dap img cac yéu cau thu thap, truyén tai va tinh toan dir
liéu trong mot khu vuc rong. Hon nita, chung t61 da xay dung cac bai LAB dya vao m6 hinh thi nghi€ém
vira thiét ké va hoc theo dy an PBL va di trién khai giang day thanh cong trén 16p thuc tién. Cac két qua
ap dung cho thay tinh hiéu qua ctia mé hinh dé xuét. Trong twong lai, chung t6i s& bién soan céc tai lidu
hudng dan chi tiét, video hudng dan truc quan cho ngudi hoc.
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