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Tém tit: Mot trong nhitng mdi quan tdm chinh ciia xa hoi trong thé ky 21 1a nhitng van dé dao dirc trong
ky nguyén thong tin hay chinh xac la nhimg thach thirc phi dao dirc ma cac cong dan trong thoi dai thong
tin phai d6i mat, dac biét 1a ngudi dung mang xa hoi ma khong hiéu blet vé cong nghé cong tin. Bai viét
nay trinh bay khai niém vé dao duc trong thoi dai thong tin, nhiing van d& ciia mang xa hoi nhu de doa
tryc tuyén, hacking, rinh rép truc tuyén, sin moi tinh duc va tai 1én mang tai liéu khong phui hop. Bai bao
cling dé cap dén van d@é tin tirc gia va cach nhan dién tin tirc gia. Ngoai ra, bai bao con gidi thiéu cho
ngudi dung Internet cac quy tic vé dao duc khi tham gia khong gian mang. D6 1a Luat an ninh mang.

Tir khéa: Dao dirc, thoi dai thong tin, mang x4 hdi, tin tirc gia, Luat an ninh mang.

ETHICS ISUSES IN THE INFORMATION AGE

Abstract: One of the main concerns of society in the 21% century is the ethical issues in the information
age or precisely the unethical challenges faced by citizens in the information age, especially people use
social networks that without an understanding of technology. This article presents the concept of ethics in
the information age, social networking issues such as cyberbullying, hacking, cyberstalking, encounters
with sexual predators and uploading of inappropriate material to the network. The article also mentions
fake news and how to identify fake news. In addition, the article introduces Internet users about ethical
rules when participating in cyberspace. That is the Network Security Law.
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1. MO PAU

Nhiing thanh tyu cua khoa hoc cong nghé mang lai nhiéu loi ich cho con nguoi, dac biét 1a cong nghé
thong tin. Sy phat trién cua Internet, kha ning thu thap va luu trit dit liéu 16n lam cho cac doanh nghiép va
nguoi dung phu thudc ngay cang nhiéu vao hé thong thong tin va mang Internet trong moi khia canh cta
cudc song. Vi hon 4.3 ty ngudi dung Internet trén toan thé giéi (nam 2019) [1], c6 vo so loi ich thu dugc
qua hoat dong tryc tuyén ciia cic website va cac trang mang xa hoi nhu: kha niang két ndi khong gi6i han,
kha nang gido dyc va chia sé tri thirc, kha néng trg' giup, thong tin cap nhat, quang ba thuong hiéu hay
mua bén tryc tuyen trg gitip chinh phu chéng toi pham, xay dung cong ddng...Do @0, viéc sir dung mang
xa hoi 1a mot phan khong thé tach roi trong cudc song cua nhiéu nguoi, trong d6 c6 nhimg nguoi tre.

Vi hang ngan trang mang xa hoi dang ton tai. Mot sb trang mang phd bién nhu Facebook, YouTube
voi khoang 1.5 ty lugt nguoi truy cép moi thang [2] cho thay mirc d6 anh hudng ciia no dbi voi xa hoi.
Theo mdt sd ude tinh, nguoi ta danh khoang 20 phan trim thoi gian trén may tinh ca nhan va 30 phan
tram thoi gian trén cac thiét bi di dong truy cap mang xa hoi. Emarketer [3], co quan tiép thi k¥ thuat sb,
truyén thong va thuong mai wdc tinh s6 ngudi ding mang xa hoi trén toan thé gidi 1a 2.77 ty nam 2019,
trong do, Viét Nam c6 64 triéu nguoi st dung Internet va khoang 50 triéu nguoi st dung Facebook.

Diéu nay 1am tang nguy co rang thong tin trong truyén thong xa hoi ¢6 thé dugc sir dung voi muc dich
phi dao dirc. Dudi day la mot s6 vi du: nhan vién bi giam sat truy cép email va Internet trong khi lam
viéc; ngudi ding tai xudng nhac va phim vi pham luét ban quyén; mét s6 to chic lién hé voi hang triéu
nguoi trén toan thé gidi thong qua email khong mong muon (spam) nhu mot phuong phap tlep thi chi phi
thap; tin tic (hacker) &6t nhap vao co so dir lidu ciia cac td chire tai chinh va ban 1é dé danh cép thong tin
ctia khach hang, sau d6 sir dung thong tin nay dé thyc hién hanh vi phi phap; sinh vién, hoc sinh... tai tai
lidu trén mang va dua ndi dung vao bai thi cua ho ma khong trich dan ngudn; cac trang web dét cookie
hodc phan mém gian digp trén 6 dia dé theo d6i cac hoat dong va mua hang truc tuyén cta khach hang;
bat nat trén mang, két ndi voi cac ca nhan 4 an danh, chia sé thong tin ca nhan mot cach vo thirc... 1a nhitng
mdi nguy hiém cua truyén thong Internet trong thoi dai thong tin. Cac nhan vién lam vige trong cac linh

vuc khac nhau déu cé cac quy dinh vé dao dirc nghé nghiép véi ton chi 1a khéng 1am hai nguoi va mang
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lai hanh phuc va cong bang xa hoi. Nguoi 1am viée trong nganh cong nghé thong tin co “Bé quy tic dao
duc va dao dirc nghé nghiép ACM” (The ACM' Code of Ethics and Professional Conduct) [4].

Trong khudn khé bai viét nay, tac gia trinh bay vé van dé dao dirc (ethics) cho nguoi dung mang xa
hoi, van nan tin gia (Fake news) cung nhu cach thirc nhan biét no, gidi thiéu Luat an ninh mang c6 hiéu
lyc tir 01/01/2019 dé nguoi dung mang trong Thoi dai thong tin khong vudng phai hanh vi khong dao dirc
(unethics). Trudc tién chung ta lam rd mot so khai niém vé dao dic va Thoi dai thong tin.

2. PAO PUC VA THOI DAI THONG TIN

2.1 Pao dirc

Pao dtrc (morals) 1a mot hinh thai y thire xa hoi, 1a tdp hop nhitng nguyén tic, qui tac, chuan muc x4 hoi,
nham diéu chinh cach danh gia va cach ng xtr clia con ngudi trong quan hé v&i nhau va quan hé véi xa
hoi, chung dugc thyc hién boi niém tin ca nhan, béi stitc manh cua truyén théng va surc manh cda du luin
xa hoi [5]. Bai viét nay dé cap dén mot khai niém tuong tu morals d6 13 ethics. Nguoi ta dung tir morals,
dé chi dao dirc néi chung va tir ethics dé chi dao duc trong mot linh vuc cu thé. Vay ethics 1a gi? N6 c6 gi
gidng va khac v6i morals. Pon gian nhét, ethics 1a mot hé thdng cac nguyén tic dao dtic (morals). N6 bao
gdm nhimg van dé nhu: lam thé nao dé séng mot cudc song tdt; quyén va trach nhiém cua ching ta khi
thuc hién mot viéc; phan biét duge ding va sai; diéu gi 1a tot hay x4u? Khai niém vé ethics bat nguon tir
cac ton gido, triét hoc va van hoa. Thudt ngit nay c6 ngudn gdc tir tiéng Hy Lap, tir “ethos” c6 nghia la
tuy chinh, théi quen, tinh cach hodc khuynh hudng [6].

Ethics va morals déu lién quan dén hanh vi dang sai. D61 khi ching dugc st dung thay thé cho nhau,
nhung ching khéac nhau: ethics dé cap dén cac quy tac duoc cung cip boi mot ngudn bén ngoai, vi du: cac
quy tac g XU tai noi lam viéc hodc nguyén tac trong cac ton giao; con morals dé cap dén mot nguyén
tac riéng ctia ca nhéan lién quan dén ding va sai. Morals thudng mo ta cc gia tri cu thé cua mot ngudi
lién quan dén diéu gi dung va diéu gi sai. Trong khi ethics dé cap dén cac nguyén tic dao duc (morals),
ngudi ta thuong thay né dugc ap dung cho cac cau hoi Vé hanh vi ding trong mét pham vi hoat dong
tuong d6i hep. Ngoai ra, morals thuong bao ham mét yéu té wu tién chu quan, trong khi ethics co xu
hudéng dé xuat cac khia canh ciia sy cong bang phd quat va cAu héi liéu mot hanh dong co chiu trach
nhiém hay khong [7].

Ethics (dao dirc) Morals (dao dirc)

Chung la gi?

Céc quy tic ung xtr dugc cong nhan ddi
v6i mot loai hanh dong cu thé cta con
nguoi hoac mot nhém cu thé hodc van
hoa tao ra.

Nguyén tic hodc théi quen lién
quan dén hanh vi dung hay sai.
Morals cling quy dinh cai gi duoc
lam va cai gi khong duoc, morals
chi pham vi ding hay sai cua cé
nhan.

Dén tir dau?

Hé thdng x4 hoi

Ca nhan

Tai sao can n6?

Bé1i vi x@ hoi cho rang d6 1a diéu dung
dan.

Boi vi chung ta tin vao diéu gi d6
dlng hay sai.

Tinh mém déo

Phy thudc vao ngudi khac dé dinh
nghia. Ching co xu huéng nhit quan
trong mot bdi canh nhat dinh, nhung co
thé khac nhau giira cac bdi canh.

Thuong thi nhat quan, mgc du co6
thé thay d6i néu niém tin cua mot
¢4 nhan thay doi.

Gii thich ("Gray")

Mot ngudi tudn thu nghiém ngat céac
nguyén tic dao dirc (ethics) co thé
khong c6 bat ky dao dic (morals) nao
ca. Tuong ty nhu vay, nguoi ta ¢6 thé vi

Mot nguoi dao dac (morals) mac
du bi rang budc boi mot giao udc
cao hon, ¢6 thé chon tuan theo mot
quy tic dao dirc (ethics) nhu né s&

ACM: Association for Computing Machinery

© 2020 Truong Dai hoe Cong nghiép thanh phd HO Chi Minh




VAN BE PAO PUC TRONG THOI BAI THONG TIN 35

Ethics (dao dirc) Morals (dao dirc)

pham cac nguyén tic ethics trong mot | 4p dung cho mot h¢ thong "Lam
hé thong quy tdc nhat dinh dé duy tri | cho né phu hop".
tinh toan ven cia dao dtic (morals).

Ngudn gbc Tir “ethos” c6 ngudn gdoc tir tiéng Hy | Tir “mos” c¢6 ngudn gdc tir tiéng La
Lap voi nghia la “dac tinh” tinh, voi nghia 1a “phong tuc tap

quan”
Kha ning chip nhan Ethics dugc didu chinh boi cac hudng | Morals vuot qua chuan muyc vin

dan chuyén mén va phap ly trong mt | hoa
thoi gian va dia diém cu thé

2.2 Thoi dai thong tin [8]

Hau hét chiing ta déu bi tic dong boi cong nghé. Chi trong nam thép ky qua, déc biét 1a ba thép ky gan
day, chung ta da chtng kién sy xuét hién cua nhiéu céng nghé mai, nhu dién thoai di dong, laptop 2 trong
1, may nghe nhac MP3, chup anh ky thuat s6, email va web (World Wide Web). 6 1a Iy do dé ndi ring,
chung ta dang sdng trong Thoi dai thong tin. Chua bao gid ngudi ta ¢ thé truy cap thong tin dé dang nhu
vay. Chét xtc tac chinh cho Thoi dai thong tin 1a may tinh va dién thoai thong minh gi ré, cing v6i mang
truyén thong toc do cao. Thoi dai thong tin bit ddu vao khoang nhimg niam 1970 cho dén nay. N6 con
duogc goi 1a Thoi dai may tinh, hay Thoi dai truyén théng méi. Thoi dai thong tin mang lai cho con ngudi
kha nang truy cap thong tin va kién thire mot cach dé dang. C6 nhiéu phat minh khéc nhau xuét hién trong
Thoi dai thong tin, trong s6 d6 co may tinh va Internet. Internet cho phép con nguoi co thé truy cép thong
tin chi bing mot nit bam. Moi ngudi c6 thé 1am moi thir tryc tuyén nhu: mua sim, giao tiép, thanh toan
hoa don, lam viéc online, gido duc, giai tri, tham chi dat hang thuc pham. .. Tim Berners-Lee, Steve Jobs
va Bill Gates la nhiing nguoi ¢6 dong gop quan trong cua Thoi dai thong tin. Berners-Lee da tao ra World
Wide Web. Apple cua Steve Jobs da tao ra iPhone, iPod, iPad, iMac va Apple TV. Gates cling 1a mot
nhan vét quan trong trong Thoi dai thong tin, ong thanh 14p Microsoft, cong ty tao ra hiu hét moi thir lién
quan dén may tinh.

Thoi dai thong tin 1am thay d6i con ngudi, cong nghé, khoa hoc, kinh té, vin hoa va tham chi ca cach
ngudi ta nghi dudi mot goc 6 nao d6. Internet duge cho 1a sy doi méi ndi bat nhat ciia Thoi dai thong tin.
Internet di 1am cho mot s6 ngudi ludi biéng hon, nhung né ciing 1am cho mét lugng 16n dan sé thong
minh hon. Thoi dai thong tin di lam cho cic nudc coéng nghiép manh hon, cac nude nghéo c6 thé hoi
nhap nhanh hon. Cac cong ty truc tuyén 1a mot trong nhitng doanh nghiép thanh cong nhat va kich thich
kinh t& phat trién, cdc nén kinh té nhan dugc nhiéu hon va lam cho thé gidi ciia chung ta thay d6i. Moi
ngudi dang tré nén hiéu biét hon va dugc gido duc nhiéu hon nhd nhimng thir nhu may tinh va Internet.
Khoang thoi gian nay ciing thdy cac chinh phu dinh hinh lai va cai to cach lam viéc cho phii hop voi cong
nghé méi. Cac chinh phu by gio ¢6 thé co quan doi tién tién hon va hiéu qua hon. Vi nhitng thir nhu
Internet, ludt méi phai duoc dua ra dé ngan chan hack, vi pham ban quyén, trom cép danh tinh (ID) va
nhitng hanh vi phi dao duc trong khong gian mang.

Thoi dai théng tin tao ra nhiéu phat minh va sang tao méi. Nhiéu dich vu truyén thong nhu nhén tin,
email, trd chuyén truc tuyén, budn ban truc tuyén, thanh phd théng minh, chinh pha dién tir va truyén
thong xa hoi phat trién... Moi nguoi hoc ngon ngit moéi dé dang hon va nhidu cubn sach da duoc dich
sang cac ngdn ngir khac nhau, vi viy moi ngudi trén khap thé gidi co thé hoc dugc nhiéu hon. Tuy nhién,
Thoi dai thong tin khong phai tat cd moi thir déu 1a tot. C6 nhitng ngudi trén thé gidi tin rdng ho c6 thé
song ca doi thong qua Internet. Cac t6 chirc toi pham hack vao hé thong chinh phu dé c6 duoc thong tin bi
mat dé kiém loi bat hop phap. Nguoi lao dong cé thé kiém viéc dé dang hon va mot sé cong viéc tham chi
¢6 thé dugc thyc hién trong chinh ngdi nha ciia ban (vén phong ao). Thoi dai thong tin con duge goi la
Thoi dai khoi nghiép (startup), cac doanh nhén co thé bat dau va diéu hanh mot cong ty dé dang. Thoi dai
thong tin ciing tac dong dén dao diic (ethics) cta chung ta nhu: vo tinh hay cdy cung cap thong tin khong
dang khi tham gia mang xa hodi, vi pham Ludt an ninh mang. N6 c6 thé tac dong dén cach lam viéc cua
chung ta, danh lac hudng chung ta va khién chung ta mit himng tha v&i nhiém vu chung ta dang lam.
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Khoang thdi gian niy ciing tao ra sy thiéu hut viéc 1am va khién nhiéu cong viéc tré nén 13i thoi vi may
moc hién dang dugc st dung de lam cong viéc ma con nguodi timg lam, vi du nhu cdc nha may dugc hién
dai hoa véi cac 16 bt trong nén cong nghiép 4.0.

3. MANG XA HOQI VA TIN TUC GIA

3.1 Mang xi hdi (Social Networking) [9]

Mang xa hoi 1a mot tmg dung gitip két ndi moi ngudi v6i nhau & bat ctr dau thong qua dich vy internet,
gitp nguoi dung cd thé chia sé nhiing s thich va trao ddi nhitng thong tin can thlet Moi d6i tugng ngudi
dung c6 thé st dung mang xa hoi, khong phén biét gidi tinh, do tudi, ving mién hay t6n gido... Mang xa
hoi tao ra mot cong déng nguoi ding truc tuyen cho phép cac thanh vién pha v& cic rao can vé thoi gian,
khong gian, khoang cach va sy khac biét v€ van héa. N6 cho phép moi nguoi tuong tac voi nhau truc
tuyén dé chia sé y kién, su hiéu biét, thong tin, so thich va kinh nghiém cé nhan... Cac trang mang xa hoi
cho phép ngudi ding tuwong tac voi nhimg ngudi di biét hodc phat trién cac mdi quan hé ¢4 nhan moi.
Ngoai ra n6 con phuc vu cho quang cdo, mua béan truc tuyén va chim séc khach hang...

Tuy mang lai nhiéu lgi ich, nhung mang xi hoi ciing mang dén nhiing van dé bat loi néu nguoi ding
khong nhan biét duoc nhimg nguy hai do mang xa hoi gy ra. Khi tham gia mang xa hoi, ban c6 mot cong
dong gom hang chuyc tri¢u ngucn khong phai ai cling s€ tr¢ thanh mot nguoi “hang xom’ ’ tot bung va tuan
thi cac quy tic clia cong dong. C6 ngudi s& vuot qua gidi han ctia hanh vi duge chap nhan. Mot so van dé
dao durc phat sinh d6i v6i cac thanh vién cua cac trang mang xa hoi nhu de doa truc tuyén (cyberbullying),
tan cong mang (hacking), rinh rép truc tuyén (cyberstalking), gip g& nhiing ké sin mdi tinh duc
(encounters with sexual predators) va tai 1én cac tai li€u khong phu hop (uploading of inappropriate
material). ..

Pe doa tryc tuyén 1a viéc sir dung cong nghé thong tin dé lién tuc 1am hai hodc quiy réi nguoi khac
mdt cach ¢ cha . Theo mot bao cao duge xuat ban bdi PewCenter.org ndm 2018 [10], hau hét tré em tai
My (59%) da tré thanh nan nhan cua cac cudc tan cong mang. Vi bat cur ai cling co thé tao mot tai khoan
gia va 1am bat ctr diu gi ma khong bi truy tim, n6 kha dé dang cho bét ctr ai mudn ¢ hanh vi bt nat trén
Internet. Cac mdi de doa nhu: tin nhin va tao tin don c6 thé duoc giri dén nguoi dung dé gay ra sy kho
chiu va hdn loan trong xa hoi. C6 rat nhiéu hinh thirc de doa truc tuyén nhu: tao mot trang web hodc ho so
mang xa hoi c6 muc dich lam nhyc hoac de doa nan nhéan; chyp anh nan nhan khong phu hop va dang
chung 1én mang hodc gtri ching cho ngudi khac qua dién thoai di dong; mao danh nan nhéan va gui tin
nhin khong phu hop cho nguoi khic; dang thong tin ca nhan hodc thong tin sai 1éch vé nan nhén trong
blog hodc trén trang mang xa hoi..

Tan cong mang 1 hanh dong tham nhap vao hé thong quan tri mang may tinh, phidn mém may tinh hay
phan cimg may tinh dé thay doi hé thong d6 theo ¥ mudn cua hacker. Vi thé dir liéu c4 nhan va quyén
riéng tu co thé d& dang bi hack va chia sé trén mang Internet. Sy xAm pham nay c6 thé lam ton that tai
chinh, mat mét cho cudc sdng ca nhan... Twong tw, hanh vi trém cip danh tinh ciing c6 thé gay thiét hai
tai chinh cho bat ky ai, khi ho bi hack tai khoan ca nhan. Mot s6 tai khoan nhu Twitter va Facebook da bi
hack trong quéa khtr va tin tic di dang cac tai liéu lam anh huéng dén cudc sdng ca nhan cua ho. Day la
mdt trong nhig nhuoc diém nguy hiém cia phuong tién truyén thong xa hoi ma ngudi dung nén giit an
toan cho dit liéu va tai khoan ca nhan dé tranh nhitng tai nan nhu vay. Nam 2018 ni 1én hién tuong liy
cip tai khoan Facebook théng qua cac comment (binh luan) dao. Theo nghién ctru ctia Bkav [11], hon
83% nguoi s dyng mang xa hoi Facebook da gap cac comment kiéu nay. Chuyén gia Bkav phan tich va
thdy rang: ké xau da dung cac tai khoan Facebook véi hinh dai dién la cac hotgirl xinh dep, sexy de
comment vao cic bai viét hodc nhom (group) dong ngudi quan tdm. Cac ndi dung comment thuong rat
hép dan, moi goi nhu: "chat v&i em khong", "két ban véi em nhé", "lam quen nhé anh"... Néu to mo bim
vao xem trang ca nhan cia tai khoan "biy" nay, nan nhan c6 thé bi lira mét tai khoan Facebook. Dé phong
tranh, nguoi dung tuyét d6i khong bam vao dudng link dén tir nhitng ngudi chua tin twong. Ngay ca khi
cac link dugc gui trr ban be, nguoi dung cling can chi dong kiém tra lai thong tin truée khi bam xem.
Tham chi tai khoan Facebook két nbi véi ban c6 thé 1a gia [12].

Rinh rap truc tuyen 1a hanh dong de doa trén mang nhdm vao ngudi 16n sir dung Internet hoic cac hinh
thire lién lac truc tuyen va dién tu khac; no6 la phién ban danh cho ngudi 16n cua de doa truc tuyen Rinh
rap truc tuyen 6 thé 1a mot van dé nghiém trong ddi v6i nan nhan, khién ho so hai va giyra sy thong khd
v& tinh than. Khoéng c6 gi la khi cac cudc tan cong mang leo thang thanh céc cudc goi dién thoai lam dung
hodc qué murc, thu de doa hodc tuc tiu, xdm pham, pha hoai, theo doi vét Iy va tham chi tan cong vit ly.
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Mot cude khao sat gan day két luan rang 20 phan trim ngudi My da bi anh hudng boi viée rinh rép truc
tuyén [10].

San moi tinh duc ciing 13 van dé ma nguoi dung mang xa hoi phai quan tdm luu y. Mot sb trang mang
xd hoi da bi chi trich vi khong lam t6t dé bao vé tré vi thanh nién khoi nhiing cudc gap go voi nhimg ke
sin moi tinh duc. MySpace da mat hai nim dé thanh trimg céac thanh vién Y véan dé tiém ning tir trang
web ctia minh, bao gdm 90.000 ngudi pham tdi tinh duc di dang ky bi cim tir trang ndy vao diu nim
2009 [10].

Tai én tai liéu khong phu hop: hau hét cac trang mang xa hoi déu c6 chinh sach chdng lai viéc tai 1én
cac video mo ta bao Iyc hodc tuc tiu. Facebook, MySpace va hau hét cac trang mang xa hoi khac déu co
diéu khoan sir dung cac thoa thuan, chinh sach bao mat hodc quy tic Gmg xir ndi dung tom tit cac khia
canh phap ly chinh lién quan dén viéc sir dung trang Web. Thong thuong, véi cac diéu khoan quy dinh
céc trang Web co quyén x6a tai lidu va cham dut tai khoan ngudi dung vi pham chinh sach cua trang web.
Céc chinh sach dit ra cic gioi han cu thé di v6i ndi dung rd rang vé tinh duc, ndi xau, thit han hodc bao
luc hodc thic day hoat dong bat hop phép. Tuy nhién, cac chinh sach cua cac trang mang xa hoi khong
ngin duoc tat ca cac thanh vién cua cong ddng cb tinh dang tai liéu khong phu hop, vi hau hét cac trang
web khong c6 du tai nguyén vé con ngudi va cong cu dé xem xét tat ca tai liéu duoc gui dang. Do d6
nguoi ding mang xa hoi can luyu tim dén diéu nay.

3.2 Tin tic gia (Fake news) [13]

Tin tirc gia 1a tin tirc, ciu chuyén hodc tro lira bip dugc tao ra dé cb tinh thong tin sai 1¢éch hoac lira déi
ddc gia. Thong thu’ong, nhung cau chuyén nay duogc tao ra de gdy anh huong dén moi nglrorl vé quan diém
chinh tri hodc giy nham lan va thuong co thé 1a cac nha xuét ban tryc tuyén “céu like” dé thu loi. Nhiing
cau chuyén tin tirc gia c6 thé danh lira moi ngudi bang cach dua lén cac trang web trong gidng nhu cac
trang web dang tin cay hodc sir dung tén va dia chi web tuong tur ciia cc t6 chirc tin tire ¢ uy tin. Tin tirc
gia dugc tao ra voi muc dich danh Iira dé 1am hai co quan, td chirc, c4 nhan hodc nham thu dugc nguén loi
tai chinh hodc chinh tri. Tin tirc gia thuong sir dung cac tiéu dé giat gan, hoan toan khong trung thuc hodc
¢6 mot phan trung thyc nhim dé ting doc gia, chia sé truc tuyén va nhap chudt trén mang [14].

Tin tlrc gia co tir rit som, vao thé ky 13 trudc Cong nguyén, Rameses Pai dé truyén ba nhiing 10i doi
tra va tuyén truyén miéu ta Tran chién Kadesh 1a mot chién thang tuyét voi cho nguoi Ai Cap. Nam 1475,
& Trent, nuéc Y tran ngdp tin don ring mot tré so sinh Kitd giao hai tudi rudi tén 1a Simonino bi giét tan
bao boi ngudi Do Thai. Tin don gia mao nay lam cho chinh quyén va déan ching v6 cling phan nd. Cau
chuyén két qua 1a tit ca nguoi Do Thai trong thanh phd bi bat va bi tra tan. Nam 1442, tham an Lé Chi
Vién khién Nguyén Trii bi tru di tam toc ciing tir mot tin ri tai khoi phat & chdn hau cung. Nam 1835, to
New York Sun da xuit ban cac bai bdo vé mot nha thién vin hoc quan sat cudc séng ky quéi trén mit
trang. Cac bai bao hu cdu da gop phan thu hiit thanh cong nhiéu khach hang méi. ..

Internet ra doi vao giita thap nién 1980 lam dao 16n tan gdc nén tang vat chat k¥ thuét truyén thong
nhén loai, dugc danh déu bé‘lng su xudt hién cua béo truc tuyén (1997), cac trang mang xa hdi khéng 16
nhu Google (1998), Facebook (2004), Twitter (2006), Instagram (2010). .. cung hang triéu trang thong tin
ca nhan khac. Tét ca tao nén mot “hé sinh thai truyén thong mai” trén pham vi toan cau. Vi tinh chét d&
lan truyén ctia mang xa hoi nén tin tirc gia cuc ky nguy hiém. Hién nay, tac dong cia tin gia trd nén pho
bién. Kha ning danh lac huéng duoc ting cuong bai viée sir dung rong rai cac phuong tién truyen thong
x@ hoi. Thuét ngir tin gia, “Fake News” da duoc nhic dén nhiéu vi tim quan trong ctia nd trong bbi canh
bau cir & Tay Au va Bic My. Trén thé gi6i, truong hop dién hinh cta tinh trang tin gia c6 thé ké dén 1a
trong cudc bau ctr Tong thong My nam 2016. Su kién nay dugc thao luan trén toan cau véi nhiéu ludng y
kién tranh luan. Khi nguoi dan con dang xem xét, chua di dén quyét dinh ing ho, bau cho ai thi hang loat
thong tin chua duoc kiém ching rd rang dd phat tan trén mang xa hoi, mang Internet v6i toc do lan truyén
chong mat nhu: “Gido hoang ung hé Trump”, “Hillary ban vii khi cho IS”, “Mat vu FBI tinh nghi trong
vu 10 ri thu dién t cia ba Hillary Clinton dugc tim thr?iy da chét”... thu hat sy chu y 16n clia moi nguoi,
vuoQt qua ca nhiig tin tic chinh thong.

O Viét Nam, ngay 20/7/2017 tai tinh Hai Duong, tin tirc gia (c6 ké thoi mién bat coc tré em) va tam ly
dam dong cua dan chiing trd nén nguy hiém nhu mét 16 thudce sing. May mén nhé chinh quyén can thiép
kip thoi, giai thoat dugc hai nan nhan - 1a nguoi di mua dd g0 - con chiéc xe hoi cua ho thi bi thiéu rui
hoan toan [15]. Hai ngay sau, ciing tir tin tic gia “co ké bt coc tré em”, hai phu nir ban tim dao da bi
hang trdm nguoi dan qua khich ¢ huyén Séc Son, Ha Noi danh dép da man. Viéc chinh phu ting cuong
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xir phat cac co quan bao chi va ca nhan ding mang xa hoi ding tin ttc gia (Dich Ebola dén Viét Nam,
Cay chdi quét rau, L& hoi so nguc thiéu nit 1am tir thién...) dién ra gan day, cling ndm trong nd lyc chung
ctia cac nudc dé chéng lai tin tirc gia.

Tai sao tin tuc gia lai cim sau dugc vao mang xi hoi? Pon cur vi bbn 1y do: (1) P6 1a méi trudng do,
ca nguodi san xuat thong tin 1An ngudi nhan thong tin déu c6 thé an bang mot nickname hay mot avatar bat
ky, nén rat kho phat hién dau 1a tic gia that cua tin tirc gid; (2) TOc do phat tén thong tin gan nhur *
dong” theo cép sb nhan, vuot qua moi rao can ky thuat thong thuong; chi can mot chiéc dién thoai thong
minh hodc mot may tinh ndi mang thi ai ciing ¢6 thé trg thanh “nha truyén thong”, lam ngudi san xuét tin
tuc; (3) Thong tin dugc dua ra voi dung lugng cuc 16n, hinh thitc da dang nhung khéng qua quy trinh
kiém duyét chuyén nghiép nao; (4) Nguoi dung c6 thé chinh stra, thao g& ndi dung minh déng tai mot
cach d& dang va nguoi 1am tin tirc gia x6a ddu vét ctia minh rat mau chong. Bén 1y do nay 1am cho tin tirc
gia dé dang duoc tao ra va phat tan nhanh chéng [16].

3.3 Nhén dang va phat hi¢n tin tirc gia

Chiing ta déu nhén thdy mirc d6 nguy hai ca tin tirc gia, vy lam thé nao dé nhan dang n6? C6 nhiéu y kién khac
nhau khi xac dinh cac loai tin ttc gia. Tuy nhién, khi néi dén viéc danh gia ndi dung truc tuyén, ching ta can phai
biét cac loai tin tic gid mao hodc tin tirc gay hiéu 1am khac nhau. Bao gom céc loai sau [13]:

- Clickbait: Day 1a nhirng cau chuyén duoc c¢b tinh bia dit dé co dugc nhidu khach truy cép trang
web hon va ting doanh thu quang cao cho cac trang web. Cac cau chuyén ma clickbait stt dung
thuong co cac tidu dé giat gan dé thu hut sy chu y va thiic ddy sb 1an nhip vao trang web cua nha
xuét ban, thong thuong nguoi s dung phai tra gia bang sy that hodc d6 chinh xdc cua thong tin.

- Tuyén truyén (Propaganda): Nhimg cau chuyén duoc tao ra dé cb tinh danh lira khan gia, thiic
day mot quan diém thién vi hodc nguyén nhan chinh tri hodc chuong trinh nghi su cu thé.

- Cham biém hodc nhai lai (Satire/Parody): Rat nhiéu trang web va tai khoan truyén thong xa hoi
xuit ban nhitng cau chuyén tin tic gia dé giai tri va nhai lai, vi du: The Onion, Waterford
Whispers, The Daily Mash...

- Sy cau tha cua bao chi (Sloppy Journalism): Doi khi cac phong vién hodc nha bao co thé xuat ban
mdt cAu chuyén véi thong tin khong dang tin cdy hodc khong kiém tra tit ca cac su kién co thé
danh Itra khan gia trudc khi xuat ban. Vi du, trong cudc bau cir & Hoa Ky, nha ban 1€ thoi trang
Urban Outfitters da xuit ban cubén “Hudng dan Ngay bau cir”, huéng dan nay chira thong tin
khong chinh xéc cho cir tri biét rang ho can thé dang ky cir tri dé di bo phiéu. Piéu nay 1a khong
bét budc & Hoa Ky.

- Tiéu dé sai léch (Misleading Headings): Cau chuyén khong hoan toan sai, nhung c6 thé bi bop
méo bang cach sir dung céc tiéu de sai léch hodc giat gan. Nhiing loai tin tirc ndy c6 thé lan truyén
nhanh chéng trén céc trang truyén thong xa hoi, noi chi c6 cac tiéu dé va doan nho ctia toan bd
bai viét duoc hién thi trén cic ban tin cta khan gia lam cho khan gia hiéu 1am.

- Tin tirc thién vi hay néi xéo (Biased/Slanted News): Nhiéu ngudi bi cudn hiit vao nhimg tin tirc
hodc cau chuyén xac nhéan niém tin hodc thanh kién cta ho va tin tic gia co thé lam moi cho
nhiing thanh kién nay. Ngudn cip tin tirc truyén thong xa hoi c6 xu hudng hién thi tin tirc va bai
Viét ma ho nghi rang ching ta s& thich dya trén cic tim kiém duoc ca nhan hoa ctia ching ta.

Mot s6 diéu cin chi y khi danh gia ni dung truc tuyen

- Nhin k§ hon (Take a closer look): Kiém tra ngudn goc cua céu chuyén, ban c6 nhén ra trang web
chinh théng? trang web d6 ¢6 phai 1a mot ngudn dang tin cy? Neu ban khong quen thudc voi
trang web, hdy xem phén gidi thiéu hodc tim hiéu thém thong tin vé tac gia.

- Nhin xa hon tiéu dé (Look beyond the headline): Kiém tra toan bo bai viét, nhidu cau chuyén tin
tire gia st dung tiéu dé giat gan hoic gy sbc dé thu hat sy cha y.

- Kiém tra cac nguon khac (Check other sources): Cac tin tic hoac phuong tién truyén thong c6 uy
tin khac dang vé cdu chuyén? C6 ngudn nao trong cau chuyén khong? Néu vay, hiy kiém tra xem
chiing déang tin cdy hay thdm chi ching con ton tai hay khong?

- Kiém tra sy that (Check the Jacts): Nhitng céu chuyén tin tire gia thuong chira ngay khong chinh
xac hodc thoi gian thay d6i. Kiém tra sy that ciing 1a mot y tuong tot dé kiém tra k¥ bai bao trude
khi duoc xuét ban, xem xem cau chuyén d6 1a hién tai hay mot cau chuyén da cai?

- Kiém tra su thién vi ciia ban (Check your biases): Quan diém hodc niém tin cia riéng ban anh
hudng dén danh gia cia ban vé tin tirc hoic bao cao?
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- Cb6 phai 1a mot tro dua (Is it a joke)? Céc trang web “ma quy” rat phd bién trén mang va doi khi
khong phai Iac nao cling 1o, liéu mot cau chuyén chi la mdt tro dua hay nhai lai... Kiém tra trang
web xem trang d6 dugc tao ra nham muc dich chAm biém hodc nhim tao ra nhitng cau chuyén hai
hudc?

Vi sy trg gitp cua tri tu€¢ nhan tao, tin tirc ¢d thé duoc tao ra ma nguoi st dung mang khong thé phan biét
duoc, vi du nhu Deepfake, sy phat trién ciia Deepfake thoi gian gan ddy lam cho viéc nhan biét tin gid cang tro
1én kho khin hon voi ngudi ding. Deepfake 14 tir két hop ciia “Deep learing” va “fake”, né dung dé chi nhiing
nodi dung nghe, nhin thyuc té nao duoc tao ra boi su hd tro cua deep learning (mot k¥ thudt cta tri tué nhan tao).
Thuét ngit deepfake ngu ¥: lam dung cong nghé cho muc dich bat hop phap hodc phi dao dirc (unethics). Cum tir
"deepfake" dugc dua ra vao thang 11 nam 2017, boi mot nguoi ding an danh trén trang Redit [17].

Trao luu ghép mét nguoi vao video khiéu dam da co tir 1au, nhung vaéi sy gitp stic cua tri tu¢ nhan tao (Al:
Artificially Intelligence) 1am nay sinh cAu hoi vé mit dao dirc va cach chong lai nhimg video do Al taora [18].

Chung ta c6 thé 1am gi vé tin tirc gia? Google va Facebook da cong bd cac bién phap méi dé giai quyét tin tirc
gid mao béng viée gidi thiéu cac cong cu bao cao va gan co. Cac to chiic truyén théng nhu BBC va “Channel 4”
(Kénh truyén hinh mién phi cua Anh) cting da thiét 1ap cac trang web kiém tra thyc t&, day 1a nhing phat trién
dang hoan nghénh, hiéu biét vé truyén théng k¥ thuat s6 va phét trién k¥ ning dé danh gia thong tin la nhimg ky
ning can thiét cho bt ky ai sir dung Internet va déc biét la cho gidi tré. Luong thong tin khong 16 ¢6 san trén
mang va gia tang tin tic gia mao lam ndi bat nhu cau tu duy phan bién cua nguoi doc. Bén cach do, nguoi tham
gia mang xa hoi can phai biét nhitg quy dinh ctia Chinh phii vé tin tirc gia mao trong Luat an ninh mang.

4. THAO LUAN

Phat minh ra bao in 1a mot sy kién quan trong trong lich str truyén tai thong tin, nhung khong c6 thir goi la dao
durc bao in. Nhung khi cong nghé thong tin phat trién, ngudi ta phai dat ra van dé dao dtc trong cong nghé thong
tin. C6 1€ khong qua loi khi noi rang cong viée hién tai cua xa hoi s€ gap tro ngai khi khong c6 cong nghé thong
tin. Mdc du cong nghé thong tin chic chan 14 quan trong, nhung né ciing dt ra cac van dé vé x4 hoi va dao dirc.
Hau hét cac to churc da tr¢ 1én phu thude vao cong nghé thong tin. Nguoi dung cong nghé thong tin gap nhleu
thach thirc hon vé dao dirc trong thoi dai thong tin. Boi vi, véi may tinh c4 nhan, ngudi ta chi quan tim dén quyen
riéng tu, su chinh xac, so hiru tri tué¢ va quyén truy cap. Khi két ndi Internet, ngudi ding phai tuan thu cac van dé
dao duc nhu: quyen riéng tu, ban quyén, an toan va bao mat dir liéu, tinh toan ven dir liéu, sy trung thyc. . . bé
tuan thi van dé dao dirc, Chinh phu da thiét 1ap 1én cac quy tic phai tudn theo trong cac tuong tic va hanh dong
clia ching ta trén mang c6 thé anh hudng dén ngudi khac. D6 13 Luat an ninh mang [19], Luat an ninh mang ra
doi nham phong ngira, phét hién, ngan chin, xir ly hanh vi xdm pham an ninh mang, bao dam hoat dong trén
khong gian mang, khong gay phuong hai dén an ninh quéc gia, trat tur, an toan xa hoi, quyén va loi ich hop phéap
clia co quan, to chirc va canhan. Ludt chinh thie c6 hiéu lyc tir ngay 01/01/2019. Dé tranh vi pham Luat, ngudi
str dung mang Internet can tranh céc hanh vi sau day:

- Keéu goi, van dong, xui giuc, de doa, 161 keo tu tap dong nguoi gay rdi, chbéng nguoi thi hanh cong
vy, can tro hoat dong ctia co quan, to chirc gy mat 6n dinh vé an ninh, trat ty;

- Xuc pham nghiém trong danh dy, uy tin, nhan pham cia ngudi khac;

- Thong tin bia dat, sai sy that, xdm pham danh dy, uy tin, nhan phém hoac gay thiét hai dén quyén
va loi ich hop phép cta co quan, t6 chire, ca nhan;

- Thong tin bia dat, sai sy that Ve san phém, hang hoa, tién, trai phiéu, tin phiéu, cong trai, séc va
céc loai gidy to c6 gia tri;

- Thong tin bia dat, sai su that trong linh vuc tai chinh, ngan hang, thuong mai dién ti, thanh toan
dién tir, kinh doanh tién té, huy dong vbn, kinh doanh da cr?ip, ching khoan;

- Thong tin trén khong gian mang c6 ndi dung bia dat, sai su that gy hoang mang trong nhén dan,
gdy thiét hai cho hoat dong kinh té - xa hoi, , gdy kho khan cho hoat dong cua co quan nha nudc
hodc nguoi thi hanh cong vy, xam pham quyén va loi ich hop phap ciia co quan, t6 chirc, ca nhan;

- Chiém doat, mua béan, thu giit, ¢6 y 1am 16 thong tin thudc bi mat nha nude, bi mat cong tac, bi
mat kinh doanh, bi mat ca nhén, bi mat gia dinh va doi song riéng tu gdy anh huéng dén danh du,
uy tin, nhan pham, quyén va loi ich hop phap cua co quan, to chirc, c4 nhan;

- Dua 1én khong gian mang nhiing thong tin thudc bi mat nha nude, bi mat cong tac, bi mat kinh
doanh, bi mat ca nhan, bi mat gia dinh va doi song riéng tu trai quy dinh cta phap luat;

- Cb ¥ nghe, ghi 4m, ghi hinh trai phép cac cudc dam thoai;
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- Dang tai, phat tan thong tin trén khong gian mang c6 ndi dung quy dinh tai cac khoan 1, 2, 3,4 va
5Diéu 16 va hanh vi quy dinh tai khoan 1 Diéu 17 cua Luat an ninh mang;

- Chiém doat tai san; td chic danh bac, danh bac qua mang Internet; trdm cép cude vién thong
qudc té trén nén Internet; vi pham ban quyén va s hiru tri tué trén khong gian mang;

- Tuyén truyén, quang cao, mua ban hang hoda, dich vu thudc danh muc cAm theo quy dinh ctua
phép luat;

- Hudng dan nguoi khac thuc hién hanh vi vi pham phép luat;

- Phat tan chuong trinh tin hoc giy hai cho mang vién thong, mang Internet, mang mdy tinh, hé
thong thong tin, hé thong xir 1y va diéu khién thong tin, co s dir lidu, phuong tién dién tir.

Muoi bbn ndi dung néu trén, ngudi tham gia khéng gian mang khong thé khong biét.

5. KET LUAN

Nhu Jingxia [21] dd phat biéu: “Néu ching ta chap nhan cac k¥ ning hiéu biét thong tin khong chi 1a cac
k¥ nang va k¥ thuat thong tin, ma con la dao duc trong viéc su dung thong tin hop ly va chinh xac...” thi
chung ta phai hoc khong ngung. Gido duc giiip moi nguoi dung nhén ra tam quan trong ctia th6ng tin va
cong ngh¢ thong tin trong doi song xa hoi va cling giup nang cao y thire trach nhi¢m cua ho dbi v6i thong
tin, chong lai 6 nhlem thong tin va chuan hoa hanh vi thong tin cua chinh ho, gitip ho tuan thi cic nguyén
tac nhat dinh vé dao duc thong tin. Cac trudng hoc nén xem xét dua moén “Pao duc trong ky nguyén
thong tin” thanh mén hoc tw chon cho sinh vién khong chuyén va 1a mén hoc bat bude ddi véi sinh vién
chuyén nganh Cong nghé thong tin, nham gitp sinh vién hoi nhap véi cac nude phat trién.

Tom lai, nguoi dung céng ngh¢ thong tin va tham gia mang xa hoi can tuan thi Luét an ninh mang,
biét duoc ich loi cing nhu nhiing bat loi cia mang xa hoi, vin nan tin ttc gia va cach nhéan biét nd. Tén
trong cic van dé vé ban than bao gdm cac hoat dong khong lam anh hudng dén nguoi khac va cac hanh
dong c6 thé gay ton hai cho ban than, chang han nhu nghién mang xa hoi hodc Internet, Jam mat an toan
ca nhén, hoat dong tao "rac" trén mang, cling nhu cac hanh vi phi dao dirc khac. Ton trong nguoi khac khi
giao tiép trén mang, tranh nhimg 15i ndi hoic thong tin vo trach nhiém nhu: phi bang, quay r61, ngén ngir
dung tuc, lam dung, sir dung email gia mao dé nguy trang ngudn gbc ctia bai phat biéu vo trach nhiém.
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