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Tom tat: Bai bao dé xuat thiét ké hé théng thong minh nham sé hda viéc giam sét va quan Iy cac hoat dong
day-hoc tai cac phong thi nghi¢ém (LAB). Cac chue nang cua hé théng bao gém quan ly gio dong/mor dién
cua phong LAB theo ding lich day tur phan mém, chim giang giang vién, diém danh sinh vién, giam sat
chat lwong day-hoc. Bac biét, hé théng phal ¢6 kha nang quan ly s6 lugng Ion cac phong thi nghiém nhung
van dam bao tinh nang thoi gian thuc. Y tuong thiét ké hé théng dua trén nén tang loT (Internet of Things)
bao gom thiét ké thiét bi dau cudi loT (IoT-End-Device) tich hop nhan dang RFID (Radio Frequency
Identification) dé nhan dién ngudi ra/vao phong LAB, giam sat dong-mé dién phong LAB ding cong tic
to va cam bién dong, tich hop mang Zigbee dé két néi véi cac thiét bi dau cudi 10T khéc. Phan cing loT-
Cordinator s& dinh tuyén, trao di dit liéu tir cac thiét bi dau cudi 10T va truyén/nhan véi trung tam dix liéu.
Tai trung tdm dit liéu, mot phan mém tng dung duoc thiét ké dé giam sat va quan Iy toan bo cac hoat dong
cuia hé thdng. Trung tam dit liéu nay ciing tich hop mang internet dé c6 thé két ndi, trao di dir liéu véi dam
may dién tir gilip gidam st tir xa. Hé thong da dugc kiém ching thuc nghiém vé chirc nang, kha nang truyén
nhan dir liéu va &p dung thir nghiém dé quan 1y giam sat déng thoi 10 phong LAB cua Khoa cdng nghé dién
ta. Két qua thir nghiém cho thiy hé thong hoat dong 6n dinh, bén viing, dam bao kha ning thoi gian thuc
va d& dang tly bién khi thém hozc bst quan Iy mot phong LAB.

Tir khoa: Thiét bi dau cudi 1oT; Mang Zigbee; Nhan dang RFID; Giam sét tir xa qua mang.

1. GIOI THIEU:

Cudc cach mang cong nghiép 4.0 dang dién ra & moi khia canh caa doi song véi nhitng dot pha cong nghé
trong nhiéu linh vuc véi tée do rat nhanh. Vai sy phéat trién nhanh chéng cua cong nghé, cac hoat dong
quan ly-giam sat co tac dong truc tiép boi con ngudi ngay cang dugc thay thé bai cac hé théng thong minh
hay cac phan mém tu dong. Noi bat 1én d6 1a viéc tng dung nén tang loT (Internet of Things) va Al
(Artificial intelligence) vao giai quyét cac bai toan thuc tién dé lam ting tinh thong minh ctia hé thng dang
1a xu huéng c6ng nghé va phat trién vuot bac. Céc tir khoa nhu nha thong minh, thanh phé théng minh,
ndng nghiép théng minh, giao thong théng minh, truong hoc théng minh, nha may san xuat théng minh,
quan ly dién nang théng minh . . gan nhu xuét hién xung quanh chung ta, da dan tro nén quen thugc, va
con ngudi NGy cang mudn duoc trai nghiém, st dung dé tang tinh tién loi, giam chi phi ... cho ho. Dic
biét, viéc tich hop cong nghé vao linh vuc quan Iy, sé hoa hoat dong day-hoc trong diéu kién hlén nay dang
dugc quan tam rét 16n, nhiéu tap chi chuyén nganh da mé céc sb dac biét danh riéng cho cha dé nay dé cac
nha Khoa hoc ban luan [1-2].

Viéc xay dung ciu trc mo hinh cé tng dung loT 12 tly vao quy mo cua bai toan thyc tién, tiy thudc
ng dung. Chang han nhu, bai bao [3] da phan tich c4c giai phap IoT duoc thiét ké dic biét cho trudng hoc
dé cung cap cac hé thong thong minh va an toan cho cdc moi truong giao duc (Internet of School Things
(S-10ST)) dya trén hé thong mang 5-G, cdng nghé cam bién, h¢ théng giao thong thdng minh va mang 1oT.
Hé thdng duoc dé xuit di cung cip mot co ché canh béo an toan hon va tao diéu kién thuan loi cho ngudi
ding & truong va trong qua trinh di chuyén dén truong hoac nha. Bai bao [4-5] da phan tich viéc ap dung
IoT dé xay dung hé thong quan ly gio duc va cac thach thirc gap phai. Cac bai bao [6-8] da &p dung loT
va RFID trong viéc thiét ké hé théng diém danh sinh vién. V&i huéng tiép can nay thi néu sinh vién bo quén
thé, hay sinh vién déi thé cia nhau thi hé théng vin diém danh. Nhung wu diém 12 c6 thé diém danh dugc
s6 lugng 16n sinh vién. Bai béo [9-10] da ap dung nhan dang khudn mat dé giam sat, diém danh. Céch tiép
can nay giai quyét duoc nhuoc diém cua bai bao [6-8] nhung khi sb lwong sinh vién qua déng, camera bj
che khuét, sinh vién mang mii/nén ... thi hé thong kho kha thi & diém nhan dang khudn mat. Bai béo [11-
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13] da gidi thiéu viéc &p dung 10T vao thiét ké cac hé thdng quan 1y nang luong cho céc toa nha, cac van
phong. Ngoai ra tng dung IoT va Al con duoc &p dung vao trudng hoc dé giai quyét cac bai toan thyc tién
khac nhau khac nhu hé thdng gidam sat xe bus truong hoc thdng minh [14], thu vién thong minh [15], bai
giir xe thdng minh [16] va nhiéu tng dung khac. Céc tac gia trong cac nghién ciiu trén da dua ra nhiing giai
thuat, giai phap tng dung cac cong nghé nhan dién nhu RFID, nhan dién khudn mat két hop 10T dé nhan
dién, giam sat va quan Iy nguoi ding. Tuy nhién viéc thiét ké thiét bi phan cang va phan mém quan Iy trong
mot méi truong thuc té van con dugc quan tdm nhiéu.

Bai bao dé xuat thiét ké “Hé thdng théng minh giam sat va quan |y hoat dong day-hoc va &p dung cac 16p
day-hoc thi nghiém caa Khoa cong nghé dién ta”. Y tuong thiét ké Ia sir dung tai nguyén cé san la the RFID
cua giang vién va sinh vién di duoc nha truong cap dé xay dung mot hé théng tu dong cham giang cho
giang vién va diém danh sinh vién. Co s¢ xay dung hé thong dua trén nén tang loT, két hop phan mém,
phan cimg dé thu thap va xu ly dit liéu. Hé thdng: Phan cting gom Cordinator va End-Device sir dung cong
nghé nhan dang RFID, cong tic to va cong nghé mang khong day Zigbee lam nén tang dé thu thap va trao
doi dir lieu trén toan hé thong; Phan mém dung dé quan ly lich giang day cua giang vién, danh sach sinh
vién, diém danh cho giang vién va sinh vién, trich xuat b4o c4o; Nhan dién ngudi dung bing thé RFID cua
giang vién va sinh vién. Cac chue nang thong minh cua hé théng nay bao gom quan ly gio dong/m¢ dign
ctia phong LAB theo dung lich day tir phan mém, cham giang giang vién va diém danh sinh vién qua ma
RFID, giam sat chét lugng giang day giang vién. H¢ thdng nay gidp s6 hda cong viéc quan ly day va hoc,
g6p phan nang cao chat lugng giang day, gitp tang cuong nang lyc giam sat cua bo phan quan 1y gom
Phong Cong tac HSSV, Khoa, Bo mn, thay thé cho céach quan ly, giam sat thu cong hién nay, déng thoi
t6i wu hoa chi phi nhan sy va su tiéu thu ning luong.

Phan con lai cua bai bao bao gom cac phan nhw sau: Phan 2: Phan tich yéu cau, thiét ké; Phan 3: Thyc
nghiém kiém chirng va ban luan ket qua; va phan cuoi cung trinh bay cac két luan va kién nghi phat trién
trong tuong lai.

2. PHAN TICH VA THIET KE HE THONG
2.1. Khao sat va phan tich yéu ciu thiét ké

Tai cudc hop véi 1anh dao Khoa Céng nghé Dién tir — don vi thu hudng dé tai cac yéu cau vé “Hé thng
théng minh giam séat va quan ly hoat dong day-hoc” duoc thong nhit cu thé nhu sau:
- Chtic ning giam sat hoat dong phong hoc theo thoi gian thuc, ngudi quan Iy c6 thé kiém tra, giam
sat duoc thdng tin giang day tai PTN (Phong thi nghiém) theo TKB (Thai khéa biéu).
- Toan bo hé théng phai duoc két ndi bang cong nghé mang khong day
- Sir dung tai nguy@n c6 sin la thé RFID cua giang vién va sinh vién da duoc nha truedng cung cap
dé cham cdng giang vién ty dong bang quy trinh; Thé RFID giang vién c6 chirc nang diéu khién
dong/ngit hé thong dién PTN, hé thong luu lai va truyén thdng tin vé may chi ghi nhan gio giang
ctia giang vién; Sau khi giang vién vao 16p sinh vién diém danh bang thé RFID sinh vién.
- B0 phan cang quan Iy PTN ¢6 co ciu chap hanh diéu khién dong ngat hé thong dién véi dong dién
t6i da 20A.
- Céc chiic ning bao céo phai dugc tich hop vao phan mém

2.2. P& xuat kién truc hé thong
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SERVER

= Bi) DIEU KHIgN
TRUNG TAM

Codinator

BO QL PHONG HQC
End-Device
(PHONG 1)

BO QL PHONG HOC
End-Device
(PHONG 2)

BO QL PHONG HOC
End-Device
(PHONG n)

Hinh 1: Cau tric hé théng quan Iy phong hoc théng minh

Sau khi tién hanh phan tich cac yéu cau thiét ké, cau tric cua hé thong duoc xay dung nhu hinh 1 bao gom
4 thanh phan chinh nhu sau: “B6 diéu khién trung tam (IoT-Codinator)”, “Bo quan ly phong hoc (IoT-End-
Device)”, “Phan mém quan 1y” va “Trung tdm di liéu (Server)”,” Thé nhan dang RFID”.

- B diéu khién trung tam (loT-Codinator): Bo diéu khién chinh cho toan bo hé thong giao tiép
v6i may chu (Server) va két ndi véi cac b quan ly phong hoc (IoT-End-Device) thdng qua hé
théng mang khong day, diéu khién va thu thap dit liéu nguoi dung.

- B quén Iy phong hec (loT-End-Device): Can cu dit liéu tu bo nhan dang the RFID diéu khién
co cau chip hanh dong/ngat hé thong dién, ddng thoi thu thap céc thong tin st dung PTN truyén
vé Server thdng qua hé théng mang khong day.

- Trung tam dir liéu va phan mém quan ly (Server): Quan Iy co s& dit liéu va phan mém vai chiic
nang giam sat hoat dong phong hoc theo thoi gian thuc, so sanh, ddi chiéu, xt 1y, luu trit va trich
Xuét bao cao

- Thé nhan dang RFID: nhan dang nguoi dung

2.3.  Thiét ké chi tiét cac thanh phan h¢ théng
2.3.1. Chon lya mang loT

Viéc lya chon mang khong day nang luong thip dé [ )
két néi hé thdng dong vai tro rat quan trong trong Zigbee Mesh Topology

thiét ké. Dua vao dic tinh ky thuat dugc mé ta trong
Bang 1, mang khong day Zigbee Mesh Network ,
(2.4gGHz) du%c sur c?ungyduaq[rén nhitng wu diém . Coordinator
sau: tan s6 sir dung cao (2.4 GHz) nén kha ning bi
nhiu tham nhap 1a rat thip; nang lugng tiéu thy . Couter
thap gilp toi vu chi phi van hanh; vu diém dac biét

cua mang Zigbee Mesh Network la kha nang md
rong hé théng mang 1én dén 65.000 node véi cau @ End Device
trdc topo mang nhu Hinh 2.

Hinh 2: Céu tric mang Zigbee Mesh
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Bang 1. PBac tinh k¥ thuat mot sé mang khong day

Thong s6 Zighee-Mesh Z-Ware Lora-Wan
Béng tan 2.4GHz 868.42 MHz EU 867 to 869 MHz EU
868MHz 908.42 MHz USA 902.3t0 914.9 MHz USA
915MHz
Toc do truyén 20-250Kbps Lén dén 100kbit/s 21.9 kbps
Khoang cach 10 - 100 m 30m 15— 20 km
Nang luong tiéu thy Rat thap Thap Rat thap

Cau tric mang

Mesh gom Cordinator,

Mesh gom Cordinator, Gateway, End Device

Router, End Device Router, End Device

Rat tot
(65.000 node)

Thap
(232 node)

S0 lugng node két noi
hé thong mang

Trung binh (phu thudc thoi
gian guri packet)

su dung trong c&c du &n
nha thdng minh, hay trong

Maéi trudong tng dung

str dung trong céc du &n
nha théng minh, hay trong

str dung & moi truong
ngoai troi nhu cac nong

cac nha may cac nha may truong, trang trai
2.3.2. Dinh dang Frame truyén
Hé thong duogc thiét ké chay trén nén tang cia : s R— — -
mang Zigbee Mesh, viéc thiét 1ap frame truyén cho Huong truyén | D¢ dai dir liéu | Thoi gian truyen
hé théng dong vai tro hét sirc quan trong trong viec | outer - Cordinator ;g gytes ig 15
diéu khién va trao ddi di ligu vi no lién quan dén S4Bt | 500
dit liéu va toc do truyen. Thgo tiéu chuan vé do d?i 128 Bytes 200 15
dir liu va thoi gian truyen dir liéu cua chuan 256 Bytes Khong the truyn

Zigbee trong Bang 2, muyc tiéu trao doi dit ligu
nhanh gitra cac thiet bi trong hé thong, dong thoi
diéu khién va giam séat theo thoi gian thuc. Frame

Bang 2: thong s truyén Zigbee

truyén trao ddi dir liéu gitra céc thiét bi va Frame truyén diéu khién thiét bi dwoc dé xuit nhu Hinh 3 va

Hinh 4.
1 byte 1 byte
ié 5 dai Mi Dia chi ¢ Trang thai Kiém
m 2}0{: éch thiét bi M thé RFID r;?gm; i@
Hinh 3: Frame truyén trao doi dir liéu
ECTEBCTES U ABCTESUTS
Kiéu D6 dii Mz Dia chi Tin hién Kiém
di¥ fiéu dit liéu lénh thiét bi diéu khién tra
Hinh 4: Frame truyén diéu khién thiét bi
Trong do,

- Dia chi thiét bi: thé hién bang s6 thap phan tir 1 dén 254 twong dwong tdi da |2 254 thiét bi.
- Ma thé RFID: thé hién bang s6 Hex, gom 4-byte mé thé RFID va 1-byte CRC (Cyclic

Redundancy Check).

- Trang théi thiét bi: thé hién bang sé thap phan, 00 thiét bi tit, 01 thiét bi mé.

2.3.3.

Tin hiéu diéu khién: thé hién bang sb thap phan, 00 tat dién thiét bi, 01 ma dién thiét bi.
B quan ly phong hoc (loT-End-Device)

Thiét bj dau cudi loT-End-Device duoc thiét ké dé quan Iy timg phong hoc (phong LAB) dugc dé xuét nhw
Hinh 5. Chue nang cua b loT-End-Device gom thu thap thong tin s dung phong LAB cua giang vién va
diém danh sinh vién bang ma thé¢ RFID thong qua module nhan dang thé RFID MFRC522 (RC522), cac
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thdng tin s& dugc kiém chiing véi théng tin trong bo nhé dé kiém tra tinh hop 1¢ cia cac thé RFID duoc sir
dung, sau d6 két qua s& truyén vé may chu thong qua hé théng mang Zigbee Mesh. Céc thdng tin hop 1¢
thu thap duoc s& duoc luu trit truc tiép tai bo nhd cua thiét bi dé tranh bi mat dix liéu khi hé thng truyén
dan gap van dé, adng thoi truyén vé may chi dé thyc hién giam sat theo thoi gian thuec.

Zigbee Mesh
Network
CC2530 + FLX2401

RFID Identification
RC522 - 13.56 MHz

Miro Controller
PIC 16F1947

Keyboard

4X4 Contactor Control

Contactor 220v 20A
Buzzer

Hinh 5: C4u trac khdi bo IoT-End-Device

Trong do,

- Micro Controller: Bo diéu khién trung tdm sir dung PIC 16F1947 cua hang Microchip. Ho vi
diéu khién PIC16F tich hop 28KB Flash va 256 bytes EEPROM, 54 Input/Output, bo chuyén doi
A/D véi @6 phan giai 10-bit va 17 kénh, tich hop cac chuan giao tiép SPI, 12C, UART.

- RFID Identification: str dung IC chuyén dung MFRC522 caa NXP dé giao tiép khong tiép xtc &
tan s6 13.56 MHz. MFRC522 h tro chuan giao tiép 1ISO/IEC 14443A/MIFARE n6 cung cap ky
thuat giai diéu ché va giai ma tin hiéu tir cac thé RFID twong thich chuan 1ISO/IEC 14443A.

- Zigbee Mesh Network: su dung chip CC2530 cta hang TI. Pay 1a chip SoC (system on chip) c6
tich hop b truyén nhan khong day hoat dong tan sé 2.4 Ghz ng dung cho cac giai phéap mang
IEEE 802.15.4, Zigbee va RF4CE (Radio Frequency for Consumer Electronics), né ¢6 tinh nang
tiéu thu nang luong thap, do tré thap, kha nang chdng nhiéu tot, pham vi truyen xa va chi phi
thap.

- Memory: sir dung EEPROM 64KB, kha ning mé rong 512KB luu trit dir liéu chim cong tam
thoi tai I0T-End-Device trong truong hop mang zigbee mesh gap su ¢6, dit liéu nay sé& tu dong
ddng bo khi hé thdng mang hoat dong lai.

- Contactor Control: st dung Solid State Relay (SSR) dé diéu khién Contactor dong ngit dién
cho phong LAB. Uu diém cua SSR 1a hoat dong ém ai va do bén cao.

- Contactor: Str dung contactor 220V-20A cua hdang CHNT

- Keyboard 3x4: Ban phim cam tmg dé nhap ma nhan dang RFID va ma diéu khién

- Real-Time Clock: giit thoi gian chinh xé4c cho thiét bi

- Buzzer: Phét tiéng thdng bao xac nhan thé RFID hop Ié va céac thong béo khéac

- Power Supply: st dung IC 6n 4p LM2596S véi pham vi dién 4p ngd vao tir 3v dén 22v va dién
&p ngd ra 3V3 va 5V. Cung cip ngudn 6n dinh cho toan bo board mach.

Két qua san pham thiét bi dau cudi loT-End-Device sau thiét ké xem Hinh 6 — chi tiét mach dién tir cua
thiét bi, va Hinh 7 — v¢ thiét bi va so do dau day, cac thong so ky thuat cta san pham nhu mo ta & Bang 3.
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Bang 3: Thong s ky thuat IoT-End-Device

STT Tén module Cong dung Thong sb ky thuat
1 AC-Switch Cong tic nguon AC <2A, 75-264VAC
2 RFID Nhan dién thé RFID Tan sb 13.56 MHz, ISO/IEC 14443A
3 | Zigbee Truyén dir liéu khong day Tan s6 2.4 GHz, Zigbee Mesh
4 | EEPROM Luu trit thong tin 64KB, kha ning mo rong 512KB
5 | Power Supply Ngudn cung cip Input 3 - 25V/1A, Output 3.3V/5V
6 Touch Keypad Ban phim cam tng 5V, <10mA, 12 phim cam tng dién dung
7 Alarm Buzzer Bao hiéu 3.5V -5.5V, <25mA, 2300Hz, >80dB
8 | RTC Dang hod thoi gian thuc Pin Lithium 3V/5.5mAh, backup 5 nim
9 | LED Hién thi trang thai thiét bi
Antenna
LED13.56sN;'z(e-tRFID PICIor1047 Buzzer g‘?:::'

Memory
Clock

13.56MHz - RFID
Antenna

RFID

13.56MHz - RFID Chipset

Socket

Real Time Touch Keypad

Touch Keypad

Power Regulator
Socket

Touch Keypad

Touch Keypad

Power Supply

EEPROM
Module

Zigbee
Protocol

RTC
Module

Power Control
Module

Alarm Buzzer
Module

‘>

Microcontroller
PIC16F1947

— LED Module

Touch Keypad
“7 Module

| 13.56MHz RFID
Module

Power Supply
9/5VDC

-

EE—

Hinh 6: Mach dién tir cua thiét bi IoT-End-Device
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\. T N T L 220V ~ 50Hz

L4

Thiét bi _
dieu khien

Hinh 7: V& hop thiét bi I0T-End-Device va hudng dan dau dién

2.3.4. B diéu khién trung tam (loT-Codinator):

Chtre nang chinh ctia bo diéu khién trung tam loT-Cordinator: thiét 1ap h¢ thong mang Zigbee, cap phat va
quan 1y dia chi mang, luu trix cau tric mang, truyeén/nhan thong tin véi cac 1oT-End-Device, chuyén doi tir
tin hi¢u khong day Zigbee sang Ethernet dé giao tiép vai may tinh. So do khoi thiét bi dugc mo ta ¢ Hinh
8.

Zigbee Mesh

LAN Module . Network

CC2530 + FLX2401

o /

((((I))))

i K-  Power Supply (Z)
Ky / 5VDC \

= ) zigbee
LAN UART - LAN Zigbee L, Zigbee
Protocol Module Module Protocol

Hinh 8: B diéu khién trung tim loT-Codinator

Trong do,

- LAN module: Str dung module USR-TCP232-T2 dung chuyén ddi tir RS232 sang Ethernet diing
giao thirc TCP hoic cac goi tin UDP, module kich thudc nho, tiéu thu dién ning thap, hd trg xu ly
tbc do cao, chinh xac va do 6n dinh tét. Viéc st dung két néi véi may chu thong qua Ethernet s&
1am cho hé théng c6 tinh co dong cao hon, dé dang lap dat hon.

- Zigbee Mesh Network: sir dung chip CC2530 cuia hing TI c6 thiét ké thém Chip khuéch dai
cong suat PLX2401 dé tang khoang cach truyén nhan tin hiéu.

- Power Supply: Sir dung Adapter 12V 2A dugc 6n &p cung cap nguon 3v3 va 5V 6n dinh cho
toan bd board mach

2.3.5. Thiét ké phan mém quan ly

Phan mém quan ly dugc xay dung trén nén tang CSDL st dung SQL Server va ngon ngir 1ap tr|nh C#. Thuc
hién céc chirc ning thu thap dit liéu tir bo diéu khién trung tam loT-Codinator, ddng thoi cung cap giao dién
giam sat theo thoi gian thuc tinh trang sir dung phong LAB bao gom: giang vién giang day, sinh vién tham
gia hoc tap, thoi gian bat dau, thoi gian két thic budi hoc. Hinh anh minh hoa giao dién phan mém xem &
Hinh 9.
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© @

ThémMéi S ddi Loai B Cép Méi

Giao dién thiét lap thong tin

b Tra o
Ma Lop Hoc Phan : [oxowse0r | [ ]
Ngay: [mzwz_ 7] H @
Tiét: Tacn || e
Giao dién tra ctru thong tin
X
/Y Phong: : M L6p Hoc Phan :
| E B ‘
XemDirLigu  Xuit Fie & xenduLi

Giao dién xem bao cao

Hinh 9: Giao dién phan mém cua hé théng

3. THU'C NGHIEM KIEM CHUNG VA BAN LUAN

3.1. Lip réap, kiém tra phan cieng va firmware

Viéc lap rap va can chinh phan ciing 6 thé thyc hién thu cong hay tw dong no tly thuc vao tinh chét cong
viéc va so lugng san pham can lap rap. Hinh 10 trinh bay qui trinh lap rap va can chinh phan cing cho cac
b6 loT-Cordinator, 10T-End-Device. Viéc thyc hién phai tuan tha qui trinh dé dam bao tinh chinh x&c, an

toan va hiéu qua cao.
B3t diu )

S aw

Batdau

<
-

—
-
s ¥ % = .\.o .
Kiém tra loi Loi iém tra diéu khién Loi Xt i
dién phéng? Lo B

Xirly 15i PCB
PCB? i

\ﬁK

Sprap
khGi cung c3p ngudn

v
—

L3p r3p
MCU va cac ngoai vi

X1y 16

i&m tra nhan dang
thé giang vién?

“Kiém tra nhan dang
thé sinh vién?

=

X1y 16i

Hinh 10: Qui trinh lap rap va kiém tra phan cing va firmware
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Str dung phan mém Serial Port Terminal dé kiém tra hoat dong cua frimware, thyc hién viéc truyén/nhan
dit liéu va tin hiéu diéu khién gitta loT-Cordinator va loT-End-Device nhur Hinh 11.

Room Card Room  Teacher Room Card Room  Teacher
Power f 1] ) Power D
) SecialPort Thminal / = O X W serialPort Thminal - o X% W SeralPort Terminal - o x
_a Power ON by
[F4 0A 010163 38 5C F6 F2 01 02 1B 4~ Teacher D [F4 0A 01 01 63 3B 5C F6 F2 01 02 1B, Student F104030100AA o COl, "
F4 09 06 01 63 3B 5C F6 F2 00 1A Gy F4 0A 0101 34 17 8D 29 87 01 03 L F2 04 03 01 00 06
F4 04010134 178D 2987010275 POwerOfF by F4 0A 0101 24 1E 65 29 76 01 03 B6
F4 09 06 01 34 17 8D 29 87 00 74 £acser: F4 OA 01 01 92 98 BA 32 82 01 03 64 F104030101AA
F4 0A 01 01 24 85 2A 29 A2 01 02 5F F4 0A 01 01 44 D9 EE 29 5A 01 03 6E. 20403010006 Power OF F by
F4 09 06 01 24 85 2A 29 A2 00 5E F4 OA 01 01 24 85 2A 29 A2 01 03 5E Eommmns
F4 OA 01 01 24 OF CF 29 CD 01 02 05 F4 0A 01 01 24 FC A7 29 56 01 03 B6 104 030100 AA
F4 09 06 01 24 OF CF 29 CD 00 04 F4 0A 01 01 24 OF CF 29 CD 01 03 04 20403010008
F4 OA 01 01 44 D9 EE 29 5A 01 02 6F F40A0101 5028602730103 0A | 104030101 AA|
F4 09 06 01 44 D9 EE 29 5A 00 6E | F4 0A 01 019D 72 B9 2D 7B 01 03 8C/| F2 04 03 0100 06 o
— ————— e e
Senc] s S Sacid Oute: | ] = Clet Send Data (710403010144 ][Csed Clest
COM Port: Baud Rate: Parity: Data Bits:  Stop Bits O Text COM Port: Baud Rate: Parity Data Bits:  Stop Bits O Text COM Port. Baud Rate Parity. Data Bits  Stop Bits. O Text
COM6 ~ 38400 None 8 One v @ Hex COMé 38400 None 8 One v @ Hex Comé 38400 None 8 One @ Hex
Line Signais Line Signals Lne Sonals
Cle O

OJO0TR [JRTS CClearonOpen " gioue Por CJOTR [JRTS [ Clearen Open " cjoge Port [JoTR [JRTS ) ClearanOpen [ Cioge Port

[] Clear with DTR fbout [] Clear with DTR Sout [ Clear with DTR hos

Hinh 11: Két qua kiém tra firmware

£ Zighee Sensor Monitor (1.2.0)

Phan mém Z-Stack Sensor Monitor caa hdng T1 cung cap
trong goi hd trg phét trién Zigbee duogc sir dung dé kiém
tra cau trdc mang khéng day Zigbee Mesh va hoat dong
ciia module Zigbee. Nhu trong Hinh 12 13 so do lién két
mang khdng day Zigbee diéu ma ching ta khdng thé nhin
thay bang mat thuong da duoc thé hién bang so do lién két
trén phan mém. S& c¢6 mot loT-Codinator (mau do) lam
trung tam diéu phdi, khi c6 mot thiét bi Zigbee mai vao hé
théng mang thi s& 12 mot loT-Router (mau xanh) hoic mot
loT-End-Device (mau vang).

Qua trinh kiém tra hardware va firmware xuat hién mot sé |-~ s ——"
16i nhu khéng c6 ngudn cung cap, khéng truyén dugc tin . ' '

hiéu, ban phim qué nhay. Nguyén nhan cha yéu xuat hién
cac 16i trén la do qua trinh han linh kién dan (SMD) 1én mach in dugc thyc hién thi cong. Viéc nay sé duoc
khic phuc hoan toan néu sir dung hé théng may Iip rap va han linh kién tu dong.

Hinh 12: Kiém tra Topo mang Zigbee

3.2. Thuc nghiém kiém thir tai Khoa cong ngh¢ dién tir

Trong phan nay, céc hé théng sau thiét ké s& dugc kiém thir thuc té cac tinh niang nhu khoang cach truyén,
kha nang truyén-nhan dit liéu va diéu khién co cdu chap hanh tir xa théng qua mang Zigbee Mesh dé danh
gi4 do chinh xéc, d6 6n dinh, kha niang chiu tai cua thiét bi phan cing da thiét ké. Viéc thiét 1ap thi nghiém
kiém thir dwoc thuc hién tai mdi trueong thuc té 13 Khoa Cong nghé Bién tir ting 7 toa nha X xem chi tiét
thiét 1ap cac node phan cing ¢ Hinh 13 - 14.
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BO!mon Ty Pong

B& mon May Tinh

Phong gido vu

Hinh 13: So d6 kiém thu thuc té

Truéc tién, thuc nghiém kiém thir khoang cach truyén — nhan dit liéu qua mang Zigbee. Thuc nghiém nay
dugc thuc hién tai méi truong thuc té 1a Khoa Cong nghé Dién tir tang 7 toa nha X noi sé& trién khai hé
thdng khi hoan thién. Bo diéu khién trung tam loT-Codinator sé dugc dt tai phong Server (vi tri 1), cac bo
quan ly phong hoc l0T-End-Device s& duoc dit tai cac phong LAB (vi tri 2, 3, 4) véi khoang céch lan luot
1a 55m, 40m, 30m. Phuong an kiém thir thyc hién nhu sau: Phan mém quan ly tai Server va bo loT-
Codinator hoat dong lién tuc 24/7, bo loT-End-Device tai cac phong LAB sé& truyén-nhan dix liéu 1a ma the
RFID lién tuc véi Server, dung phan mém diéu khién ma/tit dién cho phong LAB. Chi tiét két qua kiém tra
qua trinh truyén nhan dit liéu duoc trinh bay & Bang 5. Dya vao Bang 5 ta thdy hiéu suét truyén nhan chinh
xac 1én dén 99%. Tuy nhién, dé dam bao d tin cay ching tdi sé tiép tuc thir nghiém nay trong mot hoc ky
dé co duoc két qua dang tin cdy hon.

Hinh 14: Thanh vién dé tai dang thiét lap hé thong
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Bang 5: Chi tiét kiém thir truyén nhan dir liéu va két qua

Dung thé RFID admin Dung thé RFID giang vién Dung thé RFID sinh vién
Noi dung dong tat dién va truyén két | dong tat dién va truyén két qua | diém danh va truyén két qua
qua v& Server vé Server vé Server

X7.5 1 lan Tot 1 lan Tot 1 lan Tot
(khoang cach 55 | 10 Ian Tot 10 lan Tot 10 lan Tot
m) 100 lan Tét 100 lan 2 16i 100 lan 2 15i

X7.3 1 lan Tot 1 lan Tot 1 lan Tot
(khoang cach 40 | 10 Ian Tot 10 lan Tot 10 lan Tot
m) 100 lan 2 16i 100 lan 1 16i 100 lan 1 15i
X7.12 1 lan Tot 1 lan Tot 1 lan Tot
(khoang cach 30 | 10 Ian Tot 10 lan Tot 10 lan Tot
m) 100 lan 1 15i 100 lan 1 16i 100 lan 1 15i

Vé kiém thir chire ning hé thong bao gom kiém thir diéu khién tir xa tat/mé dién tai phong LAB, kiém thir
kha ning dong bo dir liéu tir phong LAB vé Server, kiém thir kha nang chiu tai cua thiét bi. (Mo dién toan
bo thiét bi phong LAB). Trong phuong an kiém thir nhom téc gia tién hanh thir nghiém nhiéu trudng hop
khéc nhau, mdi truong hop 12 100 lan dé danh gia d6 6n dinh cua thiét bi. Phuong an kiém thi thuc hién
nhu sau: Phan mém quan ly tai Server va bo loT-Codinator hoat dong lién tuc 24/7, diéu khién tir xa tat/mo
dién tai phong LAB, ddng bo dit liéu luu trit off-line tai I0T-End-Device vé Server trong truong hop mang
Zigbee bj 15i va kiém thir kha ning chiu tai cua thiét bi. Két qua théng ké cho thay hé théng hoat dong tdt,
két ndi khong day tuong ddi 6n dinh, diéu khién tir xa hiéu qua, truyén dir liéu kha tét, co cau chap hanh va
kha ning chiu tai cua thiét bi hoat dong tot.

Tuy nhién trong qua trinh kiém thir van xuét hién mot sb 18i lién quan van dé nhan thé RFID, nguyén nhan
chinh 1 do téc d6 quét thé quéa nhanh va do thiét ké hop bao vé dung 16p pha kim loai nén 1am suy giam
s6ng RF phét ra din dén viéc nhan ma thé RFID bj suy giam. L&i lién quan dén dong bo dir liéu va diéu
khién tir xa xut phét tir viéc méi trueong thuc té nhidu vat can bang kim loai. L3i nay s& duoc khic phuc
khi hé théng mang Zigbee Mesh ¢ nhiéu nit mang hon, hoic thém loT-Router lam tram trung gian chuyén
phat tin higu, khi d6 goi tin s& tw dong do tim duong di tot nhét trén mang Zighee-Mesh dé truyen dir ligu
Ve Server.

4. KET LUAN

Trong bai bao nay, ching ti da thiét ké mot “Heé thng thong minh giam sat va quan ly hoat dong day-hoc
va ap dung cac lop day-hoc thi nghiém ctia Khoa cong nghé¢ dién t™”. Cac chirc ndng thong minh cta hé
théng nay bao gom quan 1y gio dong/m¢ dién cua phong LAB theo ding lich day tr phan mém, chim giang
glang vién, diém danh sinh vién qua md RFID, giam sat chét lugng giang day giang vién. H¢ théng nay
gilp s6 hoa cong viéc quan ly day va hoc, g6p phan nang cao chit luong giang day, giup tang cudng nang
lyc giam sat cua bo phan quan ly gom Phong Cong tac HSSV, Khoa, B mon, thay thé cho cach quan ly,
giam sét tha cong hién nay, dong thai tdi wu hoa chi phi nhan sy va su tiéu thu nang luong. Cac két qua cho
thdy Hé théng hoat dong chinh xac, 6n dinh, do tin cay cao. Trong thoi gian sip toi, ching toi s& mé rong
quy mé thi nghiém bao gdm giam sét toan bo cac phong thi nghiém cua Khoa cong ngh¢ dién tu, thiét 1ap
hé thong chay lién tuc 24/7 trong 01 hoc ky dé danh gia hiéu suat cua hé thong xay dung phan mém dé c6
kha nang tiy bién st dung trén may tinh, dién thoai nham t6i wu hoa hiéu suat truy nhap va sir dung cho
ngudi dung.

Loi cam on:

Nghién ctru nay dugc i trg boi truong Dai hoc Cong nghiép Thanh phé H Chi Minh theo hop dong sb
38/HD-DHCN ngay 24 thang 3 nam 2022.
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INTELLIGENT SYSTEM FOR MONITORING AND MANAGING TEACHING-
LEARNING ACTIVITIES: APPLIED IN THE LABORATORIES AT FACULTY OF
ELECTRONIC TECHNOLOGY

TRAN NGOC ANH, NGUYEN NGOC SON, NGUYEN THI HONG HA, PHAM QUANG TRI"
Faculty of Electronics Technology, Industrial University of Ho Chi Minh City
Coressponding Author: *phamquangtri_dt@iuh.edu.vn
Abstract: This paper proposes to design an intelligent system to digitize the monitoring and management
of teaching-learning activities in laboratories (LAB). The functions of the system include managing the
power on/off the LAB according to the teaching schedule from the software, lecturers and student
attendance, and monitoring the quality of teaching and learning. In particular, the system must be able to
manage a large number of LAB while ensuring real-time performance. Ideas for designing systems based
on the loT platform include designing loT terminal devices (loT-End-Device) with integrated RFID
identification to identify people entering/exiting the LAB, monitoring the on/off the electricity of the LAB,
using contactors and current sensors, integrated with Zigbee Mesh network to connect with other 10T-End-
Device. The loT-Cordinator hardware will be routing, data exchange from loT-End-Device, and
transmission/receiving with the data center. This data center also integrated the internet so that it can
connect and exchange data with a cloud server for remote monitoring. The system has experimentally
verified the features, the ability to transmit/receive data, and tested to manage and monitor 10 LAB rooms
of the Faculty of Electronic Technology at the same time. The test results show that the system operates
stably and sustainably, ensuring real-time monitoring and easy customization when adding or removing

LAB rooms.
Keywords: IoT-End_device; Zigbee Network; RFID identification; Real-time Monitoring based loT.
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