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Tém tit. Canh béo vi pham hanh lang an toan thi rat can thiét trong nhiéu linh vyc chang han nhu dién
cao thé, giao théng va an ninh. Mot sb giai phap canh bao vi pham hanh lang an toan di dugc d& xuit va
thir nghiém. Tuy nhién, cac nghién ctru nay gip phai mot s6 han ché chiang han nhu chi phi dau tu cao va
khé trién khai tng dung thuc té trén dién rong. Nghién ctru nay dé& xuit mot thiét ké téi wu cho hé théng
canh bdo vi pham hanh lang an toan thong qua viéc lya chon cam bién, giai phap truyen thong va nang
luong cung cap. HE thong gom c6 mot tram trung tdm két ndi v6i cac tram giam sat bang song LoRa voi
khoéng cach toi da 1én dén 1.5 km. Tai tram giam sat, cam blen laser kiéu phan xa guong dugc sir dung dé
phat hién vi pham trong pham vi 300 m. Tram trung tdm tiép nhan va giri trang thai ciia cac tram giam sat
1én dich vu dam may dé nguoi ding c6 thé truy cap tir xa. Bén canh d6, tram trung tdm con giri email tur
dong dén nguoi ding va luu trir thong tin khi c6 xay ra vi pham. Tram giam sat va tram trung tam duoc cap
dién bang nang luong mit troi nén hé thong dé dang trién khai thyc té, tham chi ¢ noi chua co ludi dién.
Tir khéa. Thiét ké t6i wu, canh bao vi pham hanh lang an toan, truyén thong LoRa, cam bién laser.

1 GIOI THIEU

Hanh lang an toan c6 thé hiéu 1a khoang cach an toan dé bao vé con ngudi, tai san, ha ting khoi cac nguy
hiém c6 thé xay ra. Hanh lang an toan déng vai trd dic biét quan trong trong nhiéu tmg dung ching han
nhu dam bao khoang cach an toan dudi duong day dién cao thé, khoang cach an toan tai noi giao nhau giira
duong sit va dudng bo, glam sat xam nhap trai phep ¢ cac khu vire cam hoac kiém soat ra vao trai phép &
khu vuc bién gidi qudc gia. Mot s6 van ban quy dinh vé hanh lang an toan da dugc Nha nude ban hanh
chang han nhur Nghi dinh s6 14/2014/ND-CP cua Chinh pha quy dinh chi tiét thi hanh Luat dién luc vé an
toan dién, Nghi dinh 56 56/2018/ND-CP ciia Chinh phii quy dinh vé quan 1y, bao vé két cdu ha ting dudng
sat.

Mic dii cac quy dinh vé hanh lang an toan da dugc ban hanh va thuc hién nhung hang nim véan xay ra
nhiéu trudng hop vi pham hanh lang an toan, gy thiét hai I6n vé tai san, co so ha ting va tinh mang con
ngudi. Theo théng ké 6 thang dau nam 2021 cua Tap doan Pién luc Viét Nam, trén dja ban cac tinh mién
Trung — Tay Nguyén da xdy ra 9 vy tai nan dién xudt phat tir nguyén nhan vi pham hanh lang bao vé an
toan ludi dién cao ap. Hau qua dé lam 2 nguoi chét, 1 nguoi bi thuong ndng va 9 ngudi bi thuong nhe [1].
Theo s6 liéu bao co cia Van phong Uy ban An toan giao thong Qudc gia, tinh tir ngay 15/12/2020 dén
14/8/2021, trén cac tuyén duong sét toan quoc da xay ra 47 vu tai nan, lam chét 41 ngudi, bi thuong 12
nguoi [2]. Nguyén nhan xdy ra tai nan chi yéu 1a do ngudi di b hodc nguoi diéu khién phuong tién giao
thong cht quan va khong tuan thu cac quy dinh an toan.

Tt nhitng thuc trang dang bao dong trén, mot s6 bién phap dé bao vé hanh lang an toan da dugc trién
khai trong nudc. Truyén tai dién Ha Noi, don vi thudc Tong Cong ty Truyén tai dién Qudc gia di thu
nghiém tich hop tri tué nhan tao (AI) trén hé thong camera giam sat duong day truyén tai dién. Hé thong
Al canh béo tu dong duoc 1p dat tich hop trén cac camera dé xtr Iy nhirng video thu dugc trong qua trinh
giam sat va gii tin nhan kém hinh anh v€ dién thoai di dong nguoi quan 1y thong qua tmg dung Zalo [3].
Téng Cong ty Puong sit Viét Nam da thir nghiém hé thong radar phat hién chuéng ngai vat tai diém giao
nhau gitta duong b va duong sit dé ty dong phat tin hidu canh béo cho 14i tau [4]. Tuy nhién, hé théng c6
chi phi dau tu cao, khoang 50 nghin d6 la M§ cho mot diém giam sat, va khé dam bao do chinh xéac véi
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diéu kién thoi tiét c6 d6 4m cao. Pao Thanh Toan [5] dd nghién ciru hé thong ty dong canh bao vuot vach
an toan tai Ga Metro Ha Noi st dung tham dién tu mém. Cac tAm tham c6 lép dit cam bién do ap luc duoc
pht 1én khu vuce nguy hiém va hé thong s& canh bao khi hanh khach di chuyén 1én tham. Giai phap nay van
con mot s6 han ché nhu dé trién khai & mot khu vyc rong can s6 lugng 16n tham dé phat hién vi pham, lam
tang chi phi lap dit cling nhu bao dudng. Bén canh do, hé thong nay khong phu hop dé canh bao vi pham
vé chiéu cao an toan nhu dudng day dién cao thé hodc cau duong. Vii Dinh Trung va cac cong sy [6] da
nghién ctru va thir nghiém tmg dung tri tué nhén tao trong bao dam an toan giao cit duong ngang, duong
sat. Hé thong bao gém bo cam bién phat hién tau duge lap o hai phia duong ray, by giam sat tré ngai duong
ngang bao gom camera, may tinh nhung, bd giao tiép khong day dé két ndi v6i cam bién phat hién tau va
bd giao tiép mang Internet, bo thiét bi trg giup 14i tau, may chu thu thap dir lidu tai tram trung tam. Bing
cach két hop cac thuat toan hoc siu gitip phét hién dugc cac tro ‘ngai va su cb trén duong ngang giip dam
bao an toan cho doan tau di chuyen Tuy nhién, giai phap nay t6n nhiéu thiét bi lap dit, chi phi c6 thé cao
hon céc giai phap sir dung cam bién thong thuong va doi hoi nguoi van hanh hé thong can phai c6 ky ning
va dugc dao tao.

Vén dé canh bao vi pham hanh lang an toan ciing duoc nhiéu nhém nghién ciru ngoai nudc quan tim va
thyc hién. Jinglong Xie va cac cong sy [7] da xay dung thé théng canh bao an toan cho ludi dién voi su hd
trg cua Internet van vat (IoT). Hé thong két hop giita hang rao dién tir va camera giam sat dé phat hién vi
pham. H¢ théng hoat dong khi hang rao dién ti phat hién vi pham, camera s€ ghi lai video va c6 mét canh
bao vi pham giri vé cho nhan vién quan 1y dé xtr 1y. Hé thdng da hoat dong hiéu qua khi ap dung ¢ cac tram
bién 4p. Tuy nhién hé théng dugc thiét ké dé bao vé mot pham vi nho nhét dinh va hang rao dién tir can
nhiéu tram bing thong siéu rong (Ultra Wide Band) dé xac dinh vi tri xay ra vi pham. Chunjuan Wei va cac
cong su [8] da thiét ké mot hé thong chéng trom cho tram bién ap dya trén hang rao dién tir va giao tiép
khong day bang ZigBee. H¢ thdng c¢6 kha nang phat hién cac vi pham nho vao cac cam bién laser va giri
tin hiéu canh bao vé cho tram trung tim bing mang ZigBee va sau do6 gui canh bao dén dién thoai nguoi
ding thdng qua tin nhian SMS. Hé théng d3 hoat dong tot tuy nhién do canh bao duoc giri vé thong qua tin
nhian SMS nén sé& phu thudc vao cac chinh sach, didu khoan ciia nha cung cap mang. Neha Bhadwal va cac
cong su [9] da xay dung hé théng giam sat bién gidi thong minh sir dung mang cam bién hong ngoai két
hop véi thi gidc mdy tinh. HE thong gitp phat hién chuyén dong & khu vuc bién  gi61 va gui tin hi¢u canh
bao vé cho trung tam kiém soét thong qua két nbi Internet. Do tin hi¢u duge gui vé thong qua mang Internet
nén hé théng kho trién khai & nhitng khu vuc khong c6 duong truyén mang Internet. Azfarina Jaafar va cac
cong su [10] da nghién ctru hé thdng canh bio bao mat cho hd gia dinh véi giao dién web va tmg dung di
dong. Hé thong s& phat hién xam nhép bang laser va canh bao cho chil nha bang dén bao dong va giri tin
nhin 1én giao dién web. Nghién ctru da ing dung thanh cong ¢ quy mé nho ho gia dinh, tuy nhién van chua
dugc thir nghiém ¢ khu vue rong hon. Cac thu nghiém dé thanh cong va cho thdy hiéu qua ctia hé thong.

Céc nghién ciru trén da dé xuét dugc mot sb giai phap tlem nang cho viéc canh bao vi pham hanh lang
an toan. Tuy nhién, cac nghién ctru nay déu gip phai mot s6 han ché trong trién khai img dung thuc te chang
han nhu: (1) kha ning trién khai & pham vi rong do khoang cach phat hién vi pham ctia cam bién ngin, kho
khin trong viéc lap dit va van hanh; (2) gdp mot sé han ché trong truyén nhan tin hiéu khi sir dung mang
Internet va tin nhan SMS vi phai ton thém chi phi dé duy tri dich vu tir nha cung cip hoic khong thé hoat
dong ¢ nhing noi khong c6 mang Internet hodc khong dugc phu song mang di dong. Trong nghlen clru
ndy, mot thiét ké t6i uu trong viéc canh bao vi pham hanh lang an toan tmg dung cong nghé IoT voi chi phi
dau tu thip, d& dang trién khai & khu vuc rong va kha ning ing dung cho nhidu muc dich khac nhau dugc
dé xuat. Viéc thiét ké t6i vu cho hé théng canh bdo nay dugc thuc hién thong qua viéc lya chon cam bién,
giai phap truyén thong, va ca van dé ning luong cung cip cho hé thong. Vi d& xuit nay, hé thong canh
b4o vi pham hanh lang an toan c6 thé hoat dong lién tuc va hiéu qua trong nhiéu tinh hudng khac nhau, ké
ca nhiing khu vuc khong co luéi dién.

2 THIET KE HE THONG

2.1 Téng quan vé hé thong

Hé théng canh bao duoc dé xuit gém ¢6 mot tram trung tam va nhiéu tram giam sat dugc dat xung quanh,
dugc thé hién & Hinh 1.

Tram giam sat gdm c6 05 thanh phan chinh: (1) cam bién ding dé phat hién vi pham, (2) thiét bi canh
bao gom c6 dén va loa, ding dé phat canh bao khi c6 vi pham, (3) b phan xir Iy dung dé tiép nhan va xir
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ly thong tin tir cam bién, (4) b phén truyen thong ding dé truyén thong tin tir tram gidm sat dén tram trung
tam, va (5) ngudn dién cung cap dé hé thong hoat dong lién tuc.

Tram trung tdm gdm c6 bd phan xir Iy, ngudn dién va bo phan giao tiép. Cac thong tin tir cac tram giam
sat s& dugc giri vé tram trung tam dé xur 1y va giri thong tin 1én dich vu ddm méy. Tr d6, nguoi van hanh
hodc giam sat co thé truy cap thong tin nay tir xa bang cac mdy tinh hodc cac thiét bi di dong co két n01
internet. Bén canh do, tram trung tam s€ tu dong giri email canh bao dén cac dia chi email dugc cai dit sin
khi c6 xay ra vi pham. Ngoai ra, lich sir xay ra vi pham con dugc ghi nhén va luu trit vao trang tinh Google
dé ngudi ding co thé truy xuét lai.

Nguoi dung

MB a

Gmail Google Sheets

| 4
! i ; \
. 4) Tyl | | | poions \?:aé
LgRa thong LoRa i . L@Ra ﬁig';) JE =) & _T N
Tram giam sat 01 Tram trung tim
Tram giam sat 02
Hinh 1: So d6 tong quan cua hé thong.
2.2 Lua chon va thiét ké phan cing toi wu

Nhu da duoc dé cap & phan 2.1, m01 tram giam sat gdm c6 5 thanh phan gdm cam b1en thiét bi canh bao,
mach xir 1y, truyén thong va ngudn dién. Vi vdy, cac thanh phan ciia tram giam sat can duoc can nhic va
Iira chon mdt cach tdi wu vé kha nang phat hién vi pham, xir 1y dit liéu, ning lugng tiéu thy, kha nang truyén
théng va gia thanh.

Luwa chon cam bién: D& phat hién vi pham hanh lang an toan, mét sb cam bién tiém ning c6 thé duoc
st dung chrfmg han nhu cam bién radar, cam bién héng ngoai, cam bién laser, hodc may anh. Mot s6 dic
tinh dugc str dung dé Iwa chon cam bién t&i wu cho hé thong gom c6 khoang cach phat hién, xir Iy dit liéu,
nang luong tiéu thu, anh hudng bi méi trudng, va gia thanh. Cac dic tinh nay cho ting loai cam bién tiém
ning dugc thé hién & Bang 1.

Bang 1: Dic tinh cia mdt s6 loai cdm bién tiém nang

Pic diém Cam bién Cam blel.l hong Cam bién laser May anh
radar ngoai
Khoang cach , .
phat hi¢n Xa Ngan Xa Trung binh
Xir ly dir li€u Phtrc tap Pon gian Pon gian Phuc tap
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Ning lugng tiéu

thy Trung binh Thap Thép Cao
Anh huéng béi . q Anh huéng boi - : Anh huéng béi
moi trweong It anh huong anh sang ngoai troi It anh huong bui, swong mu, ...
Gia thanh Cao Thép Thap Cao

Tir Bang 1 cho thiy rang, ciam bién laser pht hop hon trong viéc trién khai cac tmg dung thuc té vi
khoang cach phat hién xa, xir 1y dit liéu don gian, tiéu thu nang luong thip, it anh hudong boi méi trudng va
gia thanh thap.

Trong nghién ctru nay, mot bo phét laser két hop véi mot b thu tin hiéu laser dé tao thanh mot bo cam
bién phat hién vi pham hanh lang an toan. B phat laser BX3-A ¢6 budc song 450nm (mau xanh duong),
dién ap hoat dong 6.0VDC dén 7.4VDC, cong suat ImW, khoang cach truyén 2000m -5000m. Phan thu tin
hiéu laser 1a mot cam bién mau sac TCS3200, dién 4p hoat dong 2.7 VDC dén 5.5VDC. Cam bién nay st
dung 3 loai bo loc mau (mau do, mau xanh 14, va mau xanh dwong) va cho phép ngudi ding cé thé tily chon
mau sic ma cam bién str dung. Cam bién TCS3200 duoc ciu hinh dé phat hién anh sang mau xanh duong
ma bd phat laser phat ra trong tng dung nay.

Viéc b tri hop 1y cho bo phat va bo thu ciing da duoc can nhic va danh gia. C6 hai cach bd tri ¢6 thé
st dung — (1) thu phat riéng: bo phat va bo thu duoc dit & hai phia dbi dién va (2) guong phan xa: bo phat
va bd thu dugc dat cung phia va mot thm guong dugc dat ¢ phia ddi dién, duoc minh hoa ¢ Hinh 2.

Pin mdt troi . .. . % s
R e I [ rin i v
Bé thu Tia Laser

((‘l'i — Tia Laser pop— (((l’i [ o
Bé phit

Ac-quy Ac-quy

. Ac-quy

I - L L
(@) (b)

Hinh 2: Giai phéap bé tri cam bién: (a) thu phat riéng, (b) guong phan xa

B6 tri theo kiéu thu phat riéng gitip tang khoang cach phat hién dbi twong nhung cach bd tri ndy s& lam
tang chi phi ciia hé thong vi can phai sir dung hai ngudn dién riéng cho hai bo thu phat nay. Vi vay, kleu b
tri gwong phan xa dugc sir dung trong nghién ctru nay dé giam chi phi dau tu, dé dang lap dat va trién khai
thuc teé.

bé giam thiéu anh huodng béi nhidu cia mdi truong, cam bién TCS3200 duoc dit vao mot 6ng nhua
mau den (dudng kinh 10 cm, dai 18 cm), duoc thé hién ¢ Hinh 3a va Hinh 3b. Mot ngudn sang laser mau
xanh c6 cong sudt ImW duoc chiéu vao mot tam guong phéan xa c6 kich thuéc 20x40 cm dugc dit xa o
phia dbi dién. Cam bién va ngudn sang laser duoc dit cung phia va dugc hiéu chinh sao cho ngudn sang
laser sau khi chiéu vao guong va phan xa vé vi tri ctia cam bién.
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(b)

Hinh 3: Cam bién TCS3200 (a) dwoc dat trong dng nhwa mau den (b)

Luya chon giai phap truyén thong: Dé truyén dir liéu giit cac tram gidm sat va tram trung tim, mot s6
phuong thurc truyen thong co the dugce s dung chang han nhu WiFi, mang di dong, va LoRa. Trong cac
giai phap truyén thong nay, truyén thong bang WiFi va mang di dong da dugc s dung ¢ cac nghién ciru cd
lién quan trudc day. Truyén thong LoRa 1a mot k¥ thuat dleu ché khong day duogc phat trién tir cong ngh¢
Chirp Spread Spectrum. N6 phu hop cho cac tng dung truyén thong dir liéu nhé véi bang thong thap. Dit
liéu c6 thé duge truyén 0 pham vi xa hon so v6i cac cong nghé nhu WiFi, Bluetooth hodc ZigBee. Giai
phap truyén thong nay hoat dong & ché do nang luong thap. Mot sé dic diém cua cac giai phap truyén thong
duoc trinh bay & Bang 2.

Bang 2: Piac diém cta mot sb giai phap truyén thong

Tiéu chi Wi-Fi Mang di dong LoRa
Khodang cach truyen Gan Xa Xa
Bang thong Cao Cao Thap
Nang lwgng tiéu thu Cao Cao Thap
Chi phi dich vu Khéng Céo Khéng

Véi cac dic diém duoc trinh bay & Bang 2, mang di dong va LoRa 1a hai giai phap phu hop hon dé xay
dung hé thong canh bao vi pham hanh lang an toan vi cic tram giam sat c6 thé duoc lap dit ¢ cac vi tri xa
tram trung tdm. Bén canh do, vdi by cam bién phat hién vi pham hanh lang an toan da duoc dé xuét (b6
phat laser va cam bién mau) thi viéc truyén dit liéu khong yéu cau bang thong cao. Dleu nay cho thay truyén
thong bang LoRa 1a giai phap phu hop hon. Ngoai ra, truyén thong LoRa con tiéu ton ngudn ning luong
rat thap va khong tén thém chi phi dich vu phat sinh khi sir dung giai phap truyén thong nay. Do do, truyén
thong bang LoRa dugc xem la giai phap tdi wu trong nghién ciru nay.

Trong nghién ciru ndy, mot mach va thu phét song LoRa c6 cong suat 1W véi tén goi AS32-TTL-1W
dd duogc sir dung dé truyén dir liéu giita cac tram gidm sat va tram trung tdm. Mach truyén théng LoRa
AS32-TTL-1W hoat dong & dai tan sb tir 410Mhz dén 441Mhz, st dung chip SX1287 tir hang SEMTECH,
dién ap hoat dong tir 2.0 VDC dén 5.5 VDC, tc d6 truyén trong khong khi mic dinh 1a 2.4 kbps, dong dién
tiéu thu & ché dd nghi 1a 2.0 pA, dong dién truyén tin hi¢u 1a 670mA, dong dién nhén tin hi¢u 1a 14.5 mA,
sir dung giao tiép UART.

Luwa chon mach xir Iy: Vi diéu khién ESP32 phién ban WROOM dugc lya chon lam mach xir Iy trong
nghién ctru nay. Pay 1a mot vi diéu khién gia ré duoc phat trién boi cong ty Espressif Systems véi kha ning
xtr Iy manh m&, dién ning tiéu thu thp, va hd tro nhiéu giao thirc két ndi voi thiét bi ngoai vi ching han
nhu tdc d6 xung nhip tir 40MHz dén 80MHz, hd tro giao tiép khong day WiFi va Bluetooth, dién ap hoat
dong 2.2 VDC dén 3.6 VDC.

Lwa chon nguon dién: Vai diac diém tiéu thu dién nang thap ctia cam bién va mach xtr 1y, va d€ tiang
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kha nang trién khai g dung cua hé thdng tham chi & nhiing noi khong c6 dién ludi qudc gia, mot b pin
nang lwong mat troi gom mot tdm pin ning lrong mat troi co cong suat 110 W, kich thude 110x67 cm va
mot dc quy 12 VDC-7.5 Ah da duogc st dung dé tich trit va cap dién cho hé thong.

2.3 Xiy dung tng dung quan 1y h¢ théng

Ung dung quan Iy hé thong dugc thiét ké bang trinh soan thao ma nguén ma Visual Studio Code. Giao dién
ctia ing dung quan 1y hé théng duoc thé hién ¢ Hinh 4. Nguoi ding c¢6 thé xem duoc giao dién nay trén
cac thiét bi c6 hd trg chuong trinh duyét web va co két ndi internet nhu laptop, dién thoai thong minh, may
tinh bang.

Trén giao dién quan 1y, nguoi ding c6 thé theo ddi dwoc trang thai (“Phat hién vi pham” hodc “Binh
thuong”) clia cac tram giam sat mot cach lién tuc. Trang thai ciia ngudn sang laser va loa c6 thé duoc diéu
khién bat hodc tat tir xa khi can thiét thong qua cac niit nhan trén giao dién quan Iy nay. Bén canh dé, giao
dién con ¢6 nit nhan “Vi tri” duge ding dé xac dinh toa do di cai dat trudc ciia cac tram giam sat thong
qua tmg dung Google Map, giup ngudi quan 1y 6 thé nhanh chong tim duong dén hién truong khi c6 xay
ra vi pham. Ung dung ciing dugc két ndi voi trang tinh Google dé ghi nhan va Iuu trit lai thong tin trong
céc 1an xdy ra vi pham bao gdm ngay, gio va vi tri xay ra vi pham.

—
——
—

"

KHOANG (,ACH AN TOAN
Tram giGm sat sé: 02 Tram giGm sat sé: 03
Binh thutng Binh thuong

Tram gidm sat sé: 01

Loa Laser Loa

Laser

Phat hién vi pham
Thoi gian: 10:32:44

Laser Loa

DANG BAT DANG BAT

Tram giém sét sé: 05 Tram gi@m sat sé: 06 Tram giGm sat sé: 07

Jo - ERCEW

Hinh 4: Giao dién ung dung quan ly h¢ théng

24 Hoat dong ciia hé théng

Hé théng duge dé xuit gom co6 mot tram trung tim va cac tram giam sat dugc ldp dit xung quanh. Giao
tiép giira cac tram giam sat va tram trung tdm duoc thyuc hién thong qua truyén thong LoRa, dugc thé hién
o Hinh 1.

Nguyén 1y hoat dong clia tram giam sat dugc thé hién ¢ Hinh 5a. Céc tin hi¢u vi pham va khong vi
pham s& dugc cap nhat lién tuc mdi gidy 1 lan. Khi cam bién phat hién c6 dbi tugng vi pham hanh lang an
toan, tram giam sat s& phat ra bao dong bang am thanh (giong néi da duoc cai dat trudc) va dén bao hiéu
cho dbi tuong vi pham nhan biét hanh vi vi pham. Déng thoi, tram gidm sat con lién tuc gui tin hiéu vi
pham kém theo mé dinh danh ciia tram giam sat vé cho tram trung tdm qua truyén thong LoRa. Khi khong
phat hién vi pham, tram giam sat s& giri tin hiéu khong vi pham kém ma dinh danh vé tram trung tim.

Hoat dong cta tram trung tdm dugc thé hién & Hinh 5b. Tram trung tdm s& lién tuc nhan tin hiéu tir
tram giam sat va xtr 1y tin hi¢u théng qua mach xir Iy dé biét dugc tin hiéu dugc truyén dén tir tram giam
sat na0 va ¢ vi pham hay khong. Khi phat hién tin hiéu vi pham dugc giri dén tir tram giam sat thi tram
trung tam s€ cap nhat tin hi€u vi pham 1€n dich vu dam may Firebase cia Google. Tur do, nguoi dung co
thé quan sat, diéu khién hé thong bang giao dién quan ly. Bén canh d6, khi c6 phat hién vi pham, tram trung
tam s& ty dong giri email thong bao dén dia chi da dugc cai dit trude thong qua giao thirc Simple Mail
Transfer Protocol (SMTP) va luu thong tin gidm sat vao trang tinh ctia Google.
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f e g Nhiin tin hi¢u tir
/{)9(‘ tin hi¢u cam bn/ / tram gidm sat /

Xir Iy tin hi¢u cam Xir Iy tin hi¢u cia
bién tram gidm st

- Hién thi canh bio 1én
giao dién quan ly

- Giri email dén nguoi diing

- Luru thong tin vi pham

vao trang tinh Google.

- Bio djng
= Giri trang thai
phat hién vi pham
vé tram trung tim

Giii trang thai Hién thi trang thii
binh thuwdng vé tram binh t.lzu'(‘)'ng‘ l?,-n, giao
trung tim dién quan ly

> Két thiic

Két thic

@ (b)
Hinh 5: Hoat dong ctia hé thdng: (a) tram giam sat, (b) tram trung tam.

3 KET QUA VA THAO LUAN
3.1 Mb hinh hé thong sau khi thiét ké

Tram giam sat sau khi thiét ké va lz“ip dat dugce thé hién & Hinh 6. Cac mach xir, mach thu phat song LoRa,
mach sac pin nang lugng mit troi dugc dit trong hop bao vé (Hinh 6b) dé giup hé thong c6 thé hoat dong
trong nhiéu diéu kién thoi tiét khac nhau. TAm pin ning lwong mit troi duge dat trén phan khung co thé
thay (1‘01 dugc huong va goc nghiéng nham d& dang hon trong qua trinh 1ap dit va diéu chinh hudng don
néng t6i wu cho tAm pin mat troi. Céc thanh phan clia tram giam sat duoc lp dat trén mot tru ding giup tiét
kiém khong gian va dé dang trién khai cho nhiéu muc dich khac nhau.

Céc thanh phan cta tram trung tim ciing duoc bd tri va lip dit tuong ty nhu tram giam sat. Tuy nhién,
tram trung tam can dugc trang bi thém két noi internet dé thuc hién viéc cap nhat trang thai tram giam sat
1én dich vu ddm may, gui email tv dong va luu trir lich st vi pham vao trang tinh Google.
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<— Tam pin nang luong mat troi

«<—— DPeén canh bao va loa
ESP32

' «—— B6 phat va thu ctia cam bién B thu vhat
O thu pha

song LoRa
<—— Hop chira cac mach dién

Mach nap pin
nang lwong mat troi

. Binh ic quy

(@) (b)
Hinh 6: M hinh phan cting ctia hé thdng (a) va cac thanh phan bén trong hop chira (b).

3.2 Kiém tra hoat dong ciia hé thong

Dé kiém tra hoat dong ctia hé thong, ba thi nghiém chinh di duogc tién hanh bao gom thi nghiém kiém tra
tinh 6n dinh cua hé théng, thi nghiém kiém tra khoang cach phat hién ctia cam bién, thi nghiém kiém tra
khoang cach truyén nhan thong tin va do tré tin hiéu bang song LoRa. Bén canh do, nang luong dién cung
cip cho hé thdng trong céc thi nghiém nay dugce 1y hoan toan tir tam pin ning lwong mat troi. Viée nay
cling nham muc dich kiém tra kha nang cung cAp dién ning ctia tAm pin mat troi cho hé thong

Kiém tra tinh 6n dinh ciia hé thong Trong thi nghiém nay, trang thai cua cam bién duoc ghi nhan
lién tuc trong 24 gid nham danh gia tinh 6n dinh cta hé thong Bén canh do, cac tinh hudng gia dinh vé vi
pham hanh lang an toan da duoc tao ra (dua vat can vao dé che khuat ngudn sang laser phan xa vé cam
bién) nham kiém tra kha ning canh béo ctia tram giam sat. Cac thir nghiém gia dinh vi pham hanh lang an
toan dugc thuc hién vao nhiéu thoi diém khac nhau trong ngay dé danh gia anh hudng cta anh sang mat
tro1 voi cac cuong do sang khac nhau.

Két qua thi nghiém cho thiy hé théng di hoat dong lién tuc va phat hién dugc vi pham véi cac tinh
hudng gia dinh vao nhiéu thoi diém khac nhau trong ngay. Hinh 7a thé hién tinh hudng gia dinh c¢6 vi pham
hanh lang an toan tai tram gidm sat. Khi ¢6 vi pham xay ra, dén va loa tai tram giam sat s€ dugc kich hoat.
Ddng thoi, trang thai cia vi pham ciing dugc cip nhat trén giao dién cta tng dung quan ly (Hinh 7b) va
email canh bdo s€ dugc gui dén dia chi duoc cai dit sdn (Hinh 7¢). Bén canh d6, lich st phat hién cac vi
pham tai cac tram ciing dugc luu trit vao trang tinh Google, dugc thé hién & Hinh 7d.
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+ ©

O & juoidien github lo

TRUYEN TAI DIEN

Tram giém sét s6: 04
Phét hién vi pham
Thei glon: 10:32:44

Laser Loa

(b)

10:33 = alB817%

< 8 U 2

Vipham hanhlangantoan % B &
File Edit View Insert Format Data Tools Ext

Canh bao vi pham hanh lang %

an toan (& ) Hop thu dén
Y o~ & P O100% v § % .0 .00 123w  Def

ESP NODEMCU 10:32 & . D13 v | 1X
g déntoi v ) | ~ [ = ] c D |

1 |Ngay Thai gian Vi pham Vi tri

b . R R 2 127/05/2022 6:23:24 |Phat hién vi pham [Tram 1
Phat hién sur c6 vi pham hanh lang an toan : ==
Thai gian: 10:32:44 3 12710512022 7:24:45|Phat hién vipham |Tram 1
Dia diém: Tram 4 4 127/05/2022 8:10:24 | Phat hién vi pham [Tram 1
https://www.google.com/maps/ 5 29 PR
place/Tro%E 1 %BA%ATM+s%E1%BB%9 T+ : i27/05/2()22 10:32:44 | Phat hién vi pham | Tram 1
01/@10.0992823,105.716994,19. 6 |27105/2022 10:32:44|Phat hién vi pham |Tram 4
44§/data=!4m1 21 md6f!3m5!1 s0x31a087a278a86855: 7 27105/2022 15:20:13|Phat hién vi pham |Tram 4
0Oxdc03a97e404a6adf! I — T
22VHLhugFtIHPhuSEGMDEISm?2! 8 2710512022 17:20:54 | Phat hién vi pham | Tram 1
3d10.0993355!4d105.7169119! 9 2710512022 20:24:32 | Phat hién vi pham [Tram 4

3m4!1s0x31a087a278a86855:
0xdc03a97e404a6adf!8m2!3d10.
0993355!4d105.7169119?hl=vi

© @

Hinh 7: Kiém tra hoat dong ctia hé thong: (a) tinh hung gia dinh c6 vi pham hanh lang an toan, (b) giao dién canh
bao vi pham cua tram 4, (c) email thong bao khi co vi pham, (d) ghi nhan di liéu vi pham vao trang tinh Google.

Kiém tra khoing cach phat hi¢n ciia cam bién: Trong thi nghiém nay, khoang cach giita tim guong
va cam bién da dugc thay doi dé ghi nhan khoang cach phat hién xa nhat ctia cam bién. Cac thi nghiém nay
cling duoc 13p lai trong cac thoi diém khac nhau trong ngay. Bang 3 thé hién két qua thuc nghiém véi cac
khoang cach 10, 50, 100, 150, 200, 250, 300 va 350 m va cac khung gid khac nhau trong ngay. Dé danh gia
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hoat dong cua bo cam bién, tin hiéu vi pham gia lap dugc tao ra béng cach che khuét tia laser dé anh sang
khong chiéu dugc vao cam bién thu. Cam bién dugc danh gia la hoat dong t6t néu cam bién doc dugc tin
hi¢u laser mot cach on dinh va nhan biét tirc thi khi tin hi¢u phat laser c6 thay doi trang thai.

Bang 3: Hoat dong ciia cam bién & cac khoang cach va thoi diém khac nhau.

10m 50m 100 m 150 m 200 m 250 m 300 m 350m 400 m

7 gio o) O o) 0] 0 o) ) 0] X
11 gio o) O o) O ) ) ) X X
16 gio ) O o) O O o) ) 0] X
20 gio ) 0] ) 0] ©) ) ) O X

Chu thich: O — hoat déng tot, X — khéng hoat déng tot.

Bang 3 cho thdy cam bién hoat dong tot & khoang cach t6i da khoang 300 m vdi tat ca cac khung gio thuc

nghiém. Khi khoang cach duoc ting 1én 350 m thi cam bién van c6 thé hoat dong duoc trir khung gior 11
gid. Va khi khoang cach khoang 400 m thi cam bién khéng c6 kha ning phat hién vi pham do cudong do
ngudn sang laser bi suy yéu.
Kiém tra khoang cach truyén nhén dir liéu bang séng LoRa: Pé kiém tra khoang cach truyén nhan tin
hiéu béng song LoRa, ang ten cta bo thu va bo phat dugc dat & d6 cao 4 mét so vGi mat d4t va thyuc hién
do dac trén mot duong thang, théng thoang. Trude khi tién hanh kiém tra, bo thu ~va bo phat can dugc dong
b0 thoi gian thyc. Sau do, bd phat song s€ gui mot tin hiéu 2 byte thong qua truyen thong LoRa. Tin hi¢u 2
byte bao gdbm 1 byte chira gia tri thoi gian thyc va 1 byte chira gié tri cua bién dém. Gia tri bién dém ting
dan lién tuc tir 0 dén 100 trong qua trinh truyen tin hiéu. B0 thu s& thu tin hiéu va tinh do tre cta tin hiéu
dua vao gia tri thoi gian thuc va gia tri bién dém. Bién dém con duoc st dung dé tinh ti 16 mat g0i cua tin
hiéu bang cach tinh sé lugng cac gi tri bi mat trong khoang tir 0 &én 100. Tin hiéu dugc danh gia 13 t6t khi
¢6 ti 16 mat goi nho hon 20% trong nghién ciru ndy. Két qua cua thi nghiém duogc thé hién & Bang 4.

Két qua kiém tra cho thay hé thong c6 thé truyén tdt trong khoang cach khong qua 1,5 kilomét trong diéu
kién thong thoang. Khi khoang cach giira hai tram tang 1én khoang 2,0 kildémét, viéc truyén nhén dit liéu
bét dau khong on dinh. Va cac bo thu, phat khong thé giri tin hiéu cho nhau khi khoang cach 16n hon 2,0
kilomét.

Bang 4: Kha nang truyén nhan dit liéu gitra tram trung tAm va tram giam sat bang séng LoRa.

Khoang cich (Km) 0.1 0.5 1.0 1.5 2.0 2.5
Tin hiéu Tt Tét Tt T6t | Khong 6ndinh | Khong nhan duge
Ti 1§ mét goi (%) 0 0 1% | 15% >50% X
Do tré (gidy) <1 <1 1 4 5 X

3.3 Théo luian

Hé¢ thong canh bao hanh lang an toan su dung bo cam bién quang duoc b tri theo dang phan Xa guong voi
ngudn phat 1a laser xanh duong c6 cong suat 1mW va bo thu la cam bién mau da hoat dong tét trong cac
thur nghlern Tuy nhién, viée lap ddt bo cam bién quang theo kiéu guong phan xa nay chi c6 thé hoat dong
tbt voi khoang cach t6i da 300 mét. Vi cc tng dung yéu cau khoang cach phat hién xa hon, giai phap st
dung mot ngudn phat laser ¢6 cudng do anh sang manh hon hodc st dung by cam bién laser bo tri theo kiéu
thu phat riéng can dugc cén nhic sir dung.

Truyén thong bang song LoRa dugc sur dung dé gitp hé théng c6 thé truyén nhan tin hiu giira cac tram
giam sat v&i nhau va truyén tin hiéu vé tram trung tdm v&i khoang cach kha xa, co thé 1én dén 1,5 km trong
didu kién thong thoang. Vi thé, cac thir nghiém truyén nhan bang séng LoRa trong diéu kién bi che khuat
boi toa nha hodc cay coi cén dugc thyc hién thém dé danh gia déy du hon vé giai phap tmyén thong nay.

Nguon cip dién cung cép tir pin ning lugng mit trdi 14 mot giai phap linh hoat dé co thé trién khai hé
thong de dang dén nhiing noi khong c6 ludi dién. Trong nghién clru nay, mét tdm pin nang lugng mat troi
cong suat 110 W da cung cap ngudn dién 6 6n dinh cho cac tram hoat dong lién tuc. Tuy nhién, voi diéu kién
thoi tiét khong co nang trong nhiéu ngay co thé lam anh huong dén kha nang cap dién cta tim pin. Vi vay,
cac thi nghiém kiém tra kha ning cp dién va thoi gian luu trit dién tir pin ning lwong mit troi cdn duoc
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thuc hién thém trong mot thoi gian dai, va tir 46 c6 thé lya chon cong sut toi wu cho tim pin.

4 KETLUAN

Nghién ctru da de xudt mot giai phap tdi uu trong viéc canh béo vi pham hanh lang an toan img dung cam
bién laser va truyén thong LoRa. Véi viée st dung cam bién laser kiéu phan xa guong voi nguon phat tin
hiéu 1a laser anh sang xanh va phan nhan tin hiéu 1a cam bién mau gitp cam bién hoat dong tdt va tin cay
cho ca ban ngay 1an ban dém véi khoang cach phat hién 300 m. Bén canh do, s dung cam blen kiéu phan
xa guong cling gitip giam chi phi dau tu va viée xu ly dir liéu tré nén don gian. V& mit truyén thong, cong
nghé LoRa duoc str dung dé c6 thé truyén nhén tin hiéu giira cac tram giam sat va tram trung tam 6 khoang
céch xa, 1én dén 1,5 km. Giai phép st dung pin nang luong mat troi dé cap nguon dién cho cac tram giam
sat va tram trung tam hoat dong lién tuc cling da duoc thir nghiém va dat duoc yéu cau. Tir cac két qua thuc
nghiém, hé¢ théng canh bao vi pham hanh lang an toan da dugc lya chon mét cach t8i wu. Tir do, hé théng
c6 thé d& dang trién khai thuc té cho nhiéu ting khac nhau ching han nhu canh bao vi pham hanh lang an
toan cho duong déy truyén tai dién cao thé, cac diém giao nhau giita dudng bo va duong sit, lip dit tai cac
con sOng dé canh bao cac phuong tién vé chiéu cao an toan cho phép so vai cac cong trinh nhu cau, duong
day truyen tai dién ngang song. Bén canh do, hé thdng con c6 thé ap dung cho khu vic cam, khu vuc bién
gidi nham tang cuong kiém soét, bao vé an ninh cho khu virc nay. Do hé thong sir dung pin ning lugng mat
troi nén c6 thé trién khai dén tan nhitng noi chua c6 ludi dién.
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OPTIMAL DESIGN OF SAFETY CORRIDOR VIOLATION WARNING SYSTEM
BASED ON LASER SENSOR AND LORA COMMUNICATION

NGUYEN HUU PHUOC, NGUYEN DUY KHANG, TRAN NHUT THANH *
Faculty of Automation Engineering, College of Engineering, Can Tho University
“ Corresponding author: nhutthanh@ctu.edu.vn

Abstract. Safety corridor violation warning is essential in many areas such as high voltage electricity,
traffic and security. Several solutions for safety corridor violation warning have been proposed and tested.
However, these solutions face some limitations such as high investment costs and difficulty in deploying
large-scale applications. This study proposes an optimal design for the safety corridor violation warning
system through the selection of sensor, communication, and power supply. The system consists of a central
station connected to monitoring stations by LoRa communication with a maximum distance of up to 1.5
km. At the monitoring station, a retro-reflective laser sensor is used to detect violations within 300 m. The
central station receives and sends the status of the monitoring stations to the cloud service for remote access
by the users. In addition, the central station also sends an email automatically to the users and stores
information when a violation occurs. The monitoring stations and the central station are powered by solar
energy, so the system is easy to implement for practical applications, even in places where there is no
electricity grid.

Keywords. optimal design, safety corridor violation warning, LoRa communication, laser sensor.
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