Tap chi Khoa hoc va Cong nghé, S6 61, 2023

SU DUNG KIEM PINH GIA THUYET BAYES VA NEYMAN-PEARSON
CHO BQ TU'MA HOA PE PHAT HIEN BAT THUONG TRONG
AN NINH MANG

NGUYEN VAN ANH TUAN", BINH HOANG HAI DPANG, TRAN NAM BA,
NGUYEN THI THANH HOA, TRINH THI BAO BAO, PHAN LE HOANG VIET,
NGUYEN CHI KIEN, NGUYEN HOU TINH
Khoa Céng nghé Théng tin, Pai hoc Cong nghiép Thanh pho Ho Chi Minh
" Tac gia lién hé: nvatuan3@gmail.com
DOls: https://doi.org/10.46242/jstiuh.v61i07.4724

Tém tit. Bo tu ma hoa 1a mot md hinh hoc khong giam sat trong d6 cac tham s6 dugc diéu chinh dé vector
dau ra gn giéng nhat véi vector dau vao. Trong bai bao nay, chiing toi sir dung b tyr ma hoa dé phat hién
céc két ndi bat thu'orng trong mang Internet. Mirc 16i tai tao khi sir dung bo tu mi hoa s& duoc sir dung dé
phan l6p két ndi thanh két n6i binh thuong va két ndi bat thudng. Chung t6i trinh bay ba phuong phap phan
16p do 16i tai tao: phan 16p sir dung mét ngudng cho trude, phan 16p theo kiém dinh gia thuyét Bayes va
phan 16p theo kiém dinh gia thuyét Neyman-Pearson. P9 chinh xéc trung binh dat dwoc trén ba phuong
phép 12 96.65 + 0.98% trén bo dir liéu NSL KDD.

Tir khéa: Bo ty mi hoa, kiém dinh gia thuyét Bayes, kiém dinh gia thuyét Neyman-Pearson, phat hién bat
thuong.

1. GIOI THIEU

Trong thoi dai ky thuét so phat trién nhu hién nay, viéc truy cip mang bang Internet trd nén rat dé dang ddi
v6i bat ki nguoi dung cudi nao; chi can thiét bi duoc két ndi voi mang Internet thi viéc trao d6i cac goi tin
v6i nhau c6 thé bat dau. V6i vi€e st dung Internet ngay cang dé dang trong cudc song ngay nay, linh vuc
an ninh mang da tr¢ thanh nén tang quan trong cho tat ca cac img dung web nhu d4u gid truc tuyén, ban 1
truc tuyen Kéo theo do, su phat trién cua phan mém doc hai v&i muc dich tan cong mang dét ra mot thach
thirc 16n déi Vi vige thiét ké cac hé théng phat hién xAm nhap. Cac cudc tin cong mang ngay cang trd nén
tinh vi hon va tao ra thach thirc hang dau 1a xac dinh chinh goi tin d6 c6 doc hai hay la khong.

Phét hién xam nhap 13 viéc c6 gang phat hién cac cudc tin cong ctia may tinh bang cach kiém tra cac dir
liéu khac nhau hay su bat thuong giita cac géi tin dugc giam sat trong cac qua trinh tmyen tai goi tin gitra
cac mang. Pay c6 thé coi 1a mot trong nhiing huéng tiép can quan trong de giai quyét cac vin dé an ninh
mang mdt cach hiéu qua. Mot hé thong phat hién xam nhap thong thuong can c6 ba thanh phan chinh: Cam
bién/dau do, ban diéu khién phan tich, kiém soat/phan hoi chinh sach [1]. Hinh 1 minh hoa hé thdng nay.
C6 hai phuong phép chinh dé - phat hién xam: Cac phuong phép st dung quy tac (rule-based methods) va
cac phuong phéap phat hién bét thuong (anomaly detection methods). Trong bai bao nay ching t6i s& tap
trung vao phuong phép tiép can phat hién bat thudong. Cu thé, ching toi tap trung vao phuong phép tiép can
Chlnh 1a mé hinh hoc khong giam sat véi bo ty ma hoa két hop véi cac phuong phap phéan 16p dé phat hién
bat thuong.
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2. CAC NGHIEN CU'U LIEN QUAN

H& THONG PHAT HIEN XAM NHAP

‘ PHAN TicH

Hinh 1: Khuén khé tong quat cua hé thdng phat hién xam nhép.

KIEM SOAT
CHiNH SACH

Céc hé thdng phat hién xam nhap di va dang 1a mot bai toan dang duoc nghién ciru va phat trién dé tao ra
mot hé théng phat hién hiéu bao vé hé théng mang. Dudi ddy chung t6i khao sat mot so nghién ciru trude
day trong linh vuc nay.

Bai nghién ctru ctia [2] v& mot hé thng tich hop hai ki thuat hoc sdu va hoc nong, st dung 2 thuét toan bo
tu ma hoa thua dé trich xuét dic trung va giam chiéu dit liéu, két hop vector hoc may hd tro dé phan 16p.
Dong thoi bai nghién ctru cling dé cap dén sy cai thién ciia mé hinh so voi cac mé hinh hoc néng co ban
(SVM, Naive Bayes, Random Forest,...) trén tap dit liéu NSL-KDD. Két qué cho thdy hé thong két hop ma
cac nha nghién ctru dé xudt c6 su cai thién rd rét vé thoi gian huén luyén cling nhu thoi gian thyc hién, d6
chinh xac dugc cai thién nhung khong dang ké (~5%).

Trong khi d6 cac tac gia cia [3] so sanh d6 hiéu qua cua cac loai bd ty ma hoa khac nhau trong bai toan
phan 16p don 16p. Trong bai béo, tac gia da xay dung 5 loai bd tu mi hoa khac nhau dé so sanh, lan lugt 14
bo tu ma hoa xép chéng, bd ty mi hoa thua thdt, bo tw ma hoa khir nhiéu, b ty mi hoéa twong phan
(contrastive) va bo tu ma hoa tich chap. Chung t6i sir dung két qua thu duoc tir bai bao nay lam gia tri tham
khao dé kiém tra d6 chinh x4c va tinh dung dan cia mé hinh phat hién bat thuong ciia chiing toi.

Trong bai béo [4], tac gia dé xuét st dung phén tich thong ké va bo tu mi hoa dé phan 16p bao gdm phan
16p hai 16p va phan l6p nhiéu 16p. Va so sanh hiéu suat v6i véi cac md hinh phan 16p khac. Bo dir liéu NSL
KDD duogc sir dung de danh gia hé thong phat hién xam nhap. Két qua cho thay bo ty ma hoa dugc dé xuat
6 hiéu suat tot hon tat ca cac cach tlep can khac.

Trong bai bao [5], tic gia da d@é xuat mé hinh phat hién xAm nhap mang dua trén cac dilated convolutional
autoencoder x&p chong. M6 hinh thyc hién trén 2 bo dit liéu 14 bo dit lisu CTU-UNB va b dir liéu Contagio-
CTU-UNB. Két qua thir nghiém cho thay mo hinh phat hién hiu qua cac cudc tan cong phirc tap tir rat
nhiéu dit liéu khong c6 nhan. Hiéu xut nay co thé dap Gmg cac yéu cau ctiia moi truong mang quy mé 16n
va thire té. Bén canh d6, m hinh ciing c6 han ché 1a qua trinh dao tao mit mot lwong thoi gian 16n.

Trong bai béo [6], nhom tac da danh gia két hop cac cAu tric md hinh bo ty ma hoa khac nhau duoc kiém
thir trén céc b dit lidu chuan NSL-KDD, IoTID20 va BaloT dé xéc dinh kién trac mo hinh t6i wu nham
cung cap hiéu qua t6t nhét. Trong nghién ctru, md hinh dd cho diém F1 t6t nhét 14 0.894 véi bo dir lidu
NSL-KDD. Két qua thir nghiém cho thay rang kich thuéc mé hinh va kich thudc cta 16p niit ¢6 chai (bottle
neck) co anh huong dén higu suat cia IDS.

O bai bao [7].tac gia da str dung bd tw ma hoa dé giai quyét 2 nhiém vy an ninh mang khac nhau: phat hién
xam nhép bat thuong va phan 16p phan mém doc hai. Cu thé, bai bao nay chi ra rang viéc sir dung 2 ki thuat
dé huan luyén do6 1a stacked Restricted Boltz-mann Machine (RBM) va bo ty ma hoa khir nhiéu xép chdng.
Dbi voi phan 16p phan mém doc hai, tac gia sir dung bo dir liéu Microsoft Malware Classification Challenge
(BIG2015) duoc luu trit tai Kaggle, dbi v6i phat hién xAm nhép bat thuong tac gia sir dung NSL-KDD. Két
qué cho thdy cac mo hinh KNN, Gaussian Naive Bayes va SVM dé phan 16p khi sir dung tap thudc tinh
dugc tai tao bang bd tu ma hoa co cai thién vé do chinh xac mé hinh dang ké. Tuy nhién ddi véi phan 16p
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phan mém doc hai, Xgboost c6 thé phan 16p trén tap dit liéu Unigram ban dau tot hon so véi khi sir dung
tap dir lidu tai tao bang bd tw ma hoa.

Trong bai bao [8], tac gia d& cap dén cap dén van dé phat hién bét thu:orng khong dé thuc hién v6i thoi gian
va khong gian phuc tap 16n. Tir d6, mét phuong phap kiém dinh gia thuyét da dugc dé xuat bang cach thu
thap mot bo mau quan sat. Thir nhat n6 c6 thé tao ra cac luat bang cac quy tic suy luan Bayes. Sau do, n6
c6 thé phat hién tinh hinh an ninh mang c6 binh thuong hay khong bang cach kiém tra gia thuyet tir do co
thé dy bao xu hudng cia tinh hinh an ninh mang trong tuong lai. Nho' do, nd co thé cung cip co s¢ dang
tin cay dé nha quan tri dua ra cac quyét dinh va cac bién phap phong vé. Cudi ciing, viée sir dung toan bd
dir liéu md phong, thuat toan phat hién bat thuong mang vé tinh hinh an ninh duoc xac minh va két qua cho
thay phuong phap nay la ding va kha thi.

O bai toan phat hién bét thuong trong am thanh cua bai bao [9], tac gid trinh bay mét phuong phap kha
tuong tu ching toi trong viéc huan luyén va phat hién bat thuong. Bang cach sir dung mo hinh bo ty ma
hoa hoc khong giam sat va huan luyén trén cac 4m thanh binh thuong, va dem di phat hién cac am thanh
bat thudng. Tuy nhién, viéc huin luyén khong bao gﬁ)m cac 4m thanh bt thuong s& khong thyc sy giam ti
1¢ duong tinh ding (TPR), tac gia da su dung b dé Neyman-Pearson dé bién bai toan thanh mét bai toan
kiém dinh gia thuyet tao mot ham muc tiéu méi dé di tdi da hoa ti 1¢ duong tinh ding khi van trong diéu
kién ti 1¢ 4m tinh sai (FPR) thip. Phuong phap dugc thir nghiém trén cac 4m thanh duoc téng hop, cai thién
ti 1€ phat hién trong diéu kién FPR théip, va cam doan c6 thé st dung duoc dé phat hién am thanh bat thuong
trong diéu kién thuc té.

3. PHUONG PHAP TIEP CAN
3.1. By tw ma hda
3.1.1. Tong quan vé bd ty ma hoa
Bo tu mi hoa 1a mot dang mang than kinh nhan tao duoc dung dé hoc cach mi hoa dit liéu hiéu qua sir
dung cach hoc khéng giam sat. BO ty ma hoa hoc cac dir liéu dau vao va cb géng tao ra dit liéu dau ra gﬁn
gidng véi dit liéu dau vao nhat. Mot bo tu ma hoa bao g(‘)m 2 phén d6 1a bd ma hoa (encoder) va bo gidi ma
(decoder) [10]. B ma hoa nén dit liéu dAu vao vao mét chiéu thap hon, con bo giai ma xay dung lai dir liéu
¢6 sb chidu bang véi sb chiéu cua dir liéu dau vao duwa vao chiéu thap hon do.
Déi véi tap dir lieu X dao tao gdm m cot X = x4, X5, ..., X, vOi mdi x; 12 1 vector d chiéu, bd ma hoa s&
anh xa mdi vector x; VAo 1 vector h; qua phép anh xa fp nhu dudi day:

hi = fo(x;) = s(Wx; + b) 1)
trong d6, W 1a ma tran d x d chiéu, véi d 1a s6 no ron trong 16p 4n (b 1a vector hé sb chin), 8 1a tap tham
sbanhxa® = {W, b}, s 1a ham kich hoat dugc dinh nghia 1a ham sigmoid nhu sau:

)

1
t)=——
s(®) 14+et

Trong d6 tham s t anh huong dén hinh dang ham. B giai ma anh xa mdi h; tir hidden layer thanh 1 vector
x] €0 d chiéu qua phép anh xa gg:

xi =gg'(x)) =s(W'h; +b') 3)
trong d6, W’ 1a ma tran d x d chiéu, véi d 1a sé nat trong 16p 4n, b’ 1a vector hé sb chin (bias vector), 8"
1a tap tham s6 anh xa @' = {W’, b’} [11].
Muc tiéu dao tao bo ty mé hda 1a md phong duogc dir dau vao 1 cach chi tiét nhat, sao cho do sai s6 (15i tai
tao) giita dau vao (x) va dau ra (x') 1a nho nhat, hay co6 thé biéu dién ham mat mat dudi dang cong thirc

dudi day.
m
Lax) =) Ik — 1P ¥
x,x") =— Xi — X;
m ' 2 2
i=1
Dé t6i uru hoa bai todn, ta can 1a tim ra 8* va 6", 1a bg trong s6 t6i uru nhét, hay:
0*,0"" = argmin L(x, x") )

0,61
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3.1.2. Duing bo tw mi héa khir nhiéu (Denoising Autoencoder) trong viéc phat hién xam nhap

Hé thong cua chung toi sir dung bd ty ma hoéa khir nhiéu gdom 2 giai doan: Giai doan huéan luyén va giai
doan kiém thir. Trong giai doan huan luyén, di liéu huan luyén chi bao gdm dir liéu c6 nhin binh thuong,
giai doan kiém thir chiing t6i st dung dif liéu c6 nhin bao gdbm ca binh thuong va bat thudng, vi dau ra ctia
bd tu ma hoa khir nhiéu mé ta lai gan dung nhat bo dit lidu tap huan luyén, nén khi d6, sai s giira dir liéu
dau vao va dir liéu dau ra cta cac dir liéu mang nhan bét thudng s& cao hon sai sb cia cac dir liéu mang
nhin binh thudng. Dé tinh toan sai s ndy, ching t6i sir dung sai s6 tuyét dbi trung binh, sau dé sir dung
tap sai s6 nay dé phan 16p dit lidu.

Vé cdu triic cu thé ctia bo ty ma hoa, kich c¢& ciia 16p mé hda (encoder) va 16p giai mi (decoder) ¢6 mét 16p
cao hon kich ¢& cta 16p dau vao (input) va dau ra (output). Lép ma hoa vaéi 128 - 64 - 32 va 16p giai ma la
32 - 64 - 128. Lép nut co chai (bottle neck) c6 kich ¢& nho nhat 13 16, gilp luu trir nhiing thong tin quan
trong nhat ctia tap dir liéu. Hai 16p dau vao va dau ra c6 kich ¢& giéng nhau 1a 146. Hinh 2 thé hién c4u trac
cua bd tu ma hoa dugc str dung trong bai bao.

Sau khi tai cdu triic, chung t6i nhan thiy rang phan phdi 16i ciia nhan binh thudng va bét thudong khac biét
rd rét (méc di van c6 mot lugng dit liu bi tring phan phoi 15i), hinh 3 mo ta phan phdi 16i nay.

Vi véy ching to1 st dung 16i tai cau trac nay dé phan 16p bang cach ap dung 3 phuong phap phan 16p, d6
1a: dung mot ngudng dé phan 16p, dung kiém dinh gia thuyét Bayes va dung kiém dinh gia thuyét Neyman-
Pearson.

3.2.Cac phwong phap dé phéan 16p
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Hinh 3: Biéu d6 tin suét 13i tai tao

3.2.1. Dung mdt ngudng dé phan 16p
Trong bai bao [12], tac gia da trinh bay phuong phap phan 16p binh thudng va bat thuong tir tp 15i tai tao.
Cu thé 1a sau khi xdy dung mé hinh, tac gia di tinh ngudng 6, theo cong thic (5).

Oy = lg +Zq0q (6)
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Hinh 2: So db cac 16p 16p cua bo tu ma héa khir nhidu duoc sir dung trong bai bao

cho cac tap dir liéu cua tac gia (tac gia chia 3 tap dir liéu voi ti 1¢ dir liéu binh thuong va bét thuong khac
nhau nham muc dich danh gia), trong d6 gia tri p, 1a gia trl trung binh cua toan bg tap 15i tai tao, Z, latri
thong ké Z cho ngudng trén a% cta phan phdi chuan tic, va o, 14 do 1éch chudn cua toan b tap 13i tai tao.
Trong do, toan bo tap 15i tai tao co nghia 1a bao gom ca tap dit liéu binh thudng duge huin luyén va tip bat
thuong.
Trong pham vi bai ton nay va qua qua trinh thir nghiém, ching t6i ¢6 dinh @ = 0.38. Két qua thuc nghiém
dugc dua ra trong phan 4.4.
3.2.2. Kiém dinh gia thuyét Bayes

Kiém dinh gia thuyét ngay cang duoc sir dung rong rdi trong an ninh mang dé phat hién cac cudc tan
cong bat thuong va cac hanh vi doc hai. Téng quan vé cac phuong phap tlep can khac nhau dé kiém tra
nhiéu gia thuyét duogc cung cp, trong s6 do co kiém dinh gia thuyét Bayes, kiém dinh gia thuyét minimax,
centralized,... [13] Vi kiém dinh gia thuyét Bayes, nguoi ta gia dinh rang xac suat tién nghiém cua M gia
thuyét 1a 7y, 72;, ..., 7T, ;- Va ma tran chi phi {C;}duoc dinh nghia dé danh gia do rii ro cua gia thuyét
trong bai toan [14]. O nghién ctru nay, chung t6i chi dé cap hai gia thuyét H,va H,.
Goi H, 1a phan phdi 18i tai tao ctia 16p bét thuong, H; 12 phan phéi 15i téi tao cia I6p binh thuong, va Y la
cac diem dix lieu. Gia st biet trugc cac xac suat P(Hy) = po, P(Hy) = p1 Va po + py = 1. LUc nay, phan
phoi Y cua 2 gia thuyét trén la:

, fr|Ho), fy (¥|Hq) (7
Ap dung Bayes, ta co:
N fr(¥|Ho)P(Hy) 8
P(HolY = y) = TR0y
N fr(y|H1)P(H,)
P(H Y =y) = T RO (9)

Ta c6 thé dinh nghia ma tran {Ci j} nhu sau: Cyp = 0 |2 rui ro khi du doan bat thuong 1a bit thuong, C;, =
1 1a rui ro khi dy doén binh thuong 1a binh thuong, Co; = 1 larui ro khi du doan bat thuong 1a binh thuong
va Cyp = 0.1 1a rti ro khi dy doan binh thuong la bat thuong. Muc dich ctia kiém dinh gia thuyét bayes la
t6i thiéu hoa trung binh ki vong E[C i j].
M-1 (10)
r(6)=> =,R,(5)
i=0

Trong do, R, (&) 1a rii ro ¢ diéu kién ddi vé6i quy téc quyét dinh & khi biét trude H |, hay
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(11)
R;(6) = ZC.J P, (6(y) =1)
Trong d6 P, (5(y =1)) la xac suat ciia mot quy tac quyét dinh cu thé & dugc du doan 1a H;, trong khi thuc
té1a H,. Mat khac,
1 néu R(Y) > 74(Cio —Cyo) (12)
6(y) = RY) m(Cy—-Ch)
0 cactrwong hop khac,

Vi bai toan cua ching tdi c6 M = 2 nén liic bay gio viée quyét dinh xem géi tin ¢ binh thudng hay khong,
ta chi can so sanh ti 1€ cia

P(H,|Y =y)-C, va P(H,|Y =Y)-C,,. (13)
Néu P(H,|Y)Cyy = P(Ho|Y)Cyy, ta s& coi diém dit liéu d6 1a binh thudng, nguoc lai s& 13 bat thuong.

3.2.3. Kiém dinh gia thuyét Neyman-Pearson

Bai todn Neyman-Pearson 1a mot trong nhitng bai toan toi uvu hoa xac suét phat hién (Pp) (hodc giam thiéu

xac suit bo sot P, = 1 - Pp tuan theo gidi han trén cua x4c sudt canh béo gia (Pr) [15]. Luu ¥ rang:
Pr(8) = P(8(y) = 1) (14)
Pp(8) =P (8(y) =1)

Vi thé, vé mit toan hoc, bai toan kiém dinh gia thuyét Neyman-Pearson Ia:

T6i thiu hoa Py (6) (15)
Rangbudc Pr(§) <a,0<a<1

1=
-
=
3
2
=
=
(L]
Poly) Paly)
D6 15i tai tao
1 " |
T r
Khoang binh thwéng Khodng bét thurdong
Plid . L 1a rét nng YR
) L 1aratnhe 2w — L 1aratlion

Hinh 4: Truc quan van dé ciia bai toan kiém dinh gia thuyét Neyman-

bat :0((31)) : L 1ati s6 kha di, hay con goi 1a ti 1& kha nang xay ra (likelihood ratio), xac sudt bio dong sai
1
(Pp False Alarm) va xéc suat phat hién (Pp) do quy tdc quy€t dinh (decision rules) dinh nghia c6 thé dugc

viet la:

Pp = Py(6(y) = 0), (16)
, , Pp =P (6(y) =0) 17)
Ta c6 quy tac quyét dinh nhu sau:
. Py(y) (18)
0 é >
5(y) = ;=

1 cac truong hop khac

Gia str, khi L rat 16n tai do gia tri xac xuét P, ) rat 16n va P, (y) rat nho. Song, y cang 16n thi dong nghia
v6i viée do 161 tai cAu truc cang 16n nén xéac suét 1a bat thudng cang cao, va nguoc lai.
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Dua vao phuong phap k1em dinh gia thuyet Neyman-Pearson, ¥ tuong cua chlng téi sé chon mot ngudng
y rat 16n, lac nay véi quy tac quyét dinh &Aan nhu luén tra vé 8(y) = 1, tai 46 Pr = Py (6(y) = 0) S& rat
thap. Sau d6 chung toi tién hanh giam dan ngudng, ldc nay cac quyét dinh §(y) = 0 sé tang khién cho
Pr = P,(8(y) = 0) ting dan dén khi Pr < a (V&i a 1a ngudng tin cdy duoc chon ban du) va tim ra ngudng
¥ khi Py 1216n nhat. Qua thuc nghiém, ngudng tin cay a = 0.02 s& dua ra két qua tot nhat.

4. PANH GIA

4.1. Bj dir liéu NSL_KDD va huéng xir Iy

4.1.1. By dit lieu NSL_KDD

Bo6 dit liéu nay duoc tao bi“mg cach thu thap Iuu luong mang (sir dung tcpdump) ciia mét hé théng mang
md phong céc loai tan cong khac nhau [16]. Trong khi d6, KDD99 1a phién ban trich xuat dic trung ctia bd
di liéu DARPA. NSL-KDD la phién ban dugc loai bd va giam kich thudc ctia by dir liéu KDD99. Trong
bai bao nay chlng toi sir dung tap dir liéu NSL-KDD dé huan luyén va kiém thir md hinh [17]. Bo dit liéu
NSL-KDD gom 2 tap dit liéu 1a KDDTrain+ va KDDTest+, tong cong gdm c6 148516 dong va 43 cot, tap
dir lidu KDDTrain+ gdm 125973 dong va 43 cot (twong duong khoang 85% b dit liéu) va tap dit liéu
KDDTest+ gdm 22543 dong va 43 cot (tuong duong khoang 15%).

Trong bai bao nay, chung tdi sir dung tap KDDTrain+ dé huan luyén, ding KDDTest+ dé kiém thir va liy
két qua.

4.1.2. Huéng xu ly

Dé xur dung dit liéu NSL-KDD cho mé hinh b tw ma hoa, can dua dit liéu vé dang sb thay vi nhu hién tai
la s6 va chit (cua tap dit liéu). Hudng xir Iy cua chung toi s& bao gém loai bo hai ¢t num_outbound_cmds
va difficult level vi hai cot nay khong cé ¥ nghia. Sau d6 ap dung ma hoa One-Hot cho cac cot la kiéu
dinh tinh (kiéu chir) dé di liéu cudi cung thanh dang sé, roi 4p dung chuan hoa Min-Max dé dwa di liéu
vé khoang [0, 1], viéc chuan héa nay ap dung cho cac cot la kiéu sé ban dau va dit liéu vira dugc One-
Hot.

0.012

0.010

0.008

0006

Mean Squared Error

0.004

0.002

0.000

0 1 2 B 4 S0 & 7
543 lugng epochs
Hinh 5: Sy thay déi cua d6 13i trung binh binh phuong sai
s0 theo moi lan huan luyén cua mé hinh

Bén canh do, vi bai toan caa chung toi 1a bai toan phan Iép nhi phan, nén dir liéu bét budc chi thugc hai
loai. Chung t6i quy dinh hai loai nay 1a bdt thirong va bink thuwong. Trong dit liéu, nhan bink thirong s& ¢6
gia tri 1a normal, con nhan bdr thirong s& la tit ca nhan con lai, bao gom: nmap, land, smurf, rootkit,
loadmodule, buffer_overflow, pod, back, ipsweep, spy, teardrop, imap, warezmaster, ftp_write,
guess_passwd, satan, multihop, portsweep, phf, warezclient, neptune, perl.

Sau cac budc xu ly trén, tap dir liéu KDDTrain+ tré thanh 125973 dong va 146 cot. Va tap KDDTest+ tro
thanh 22544 dong va 146 cot.

4.2. Hun luyén mé hinh Autoencoder
Déi voi viée hién thue mo hinh bo ty ma hoa khong giam sat, chung toi st dung tensorflow lam cong nghé
chinh dé trién khai. So epochs toi da chung t6i dé toi da 1a 1000, sir dung mini batchsize véi moi batch size
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1a 64, voi phuong thire danh gia d6 15i 1a trung binh binh phuong sai sé dé téi wu L(x, x"), chung toi st
dung thuat toadn t0i wu Adam. Ngoai ra, dé tranh viéc qué khép ctia mo hinh, chiing t6i sir dung dung som.
Nhu trong hinh 5 d6 15i da giam xudng dudi mirc 0.002 va 6n dinh trong nhitng epoch 40 tro di, nén mo
hinh d4 huén luyén xong trong hon 70 epochs ma khong can chay dén t6i da s6 epochs xac dinh trudc.
4.3. Cac phwong phap danh gia by phan l6p

Bai toan ctia chiing t6i sit dung mo6 hinh bd ty ma hoéa khong giam sat dé tai tao lai tap dir li€u duoc dua
vao, sau d6 ding mot trong ba phuong phép dugc trinh bay trong phan 3.2 dé phan 16p dit liéu tir tap 16i tai
tao da tinh trudc. Luc nay, bai toan khdng gidm sat trd thanh bai toan phan 16p nhi phan cé gidm sat véi hai
16p 14 binh thuong va bét thudng.

D~é danh gia tong quan két qua, chiing t6i sir dung cac thang do: do chinh xéac, auc, f1 score va ma tran nham
lan.

Negative (0} Positive (1)

™ Fp Negative (0)
Gia
tri

thue

FN TP Posiiive (1)

Gia tri dw dean

Hinh 6: C4u trac cia ma tran nhim 13n v&i 4 gia tri TN,
FN, FP va TP.

Negative (0) Positive (1)

TNR=TN/{TN+FP) | FFR=FP/ (TN +FP) | Negative (0)
Gia
tri

thwe

FNR=FN/{FN+TPF) | TPR=TP/(FN+TP) | Positive (1}

Gia tri dw doan

Hinh 7: C4u tric cia ma tran nhdm 1an duge chuin hoa véi 4 gia tri
TNR, FPR, FNR va TPR

4.3.1. B0 chinh xac
Thang do do chinh xac la thang do don gian nhat, xac dinh ti 1¢ bao nhiéu gia tri dugc dy doan khép véi
tap gia tri da biét. Bo phan 16p ctia mo hinh cang tdt s& cho két qua accuracy cang cao.
4.3.2. Ma trin nham lan
Ma tran nham 1an c6 thé cho chung ta biét duoc cac thong tin cu thé hon vé két qua dy doan so voi thyc té
ctia mé hinh [18]. Hinh 6 md ta dang ma trdn nhiam 14n duoc sir dung trong bai toan cta chiing toi. Cac 6
chtra céc sb lwong cia gia tri twong tng.
Trong bai toan phat hién bat thuong clia ching toi, s lugng cac gia tri phan 16p chi c6 2, nén nguoi ta hay
dung Positive (P - duong tinh) va Negative (N - &m tinh), Negative dé ki hiéu cho mét 16p c6 vé nghiém
trong hon 16p con lai khi dem vao mot bai toan cy thé nao d6 [18], ma trong bai toan nay, 16p nghiém trong
hon 12 16p abnormal - bét thuong. O hinh 6, bén gié tri duoc thé hién 1an lugt 1 True Negative (TN), False
Negative (FN), False Positive (FP), va True Positive (TP). Con ¢ hinh 7, md ta dang ma tran nham 1an duoc
chuin hoa, ki hiéu R 14 ti 1& (rate).
Phan két qua s& trinh bay trén ca hai dang ma tran nham 1an.
4.3.3. F1 Score
F1 duoc cAu tao tir Precision va Recall. Mot md hinh phan I6p dugc danh gia cao khi ca Precision va
Recall déu cao. 2 chi sé nay thap déu kéo F1 score xudng. Trudng hop xau nhét khi 1 trong hai chi s6
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Precison va Recall bﬁng 0 s& kéo diém Fl-score vé& 0. Truong hop tot nhat khi ca diém chi s déu dat gia
tri bang 1, khi d6 diém F-score s¢€ la 1. Cong thurc s la:

TP
Precision = TP + FP (19)
TP
Recall = —— 20
A T TP+ PN (20)
precision X recall
F1=2 (21)

precision + recall

4.3.4. AUC

Dién tich du6i duong cong (AUC) la thude do kha nang phan biét gilta cac 16p ciia mot bo phan 16p Va
dugc str dung nhu mot ban tém tit ciia duong cong ROC. AUC cang cao, hiéu suat ciia mo hinh cang tot
trong viéc phan biét giita cac 16p bdt thirong va binh thuong.

4.4. Két qua

Dé kiém tra d6 tot cia mo hinh bd ty ma hoa hoc khong giam sat, chung t6i dua ca tap dir liéu NSL-KDD
da xir Iy (bao gdm ca tap dir liéu binkh thuwong da huan luyén va tap dit liéu bdt thuong chua huin luyén)
vao md hinh dé nhan dugc két qua tai tao. Sau do, ching toi tinh d6 15i tai tao va dem vao 3 phuong phap
phan 16p duge trinh bay & trén phan 3.2. Két qua dudi dugc thuc nghiém trén bo dir liéu KDDTest+.

Do chinh xéc cta ba phuong phap dugc trinh bay trong bang 1.

Bang 1: B¢ chinh x4c cta cac phuong phap phan 16p dugc st dung trong bai

Phuwong phap Do chinh xac
Phan ngudng theo 6, 94.26%
Phéan ngudng theo Bayes 96.29%
Phan nguong theo Neyman-Pearson 96.39%
Trung binh (ca 3) + d6 léch chudn (ca 3) | 96.65 + 0.98%

Theo nhu hinh 9, ca 3 phuong phap phén 16p déu co sé luong FN thap va FP cao hon, diéu ndy dung véi
tiéu chi "tha phat hién nham con hon bo sot" chiing t6i da dé cap. Ti 1é du doan sai ¢ hinh 10 ctia cac phuong
phap dugc trinh bay 1an luot 1a: ngudng cai dat trude (FNR + FPR = 5.23%), kiém dinh gia thuyét Bayes
(FNR + FPR = 6.24%), va kiém dinh gia thuyét Neyman-Pearson (FNR + FPR = 6.34%).

TPR

FPR
Hinh 8: M6 ta AUC

54



Téc gia : Nguyén Van Anh Tudn va Cong su
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Hinh 11: Biéu d6 phan phdi dir lidu tai cau trac va vi tri cia ngudng
Déi v6i phuong phap sir dung ngudng 6, str dung tryc tiép 18i tai tao dé so khop, nén co thé hinh dung
don gian thong qua hinh 11. Ngudng mau den s& phén chia thanh hai 16p dir liéu, néu 16i tai tao nho hon
hodc bang ngudng thi sé dugc phan la binh thuong, nguoc lai sé 1a bat thuong.

Kigm dinh gia thuyét Neyman-Pearson

Ngudng cai dat trudc Kigm dinh gia thuyét Bayes

= o =
(= (=] (=
B =3 B
2 = 2
£ £ £
= ] im
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(%]
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5z 2 g
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05 =} k=l
r= = r=
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bt thuang binh thugng bat thung binh thudng Lt thuang binh thudng
FN + FP = 1294 FN + FP = 836 FN + FP = 813
Gia tri du dodn
Hinh 9: Ma tran nham lan ctia ba phuong phap phén loai
Ngudng cai dat trudc Kigm dinh gia thuy&t Bayes Kigm dinh gia thuy&t Neyman-Pearson
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bat thudng binh thugng bat thudng binh thuang bét thuiing binh thutng
FNR + FPR = 11 64% FNR + FPR = 6.51% FNR + FPR = 6.34%

Gia tri du dodn
Hinh 10: Ma tran nham Ian da chuén héa cua ba phuong phap phan loai

Kiém dinh gia thuyét Bayes khong truc tiép sir dung 16i tai tao trén dé so khdp, thay vao do, phurong phap
s& tinh toan va so sanh hai dai lugng: P(H,|Y)Cy; Va P(Hy|Y)Cyo. Néu P(H,|Y)Coy = P(Hy|Y)Cyp thi s&
dugc coi 1a binh thuong, ngugc lai thi bat thuong. Hinh 11 mé ta cac dai lugng nay.

Kiém dinh gia thuyét Neyman-Pearson ciing giéng nhu kiém dinh gia thuyét Bayes, ciing khong st dung
tryuc tiép 13i tai tao ma sir dung ngudng y da thir nghiém va so sénh trén dai luong L = Py(y) /P, (). Dit
lidu s& dugc phan 1a binh thuong khi ndm bén trai ciia ngudng, nguoc lai s& 1a bat thuong. Hinh 13 minh
hoa ti s6 kha di L va ngudng.
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Hinh 12: Biéu d6 thé hién phan phdi ctia hai dai lugng trong kiém dinh gia thuyét Bayes

Truc quan nguiing cia phuang phap ki€m dinh gia thuy&t Neyman-pearson
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Hinh 13: M6 ta phan phéi dai lugng L va vi tri cua ngudng trong kiém dinh gia thuyet Neyman-
Pearson. Hinh ¢ duéi mé ta k§ hon vé vi tri ciia ngudng trén truc toa d6 ngén hon.

Ngoai viéc ty so sanh két qua & trén, ching toi con so sanh két qua véi mot vai phuong phap khac cé cung
bo dir liéu NSL-KDD, thuc nghi¢m trén KDDTest+. Két qua duoc trinh bay ¢ bang dudi day, don vi (%).

Bang 2: So sanh 3 phuong phap ctia ching t6i vai cac phuong phap khac

Phwong phap | AUC | D) chinh xac | F1-Score
Jorge Meira va céng su [19]
Isolation Forest | 8171 | - EE
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K-Means 84.76 - 55
1-Nearest Neighbor 84.85 - 60
B0 tu ma hoa 83.65 - 63
Scaled Convex Hull 85.30 - 66
Support Vector Machines 83.14 - 65
Wen Xu va cong su [20]
Bo tu ma hoa 5 16p + xu ly dir liéu ngoai lai \ - \ 90.61 | 92.26
Cosimo leracitano va cong su [4]
Bo6 tu mi hoa phan loai nhi phan \ 84.21 \ - | 81.98
Cia chang toi
B tw ma héa + phian ngudng theo 0, 94.11 94.26 93.31
B tw mi héa + kiém dinh gia thuyét Bayes 95.69 96.29 95.50
B tw ma hoéa + kiém dinh gia thuyét Neyman-Pearson 96.81 96.39 95.63

5. KET LUAN VA HUONG NGHIEN CU'U TUONG LAI

Trong bai bao nay, chiing t6i di dé cap dén bo ty ma hoa khir nhidu va su dung két hop vé6i 3 phuong phap
phan 16p: ding mot ngudng 6, dung kiém dinh gia thuyét Bayes va ding kiém dinh gia thuyét Neyman-
Pearson. Sau khi thir nghiém, thu duoc két qua do chinh xac trung binh va d6 1éch trén 3 phuong phap 1a
96.65 + 0.98%. Trong tuong lai, chiing t6i s& tap trung vao viéc cai tién hon nita bang cich sir dung, so
sanh két qua ciia thudt toan trong bai toan phan 16p da 16p. Bén canh do, tich hop cac ky thuat méi vao IDS,
gitip cho hé thong nay khong chi dimg 6 mirc dy dodn tan cong ma tham chi con c6 thé phat hién ngay 1ap
ttc va phan tng lai cic tin cong dang dién ra tai thoi diém do.
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USING BAYESIAN AND NEYMAN-PEARSON HYPOTHESIS TESTING FOR
AUTOENCODER TO DETECT ANOMALIES IN NETWORK SECURITY

NGUYEN VAN ANH TUAN *, DINH HOANG HAI DANG, TRAN NAM BA,
NGUYEN THI THANH HOA, TRINH THI BAO BAO, PHAN LE HOANG VIET,
NGUYEN CHI KIEN, NGUYEN HUU TINH
Faculty of Information Technology, Industrial University of Ho Chi Minh City
“Corressponding author: nvatuan3@gmail.com

Abstract. An autoencoder is an unsupervised learning model whose parameters are finetuned so that the
output vector is as close as possible to the input vector. In this paper, we use the autoencoder model to
detect abnormal (attack) connections from normal connections on the Internet. The reconstruction error of
the autoencoder will be used to classify connections into two classes: normal connections and abnormal
connections. We present three methods to classify the connections: using a given threshold, Bayesian
hypothesis testing, and Neyman-Pearson hypothesis testing. On the NSL KDD dataset, the average
accuracy achieved by the three methods was 96.65 + 0.98%.

Keywords. Autoencoder, Bayesian hypothesis testing, Neyman-Pearson hypothesis testing, anomaly
detection.
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