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Tém tit. Ngay nay, mang xa hoi (MXH) két nbi con ngudi trén toan thé gidi, rit ngan khong gian, thoi
gian va thiic day su giao luu hop tac qudc té, 1a kho kién thirc phong pht va da dang. Nhitng gia tri tich cuc
cliia mang xd hoi mang lai 1a khong hé nho trong thoi dai cong nghé s6. Tuy nhién, bén canh nhiing hitu ich
do, thuc té cho thay, mang x& hoi con ton tai cac mit tiéu cuc nhu sy lan truyén cac thong tin bia dit, bop
méo sy that, xuyén tac van dé, “doi trang, thay den”, xuyén tac su that lich str, phu nhan Chu nghia Mac -
Lénin, tu tedng HO Chi Minh, chéng pha duong 16i, chu treong, chinh sach cia bang, Nha nudce. Nhing
thong tin nay dugc xem 1a thong tin xau, doc trén mang xa hoi. Nghién ctru nay nhiam khéc hoa buc tranh
tong thé vé thuc trang str dung mang xa hoi ¢ Viét Nam trong giai doan hién nay, trong d6 c6 ddi tuong la
hoc sinh, sinh vién Viét Nam, qua d6 giup hoc sinh, sinh vién nhan dié€n va phong tranh cac thong tin xau,
ddc trén mang xa hoi, tranh bi cac thé luc xau loi dung.

Tir khéa. Mang x3 hoi, Sinh vién, Thong tin x4u, doc

THE IDENTIFICATION AND AVOIDANCE OF BAD AND MALICIOUS
INFORMATION ON SOCIAL NETWORKS FOR STUDENTS THESE DAYS

Abstract: Nowadays, social networks bridge people around the world. They are not only space-saving but
also time-saving, which absolutely promote international cooperation exchanges and give mankind huge
and diverse knowledge. There is no room for doubt that social networks bring numerous benefits for our
society. Nevertheless, besides the advantages, there are always negative sides which need to be concerned
to avoid the misuse of bad objects with fabricated information, distorting a truth and issues, “turning white,
replacing black”, misrepresent historical facts, denying Marxism-Leninism and Ho Chi Minh’s thought -
Minhism, fighting against orientations and policies of the Party and the State. These kinds of information
mentioned above are concerned on bad and malicious information. This study illustrates the overall picture
of the current usage of social networks in Viet Nam. The primary object of this study is Vietnamese student
in particular. The goal of this study is to help students identify and avoid bad and malicious information
from social networks and prevent students from being abused by opposite forces.
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1. PAT VAN DE

Mang xa hdi (social network) 1a dich vu ndi két cac thanh vién cung sé thich trén internet lai voi nhau, voi
nhiéu muc dich khac nhau khéng phan biét khong gian va thoi gian (con goi 1a mang xa hoi 40).

Trong nhiing nim gan diy, mang xa hoi (MXH) c6 budc phat trién manh mé, tac dong 16n dén moi mit
doi séng kinh té, xa hoi & hau hét cac qubc gia trén thé gidi, trong d6 c6 Viét Nam. Tai Viét Nam, cac
MXH bit dau du nhap tir nhimg ndm 2000 dudi hinh thirc cac trang nhat ky dién tur (blog). Theo théng
ké ciia Vién Chién luoc Thong tin va Truyén thong (BO Thong tin va Truyen thong), nam 2018, Viét
Nam c6 khoang 360 MXH cua t6 chtrc, doanh nghiép trong nudce duge cap phép hoat dong, voi 55 triéu
nguoi st dung MXH, chiém khoang 57% dan s, trong d6 ngudi sir dung MXH qua di dong xap xi 50
triéu nguoi. Vé thoi lu’ong su dung, nguoi Viét Nam vao MXH hon 2,5 gio mdi ngay. DPéi tuong su dung
mang internet thuong xuyén nhét 1a nhom Ira tudi tir 15-40 tudi. Nnom ddi twong nay chu yéu la hoc
sinh, sinh vién va nguoi lao dong. Nhin chung, ho 1a nhing nguoi tre, cd diéu kién tiép can v6i may tinh
va mang internet, nhanh nhay trong viéc tiép thu nhing tién bo khoa hoc cong nghé ciing nhu nhirng trao
luu méi trén thé gisi [1].
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Hién nay, MXH dang dugc st dung ngay cang rong rdi, boi vi nhiing loi ich tuyét voi do xu thé nay dang
mang lai ma ching ta khong thé phu nhan. Nhimg loi ich d6 c6 thé ké dén 1a: (1) Cép nhat tin tuc, kién
thirc, xu thé méi nhit cua cc cic van d& ma ca nhan yéu thich; (2) Cai thién chat luong va tde do cac co
quan béo chi dang tai thong tin va cap nhat nhiing tin ttrc, dong thoi tiép nhan nhanh chong cac y kién phé
binh, gop ¥ tir ngudi doc; (3) D& dang két ndi véi ban be, gia dinh, cong déng va hoa nhap quéc té thong
qua viéc thuong xuyén cap nhat thong tin, hinh anh, trang thai, cam xtc,...; (4) Cai thién, néng cao ky
nang sdng, kién thirc ctia khi sir dung MXH nhu ty hoc veé ngoai ng, nau an, sira chita, giao tiép, tam 1y,
thé thao...; (5) Thu4n tién trong kinh doanh, quang cdo, tiét kiém kinh phi, thoi gian, strc lao dong va than
thién v6i moi trudng; (6) La phuong tién dé giai tri nhu nghe nhac mién phi, xem phim online, choi tro choi
dién tr tryc tuyén, .... Ngoai ra, riéng dbi véi sinh vién, nhimg tién ich ma MXH mang lai con c6 nhiéu y
nghia tich cuc khac nhu nang cao hiéu qua hoc tap, giao tiép va tim kiém co hoi nghé nghiép,.... Thong
qua MXH, sinh vién c6 thé lién két hop tac voi nhau thanh cac nhom cling so thich, cing su quan tam, ciing
¥ nguyén co thé gip gd, trao d6i trén mang, 1am co so thuc hién nhimng hanh dong thuc tién, 6 ¥ nghia tich
cuc nhu: to chire cac hoat dong tir thién nhan nhimng ngay L& Tét, gitip d& tré em duong phd, to chire nhiing
hoat dong sinh hoat van hoa lanh manh; lap ra nhiing trang gitp d& nhau hoc tap tleng anh hodc cac mon
hoc chuyén nganh.

Bén canh nhirng tién ich néu trén, MXH con tdn tai nhiéu mat tiéu cuc, mang thong tin xuyén tac, kich dong,
bdi nho, ndi x4u,... Dic biét, cac thé luc thu dich va t6i pham lgi dung MXH 1am céng cu dac Iuc cho cac
hoat déng pha hoai tu tudng, “din bién hoa binh” nhim chéng pha Pang, Nha nudc ta, didu d6 dit ra khong
it kho khan, thach thuc cho cong tac quan ly thong tin trén MXH.

Nhirng tién ich ma MXH mang lai nhu str dung n6 trong hoc tép, giao tiép va tim kiém co hoi nghé nghiép,
lién két hop tac v6i nhau thanh cac nhom nguoi c6 cung s¢ thich, cung sy quan tam, cung y nguyén co thé
gap g0, trao 601 trén mang rdi tién t6i to chirc cac hoat dong tur thién nhén nhimg ngay 12 tét, gitp do tre
duong pho, td chue nhiing sinh hoat van héa lanh manh; nhiéu nhom chia sé s& thich du lich két hop viéc
lam tr thién & vung cao bién gidi héo lanh... Tuy nhién, bén canh sy nang dong, nhiét huyét cua hoc sinh,
sinh vién hién nay con c6 cac han ché nhét dinh. Trong d6, han ché vé phat hién va ngan chan cac thong tin
xau, doc trén mang x4 hoi hién nay, true han ché nay cac ddi trong chdng phé Pang va Nha nudc da loi
dung hoc sinh, sinh vién dé thue hién muc dich cta chlng.

Trén cac trang MXH trong thoi gian qua lién tuc xudt hién hién twong mot sb hoc sinh, sinh vién da ding
tai, chia s¢, binh luén trén MXH, nhét 13 facebook, nhirng thong tin phlen dién, thiéu chinh xéc, chua dugc
kiém ching, hodc thong tin vé nhung vu vige dang trong qua trinh diéu tra, chua co két luan chinh thirc. .
dan dén tam 1y hoang mang, phan tng trai chiéu trong du luan xa hoi, tao co hoi cho cac the luc thu dlch
va cac 601 tuong phan dong, cuyc doan chinh tri tuyén truyén xuyén tac, chong pha gy mat 6n dinh chinh
tri, kinh té, xa hoi. Nhitng thong tin bia dat, bop méo su that, xuyén tac van dé, “ddi trang, thay den”, lam
13n 16n ding sai, that gia hodc c6 mot phan su that nhung duge dua tin véi dung ¥ x4u, phén tich va dinh
huéng du luan bang ludn diéu thu dich. D6 1a cac dang thong tin ¢6 ndi dung khong phu hop vé chudn muc
dao durc, van hoa, thudn phong my¥ tuc va trai v6i quy dinh cua phap ludt nhu: kich dong bao luc, bdi nho
doi tu, vu khdng...; thong tin sai trai, doc hai co tinh chat t6i pham tin hoc nhu: lira dao trén mang, danh
cip thong tin, mat khau, tan phat vi rit... Nhirng thong tin ndy dugc goi la thong tin xau, doc trén MXH
hién nay. Do vdy, nghién ctru vi€c nhén di¢n cac thong tin xau, doc trén MXH dbi véi hoc sinh, sinh vién
trong giai doan hién nay, qua do, dua ra cac giai phap phong va tranh 13 van dé mang tinh cép thiét va c6 ¥
nghia thyc tién.

2. TONG QUAN CAC CONG TRINH NGHIEN CU'U CO LIEN QUAN

Thong tin x4u, doc trén mang internet da xuét hién tur 1au. Tuy nhién, tir khi cudc cach mang cong nghé )
bung nd véi sé lugng cac MXH phat trién nhanh, thém vao d6 1a s6 luong ngudi dung ting trong d6 hoc
sinh, sinh vién 1a ddi tuong st dung chiém ti 18 cao, cac thé luc phan dong da s dung MXH dé thuc hién
4m muu cua minh. Trudce tinh hinh d6 d3 c6 nhitng nghién ctru dé nhim dua nhiing s6 liéu cu thé vé thuc
trang st dung MXH, cling nhu gitip cho nguoi st dung MXH phong tranh truéc nhitng thong tin khong
chinh xac.

Nghién ctru cua tac gia Nguyén Thi Lan Huong vé& “thuc trang s dung mang xd hgi cua thanh thiéu nién
& Viét Nam hién nay (http://vanhien.vn)” da phan tich thyc trang vé viéc sir dung MXH ctia thanh thiéu
nién, trong d6 c6 hoc sinh, sinh vién Viét Nam. Tac gia Nguyén Nham, “Phong chong théng tin xdu djc
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trén mang xd hoi (http://lyluanchinhtri.vn)” da nghién ciru dua ra thuc trang st dung va nhan dién thong
tin xau, doc trén MXH dé gitip can bo, dang vién ¢ cach nhin tong quat va tranh nhiing thong tin trai chiéu
trén MXH hién nay. Ciing nghién ctru vé van dé nay PGS, TS Tran Nam Chuan - Ths L& Vin Nam ciing
d3 dua ra nhitng giai phap “ngdn chan théng tin xdu doc trén MXH (http://cand.com.vn)” nham gitip cac c4
nhan st dung chui dong phong tranh.

3. THUC TRANG SU DUNG MANG XA HOI O VIET NAM HIEN NAY

3.1 Cac mang xi hdi phd bién va sé nguoi sir dung

Dén ‘nay, trén thé gi6i co6 nhidu MXH phé bién, dugc nhiéu nguoi sir dung hing ngay, 1am phwong tién giai
quyét cong viéc, giai tri, trao d6i thong tin ¢4 nhan. Theo thong ké cua https://socialmedialist.org, tinh dén
thang 01/2019, c6 hon 250 MXH phé bién dang c6 dong s6 lugng nguoi str dung [2]. Bén canh do, theo
thong ké cua trang web https: //www statista.com vé sd liéu thdng ké vé cac trang mang phd bién nhit trén
thé gidi duoc xép hang theo s6 lwong tai khoan dang hoat dong, dén thang 4/2019, Facebook 1a tmg dung
dan dau, 1a trang MXH dau tién vuot qua mirc 1 ty tai khoan ding ky va hién dang dat mirc gan 2,320 ty
ngudi ding hoat dong hang thang [3]. Cu thé nhu sau:

Biéu d6 thong ké cac mang xa hdi phd bién trén thé giéi hién nay
(thong kﬁ theo so luwgng qgu’(‘)’i dung) . tri¢u nguoi
Facebook, 2,320

You Tube, 1,900
What'sAPP, 1,600
Messenger, 1300
WeChat, 1,098
Instagram, 1,000

Reddit, 330
330
320
303
300
300
287
260
250
250

- 500 1,000 1,500 2,000 2,500
Nguon: https://www.statista.com (tac gia lam méi)

Vé s6 lugng nguoi ding MXH trén thé gidi, theo théng ké cua trang web https://mww.dammio.com, tinh dén

thang 01/2018, thé giéi c6 hon 4 ty ngudi dung internet chiém 53% dén s6 thé giGi va c6 hon 3 ty ngudi sir dung

MXH chiém ti 18 42% [4]. C6 thé khai quét vé s6 ngudi sir dung MXH trén thé giGi hién tai nhu sau:

o o Su dung Nguoi dung
: , Ngudi dung Ngudi dung dién thoai di MXH trén
Tong dan s6 Internet MXH i déng di dong
the gioi ) ’
. a . i £ m .
: 4021 ty 3.196 ty 5135ty 2.958 ty
7593ty Truy cap 53% Truy cap 42% Truy cap 68% Truy cap 39%

Ngudn: https://www.dammio.com (tac gia lam méi)
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Tai Viét Nam, voi su phat trién manh mé cua cong nghé, MXH dong gop mot phan khong nho dua nguoi
Viét Nam hoa nhap vai thé gi61. Da c6 hang tram MXH dang hoat dong s61 ndi, c6 ca MXH trong nudc va
cac MXH nudc ngoai. Theo so liéu ctia ComScore - mot trong nhiing cong ty dan dau the gidi vé do luong
va danh gia hiéu qua cac giai phap marketing truc tuyén, bao cao ve thi truong truc tuyen tai Viét Nam va
chiu A d3 cong bo, Viét Nam hién 1a mot trong nhitng qubc gia ¢ dan sb truc tuyén 10n nhat tai khu vuc
ASEAN.

Hoc sinh, sinh vién Viét Nam dang st dung caic MXH c6 d¢ pht séng toan cu nhu Facebook, Instagram,
Youtube, Twitter, Myspace... va mot sb mang noi dia nhu Zingme, Go.vn, Yume.vn... voi nhiéu tién ich
dap tng duoc cac nhu ciu ca nhan trude nhimg tién ich MXH mang lai. Trong danh séch cac MXH ké trén
c6 I& ndi bat nhit van 1a Facebook, sau d6 t6i youtube véi tinh ning hd tro xem va chia sé video hién 1a
trang mang c6 lugng ngudi dung 16n thir hai & Viét Nam (56,3%); ding thir ba 1a Instagram (24,5%) chuyén
xem va chia sé anh; Zingme (16,8%); cac mang Viber, Zalo chiém ty 1€ 10% va cac MXH chiém ty 1€ thép
vé nguoi ding nhu Twitter, Myspace, Gov.vn.

Theo s6 liéu méi nhat tir Lién Hop Qudc, tinh dén ngay 22/04/2019, dan s6 Viét Nam 1a 97.249.676
nguoi. Chiém 1,27% dén s thé gidi va dang ding thir 14 trén thé gidi trong bang xép hang dan s6 cac
nudc va ving lanh thé [5].

Tinh dén thang 10 nam 2018, Viét Nam c6 64 triéu nguoi dung internet chiém 67% dan sd. Vé sir dung
MXH, Viét Nam c6 dén 55 triéu nguoi ding dang hoat dong, dat ti 1¢ 57% nguoi dung internet. Tuy nhién,
néu chi xét riéng vé MXH Facebook, Viét Nam xép thir 7 trong s6 cac qudc gia c6 ngudi ding, voi 59 triéu
nguoi dung vao thang 7 nam 2018 [4]. S6 lidu nguoi dung MXH ¢ Viét Nam dugc thé hién cu thé nhu sau:

. . g N St d Nguoi du
Viét Nam Internet MXH di déng di dong
97.24 triéu 64.00 triéu 55.00 triéu 70.03 triéu 50.00 triéu

Truy cap 67% Truy cép 57% (t Truy cap 73% Truy cap 52%

3.2 Muc dich sir dung mang xa hi

Muc dich ctia mdi ngudi khi tham gia MXH hét stic phong phu, da dang, song c¢6 nhimg muc dich co ban nhu
sau: tim kiém, cap nhat thong tin xa hoi (66,3%); lam quen vo61 ban moi, gitr lién lac voi ban cti (60%); lién lac
v6i gia dinh, ban bé (59%). Nhitng nhu cu nay cht yéu xuat hién thanh, thiéu nién boi vi ho dang trong do tudi
nang dong, nhay bén, sang tao, luén hudng tdi cai mai, cai khac biét va dac biét [6].

Phan 16n hoc sinh, sinh vién séng xa gia dinh (di hoc, di lam) nén viéc két noi, thiét 1ap va duy tri cac mdi
quan hé (truc tuyen) v6i nguoi than, ban bé s& tré thanh nhu cau thlet yéu cta mdi c4 nhan. Muc dich chiém
ty 1€ cao chu yéu nham phuyc vu cho nhu cau giai tri, day 1a nhu cau dugc cc chuyén gia tim 1y nhan dinh la
¢6 chi sb cao trong giai doan phat trién tam 1y & Itra tudi nay. Bang cach, tan hudng nhimg thi vui cude song
va khang dinh cai toi ban than, do la chia s¢ thong tin (hinh anh, video, status) v6i moi ngudi (54,0%) va de
giai tri (49,5%). Muc dich tiép theo, MXH duoc xem 13 mét cong cu hd trg cho hoc tip va 1am viée, chiém
(44,7%). Ngoai ra, mot bo phan hoc sinh, sinh vién con st dung MXH véi nhiéu muc dich khac nhu: mua
sam online (30 7%); tim kiém viéc 1am (21,7%), hodc ban hang online (13,7%)...[6].

Nhu vay, véi nhiéu tng dung tién ich khac nhau, céc trang MXH da dap tng dugc gan nhu day da cac muc
dich, nhu ciu cua hoc sinh, sinh vién trong thoi dai cong nghé sb hién nay. Viéc ding ky tham gia vao mot
MXH khé don gian va dé dang cho hau hét cac ddi twong ngudi ding nhu: mién phi thanh vién, co thé truy
cip bét ctr khi ndo va & dau chi can c6 két ndi internet.
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3.3 Péi twong két ndi mang xi hoi

MXH gi6i tré st dung hién nay khong chi c6 cac mo1 quan hé véi gia dinh, ban be, dong nghiép, nguoi
quen ma dic biét ho con thiét lap mang ludi két n6i v6i nhitng nguoi xa la khong he quen blet ngoai doi
thue song c6 cung s¢ thich, cung méi quan tam, ddng cam hay chia sé v6i nhau vé bat cir van dé gi do
ctia cudc sdng va xa hoi. Doi twong két ndi cua gidi tré ngay cang da dang, tao nén sy dan xen day dac
va d0 rong khong gidi han trong mét khong gian do, & d6 khong hé bj ngin cach bsi bt ctir mot bién gidi
nao. Top 3 ty 1& cao nhét trong cac dbi tuong két ndi ciia hoc sinh, sinh vién hién nay la: Nhimng ngudi
ban cung 16p, cung qué (90,2%); gia dinh, ho hang (81,3%); nhitng ngudi ban trong cdc nhém xa hdi
khac (48,2%) [6].

3.4. Pia diém va phwong ti¢n sir dung mang xa hgi

Hoc sinh, sinh vién c6 thé st dung MXH & bat ctr noi dau c6 két ndi internet, ddc biét khi cong nghé wifi
dang ngay cang tré nén phd bién & khip noi. Ty 1¢ st dung MXH cao thudc vé nhiing khéng gian ma & d6
sinh vién c6 quy thoi gian ranh réi kha nhiéu nhu: Tai nha chiém ty 18 cao nhét (95,8%), truong hoc (17,3%).
Hai dia diém c6 ty 1& truy cap MXH thap nhat 1a quan net (9,5%) khi muc dich cta phan 16n cac sinh vién
dén day dé choi game online va thu vién (2,8%) [6].

Tén suit st dung MXH ciia hoc sinh, sinh vién dang c6 xu huéng ngay cang gia ting, bai ho c¢6 thé truy
cap moi luc, moi noi nho sé hitu cac thiét bi cong nghé hién dai. Hoc sinh, sinh vién truy cip MXH nhiéu
nhat thong qua dién thoai di dong thong minh chiém (85,3%). Ngoai ra, con truy cip vdi cac thiét bi cong
nghé khac nhu: May tinh xach tay (24%), méy tinh dé ban (20,5%), hodc may tinh bang (6,8%) [6].

3.5. Ngon ngir sir dung mang xa hoi

Hoc sinh, sinh vién st dung ngdn tur trén MXH khi viét dong trang thai, tan gﬁu, binh luén theo nhitng cach
riéng cua ho dang duoc xem nhu mot sy thé hién c4 tinh hay su khac biét vai nhitng ngudi khac trong cong
ddng mang. Hién nay hoc sinh, sinh vién thuong sir dung hoan toan tiéng Viét dé giao tiép trén MXH chiém
ty 1& cao nhat (45, 7%). Tuy nhién, can luu ¥ tiéng Viét dung dé giao tiép trén MXH cua hoc sinh, sinh vién
hién nay khong thudn nhat nhu vén tleng Viét truyén thong ma ho di ty “sang tao” cho minh mét kiéu/loai
ngon ngit riéng khong theo quy chuan cua tleng Viét, duge goi ndm na la ngdn ngfr teen [7]. Trong nhiéu
truong hop, tiéng Viét dugc cac ban tre thay dbi tir cach viét dén ciu truc cau, cao hon 1 ¢b tinh viét chéch
am, sai 1 chinh ta... Két hop tiéng Viét v6i ngon ngit khac (tiéng Anh...) chiém ti 1¢ (38,8%), hodc nhiing
cach viét sang tao, viét tit, sir dung tiéng long hodc két hop nhiéu loai ky hiéu khac nhau (29,7%).

Vi duy, trén MXH c6 thé d& dang bit gip mot sé xu huéng st dung ngdn ngir cua hoc sinh, sinh vién dé
dién dat 15i n6i, cam nghi, ¥ twéng... ciia minh nhu: Dién dat theo xu hudng don gian héa nhu: wé (qua),
wen (quen), wén (quén), u (ban, may), ni (nay), gato (ghen an tirc ¢)... hay dién dat theo xu huéng phuc
tap hoa ngdn ngir: dzui (vui), thoai (thdi), nda (no), doéa (do), dzia (v&), roai (rdi), khoai (kho)... hoidc cb
tinh viét chéch am nham tao sy vui v¢, tinh nghich trong 101 n6i nhu: hem (khong), lun (lu6n), bun (budn),
bitk? (biét khong?), xién (tién)... Mot sé khac thich sir dung céc tir tiéng Anh viét tit dé dién dat nhu:
lol=laugh out loud (cudi 16n), tks=thanks (cam on), pm=private message (n6i chuyén riéng), ib = inbox
(nhén tin riéng)...

Nhan dinh vé cac kiéu/loai ngon ngir riéng ma hoc sinh, sinh vién da sang tao ra va str dung lam cong cu
giao tiép trén MXH hién c6 khong it nguoi phé phan cho rang d6 1a thir ngdn ngit xa la véi tiéng phd thong,
tham chi 1a lam mét di sy trong sang, cai hay, cai dep cua tiéng Viét, do vdy can phai co giai phap khic
phuc tinh trang nay.

3.6. Thoi gian sir dung trén mang xa hoi

Thoi gian st dung MXH ¢6 su khac biét nhét dinh trong sinh vién do phu thudc vao nhiéu yéu td chi phéi
nhu: quy thoi gian, khong gian, thoi diém, didu kién kinh té, tinh chat cong viéc, muc dich 1én mang. .. cia
mdi ca nhan. Thoi gian sir dung MXH hang ngay ctia hoc sinh, sinh vién thé hién 3 khoang thoi gian chiém
ty 16 cao nhit la: tir 1-3 tiéng (35,7%); tir 3-5 tiéng (25,7%); trén 5 tiéng chiém (22,6%); trong khi sir dung
it hon 1 tiéng chiém ty 1& thip nhit (16,0%). Nhiing s6 liéu cho thay hoc sinh, sinh vién dang danh khé
nhiéu thoi gian cho MXH. Thyc té nay da dugc nhiéu chuyén gia canh béo, rang viéc sir dung khong hop
ly quy thoi gian cho MXH chinh 1a mét trong nhiing nguyén nhan gay nén tinh trang “nghién” MXH dang
ngay cang phd bién trong mot bo phéan gidi tré [6].
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V61 mot loat cac tién ich cia MXH cung lugng thong tin khong 16 ma no c6 kha nang cung cap cho nguoi
st dung, rit nhiéu hoc sinh, sinh vién c6 thé ngdi luét mang ca ngay chi dé mua sim online, doc cac
status (dong trang thai), comment (binh luan), chat (tin giu) qua lai v6i ban bé hay ca véi nhitng ngudi
khong quen biét... va tir lac nao ho roi vao tinh trang “nghién” MXH, lam lang phi thoi gian, sao nhang
nhiém vu hoc tap, cong viéc. Bang bao dong hon 1a mot bd phén hoc sinh, sinh vién bi ddm chim trong
cong dong mang nén cac ddi twong xau, cac the luc thu dich da dua nhiing thong tin khong dung su théat
hodc nhitng thong tin chéng pha chinh quyén tir d6 kich dong hoc sinh, sinh vién thuc hién y do cia
chung.

4. NHUNG THONG TIN XAU, PQC TREN MANG XA HQI HIEN NAY

Theo quy dinh vé mat phéap luat Viét Nam, viéc nhan dién thdng tin xau, doc da duoc thé hién tai khoan 1
Diéu 5 Nghi dinh 72/2013/ND-CP va trong Luat An ninh mang vira méi dugc thong qua. D6 1a: (a) Chéng
lai Nha nuéc Cong hoa xd hoi chu nghia Viét Nam; giy phuong hai d¢én an ninh qudc gia, trat tw an toan xa
hoi; pha hoai khdi dai doan két dan toc; tuyén truyén chién tranh, khing bd; gy han thi, mau thuan giira
cac dan toc, sic toc, ton gido; (b) Tuyén truyén, kich dong bao luc, dam 6, doi truy, toi ac, t& nan x4 hoi,
mé tin di doan, pha hoai thudn phong, my tuc cta dén toc; (c) Tiét 16 bi mat nha nudc, bi mét quan su, an
ninh, kinh té, d6i ngoai va nhirg bi mat khac do phép Luat quy dinh; (d) Pua thong tin xuyén tac, vu khéng,
xuc pham uy tin cua to chue, danh du va nhan pham cua c4 nhan; (d) Quang cdo, tuyén truyen mua ban
hang héa, dich vy bi cAm; truyén ba tac phim béo chi, vin hoc, nghé thuit, xuit ban pham bi cam; (e) Gia
mao to chirc, c4 nhin va phat tan thong tin gia mao, thong tin sai sy that xam hai dén quyén va loi ich hop
phap ctia t6 chirc, c4 nhén.

Qua phan thyc trang st dung MXH ¢ Viét Nam da dé cap tai phan 3, bang s liéu thir cip tac gia di cu thé
héa sd luong cac MXH phé bién va sd nguoi st dung, xac dinh ré muc dich st dung, tim hiéu d6i tuong
két ndi, dia diém va phuong tién sir dung, ngdn ngit str dung va thoi gian st dung MXH cua hoc sinh, sinh
vién hién nay. Ttur phan tich thuc trang, da xac dinh dugc muc dich va thoi gian str dung cia hoc sinh, sinh
vién d6 1a tim kiém, cap nhat thong tin xa hoi; lam quen véi ban mai, gilt lién lac voi ban cii; lién lac véi gia
dinh, ban bé; tdn hudng nhitng thu vui cudc séng va khflng dinh cai t61 ban than, d6 la chia sé thong tin (hinh
anh, video, status) voi moi nguoi va dé giai tri. Thoi gian st dung MXH hang ngay cta hoc sinh, sinh vién
thé hién 3 khoang thoi gian chiém ty 1¢ rat cao nam trong khoang tir 1-3 tiéng chiém 35,7%; tir 3-5 tiéng
chiém 25,7%; trén 5 tiéng chiém 22,6%.

Nim bit dugc thuce trang nay, cac d6i tugng phan dong, cac thé luc thu dich trong va ngoai nudc xac dinh
dbi tuong dé tlep can la hoc sinh, sinh vién dé tién hanh cac hoat dong pha hoai, tuyén truyén xuyén tac,
chong pha gay mét dn dinh chinh tri, kinh t&, xa hoi. Pua cac thong tin bia dat, bop méo su that, xuyén tac
van dé, kich dong bao luc, bdi nho doi tu, vu khéng. .. Pay 1a nhiing thong tin x4u, doc trén MXH can duoc
nghién ctru gitp hoc sinh, sinh vién Viét Nam nhan dién va phong tranh.

4.1. Nhan dién

Trén MXH nudc ta thoi gian vira qua lién tuc xuat hién tinh trang mot sé c& nhan dang tai, chia sé, binh
luan trén MXH, nhat | facebook, nhitng théng tin phién dién, thiéu chinh xac, chua dugc kiém chimg, hoic
thong tin vé nhiing vu viéc dang trong qua trinh diéu tra, chua c6 két luan chinh thirc... dan dén tam Iy
hoang mang, phan tmg trai chiéu trong du luan xa héi, tao co hoi cho cac thé lyc thu dich va cac déi tugng
phan dong, cuc doan chinh tri tuyén truyén xuyén tac, chdng pha gay mat 6n dinh chinh tri, kinh té, x& hoi.
Trugce thuce trang trén, trudc hét can nhan dién rd thong tin xau, doc, tir d6 day IUi thc dong ciia nd ddi voi
nhén thirc ciia moi nguoi.

Vé noi dung va ban chét, c6 thé nhan dién thong tin xau, doc tan phét trén internet va MXH 12 nhiing théng
tin bia dat, bop méo su that, xuyén tac van dé, “ddi trang, thay den”, 1am 1an 16n dung sai, that gia hodc co
mot phan sy that nhung duoc dua tin véi dung ¥ x4u, phén tich va dinh huéng du luin bang ludn diéu thu
dich. 6 1a cac dang thdng tin c6 ndi dung khdng phi hop vé chuin muc dao dirc, van héa, thudn phong
my tuc nhu: kich dong bao luc, bdi nho doi tu, vu khdng...; théng tin sai trai, doc hai cd tinh chit toi pham
tin hoc nhu: lra d4o trén mang, danh cap théng tin, mat khau, tan phat vi rat. ..

V& thu doan tan phét thdng tin x4u, doc, cac thé lyc thu dich, phan dong, co hdi chinh tri dang sir dung cac
phwong thirc, tha doan méi, tinh vi, xdo quyét. Ching loi dung cac trang mang 16n trén thé gi¢i nhu Google,
Facebook, kénh Youtube 1am cdng cu, str dung va nhan rong mang ludi cong tac vién rong khip dé xuyén

© 2020 Trudng Pai hoc Cong nghiép Thanh phd HO Chi Minh



NHAN DIEN VA PHONG TRANH THONG TIN XAU, BOC TREN MANG XA HOI bO1 VOI 73
HOQC SINH, SINH VIEN TRONG GIAI POAN HIEN NAY

tac, chong phé ta; tan dung tdi da nhiing ¥ kién, danh gia, nhan xét ciia cac ca nhan, to chirc ¢6 uy tin, co
tam anh huong trong va ngoai nude, tao dung cac trang web, cac tai khoan ca nhan trén mang noi chung,
trén Facebook noi riéng dé “chia s¢”, phat tan thong tin xuyén tac, bia dit chong pha.
Nhirng thu doan tan phat théng tin xiu, doc bao gdm: Cac d6i tuong sir dung dién thoai thdng minh, may
tinh bang... dé quay phim, chup anh, truyén tai video, hinh anh livestream tryc tiép tir thuc dia phat tan trén
MXH mot cach nhanh chdng va tac dong truc tiép t6i nhitng nguoi tham gia MXH, tao hiéu tmg lan truyén
rong khép, gia mao céac hinh anh, video hodc sir dung céc théng tin cii c6 hidu tmg kich dong cao d6i véi
cong ddng mang dé xuyén tac, 16i kéo ngu'orl dan; gia mao lyc lugng chirc nang (quan doéi, cdng an) tra tron
vao lyc luong tham gia biéu tinh hodc ¢6 nhitng hanh vi phan cam dé quay phim, chyp anh phat tan 1én
mang internet, MXH. Tao hi¢u img dam dong trén khong gian mang bang cach huy dong mot s6 lugng 16n
cac tai khoan MXH (da sb 1a c4c tai khoan 40) gin c4c biéu ngir phan d6i Pang, Nha nudc dé tao ra hiéu
mg dam dong, tir d6 ngudi ding MXH thudng xuyén nhin thay cac biéu ngit phan dbi hodc nhitng ngudi
khéng c6 lap truong tu tudng viig vang sé bi tac dong thay doi tu tuong theo chidu hudng tiéu cuc; gia
mao tai khoan, xay dung hang loat cic mang ludi tai khoan, trong d6 c6 mot so tai khoan chinh thuong
xuyén ding tai bai viét, thong tin xuyén tac vé mot sd ndi dung, linh vuc nhat dinh va str dung hang trim
tai khoan vé tinh (thuc chét 12 tai khoan 4o, c6 chung mét chu tai khoan) thuc hién nhiém vu chia sé trong
cac nhom dién dan phan dong hodc cac trang MXH c6 lwong thanh vién 16n; Dac biét, ¢6 nhiéu tai khoan
dugc thé luc thu dich mao danh céc nhan vat noi tiéng, 6 anh huong dén cong ddng dé phat huy tdi da kha
ning lan truyén thong tin gay hoang mang du luan trong quan ching nhan dan, kich dong ngudi dan ty tap
biéu tinh ngoai thyc dia va c6 hanh vi vi pham phap luat.
Xu hudng tan phat théng tln x4u, doc trén MXH trong thoi gian toi s€ tap trung chu yeu Vao nhirng van
dé sau: Dya trén nhitng véan dé phtc tap, mai nay sinh, nhung yéu cAu phét trién ctia dat nudc, nhat 1a sy
gia tang nhanh chéng s6 lugng ngudi sir dung MXH, cac dién bién theo chiéu hudng phirc tap trong khu
vue va Bién Pong; loi dung nhimg biéu hién mai xuat hién trén thé gidi, nhu khuynh huong chdng toan
cau hda dé xuyén tac, can tro duong 16i ddi ngoai ciia Pang va Nha nude ta, kich dong, ¢6 vii cho chu
nghia dan toc hep hoi, cuc doan phat trién. C6 vii xay dung “Xa hoi dan su” & Viét Nam, loi dung vén
dé dan cha, nhan quyén va hang loat van dé cot 16i trong xay dung Pang, xay dung hé thong chinh tri,
nhat 12 viéc trién khai thuc hién Nghi quyét Trung wong 4 (khda XI1) va cac nghi quyét mai ciia Trung
wong dé chng pha.
Muc dich phat tan thong tin xau, doc nhim hudng ndi dung tac dong dén céc dbi twong nhu: céng nhan
trong véan dé cho phép hinh thanh 6 chirc cdng doan ddc lap; néng dan trong viéc trién khai chu truong tich
tu rudng dat, phat trién ndng nghiép theo hudng cong nghlep hoa nong nghlep, ndng thon, xay du’ng nong
thon méi, canh déng mau 16n; vin ngh¢ si, tri thirc trong viéc hinh thanh cac h¢i nhém db6i 1ap nip dudi
danh nghia phdn bién xa héi... Cac d6i tuong chong pha con tap trung lya chon nhitng nhén té “dién hinh”,
“sam hbi”, “trd cd”, suy thoai vé tu tuong chinh tri, dao dirc, 16i song, “tw dién bién”, “tw chuyén héa” trong
n6i bo 1am “ngon co” trén dia ban dé tap hop luc luong chdng dbi tir bén trong. Bén canh dé, dwa nhimg
thong tin sai trai, bia dat, bop méo, xuyén tac su that, 1an 1on ding sai, that gia, hodc c6 mot phﬁn su that
nhung dugc dua tin voi dung ¥ xau, thong tin chua duge kiém chimg gy anh huong dén ca nhan, t6 chic;
thong tin c6 nhitng ngdn tir tho tuc, ndi dung phan cam, soi moi, xtic pham danh duw, nhan phim c4 nhan,
vi pham chuén muc dao duc, vin hoa, thuan phong m¥ tuc; kich dong ddi truy, bao luc... dugc coi 1a thong
tin x4u, doc.
Hinh thirc phét tan thong tin x4u, doc trén MXH rat da dang, tinh vi. Cac dbi tuong x4u thuong nap dudi
v boc cac to chirc “xa hoi déan sy”, “dién dan dan chu”. dé tuyén truyén, xuyén tac dudng 16i, quan diém,
cu:cmg linh, nén tang tu tuong cua Dang, nhit 1a nhu’ng van dé “dan chu”, “nhan quyen” “dan toc”, “ton
giao”. Loi dung mot s6 c4 nhan thoai hoa, bién chét vé pham chét chinh tri, dao drc, 16i song, hodc co tham
vong chinh tri cao, thanh 1dp cac hoi, fanpage... lam co quan ngdn luan, dia chi hoat dong cho td chitrc “dan
cht” trén mang. Loi dung MXH phét tan rong rai cac tai liéu, van hoa phém ¢6 noi dung x4u, doc, phan
dong, tir d6 kich dong hinh thanh cac hoat dong nhu tuan hanh, biéu tinh, rai truyén don, tu tap kéu goi
chéng dbi can bo dia phuong, gdy mat 6n dinh an ninh chinh tri, trit ty an toan xa hoi, chong pha chinh
quyén, chia r& khdi doan két giita Pang va Nhan dan.
Céac dbi tuong tung tin thuong sir dung cac website, dich vu thu dién tir (e-mail) va céc trang MXH
(Facebook), Zalo (cac dich vu chat, nhén tin, hoi thoai), truyén thoai (VoIP), dién dan (forum), Twitter,

2 “t
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Youtube, MySpace... dé dwa thong tin xau doc. Cach thirc tién hanh cia chung thuong 13 tong hop tin tirc
tir cac bao chinh thong dé tao ra sy khach quan, sau d6 cai dan cac thong tin xau, doc, theo ty 18 ting dan
ca vé sb lwong va murc do bia dat, bop méo sy that, ludn diéu sai trai.

Mot thi doan khac ma cac ddi twong thu dich st dung la thiét lap trang mang mao danh td chirc hodc ca
nhén, dua ra nhirmg thong tin khong dung sy that nhém tao ra hinh anh méo mé vé dat nude va con ngudi
Viét Nam, vé cac t6 chirc va ca nhan. Cac d6i tuong xau ciing loi dung nhitng yéu kém trong cong tc quan
1y, cong tac can bd, nhitng sai pham cta mot sb to chirc, ca nhan dé ndi xau, bdi nho, vu cdo, bia dit doi
voi Dang, Nha nudc, gay tac dong tiéu cuc dén du luan x3 hoi, lam giam sut long tin ciia nhan dan ddi voi
bang, Nha nudc va ché do.

Tir ndi dung, ban chit, thu doan, muc dich va hinh thirc phat tan théng tin trén MXH hién nay, ¢ nudc ta
dang dang c6 nhiing thong tin duoc coi 1 x4u, doc cu thé nhu sau: (1) Théng tin chdng phd nén tang tu
tuong ctua Pang va cach mang Viét Nam, phu dinh chii nghia Méac — Lénin va tu tuéng Ho Chi Minh; (2)
Xuyén tac dudng 16i xay dung CNXH, duong 16i bao vé Td qudc va dudng 16i dbi ngoai cua Pang ta, phi
nhan nhiing thanh tyu cua sy nghiép doi moi; (3) Xuyén tac lich sir dan toc, nhat 1a lich sir cac cudc khang
chién, cac cudc chién tranh bao vé T6 qudc ciia nhan dan ta; (4) Xuyén tac than thé va sy nghiép ciia Chu
tich H6 Chi Minh, phti nhan cong lao to 16n cua Nguoi d6i v6i su nghiép cach mang cua Pang va dén toc;
vu cao, bdi nho, gia mao cac dong chi 1anh dao cao cap cua Pang, Nha nudc, tudng linh trong quan doi; (5)
Kich dong xu hudng ly khai, pha hoai sy théng nhat quéc gia, dan toc, gy chia 1€ doan két noi bo, thuc
day “tu dién bién”, “tu chuyen hoa” trong noi bo; (6) Truyén ba 16i séng ich ky vu loi, xa hoa, tryy lac, bao
lwc va thu han (hate speech) ddi v0i cd nhan va t6 chirc; (7) Ph4 hoai ban sic vin hoa dan toc, tuyén truyen
ap dat cac gia tri van hoa va 18i séng phuong Tay; (8) Lira dao trén mang, danh cip thong tin, mat khau,
phat tan virus...

4.2.Cac biéu hién cu thé cia thong tin x4u, ddc xuit hién thoi gian gin day
Thir nhét, t6 chirc Iuu vong & nude ngoai 16i kéo thuc hién chdng pha Pang va Nha nudc
Dau tién, t6 chirc khang bd “Chinh phu quc gia Viét Nam 1dm thoi” tién than 1a t6 chirc “Tan Dan Chu”,
tru s& dat tai 2807 Anaheim, CA 92814, My vdi muyc dich 14t dd Nha nudc CHXHCN Viét Nam, khoi
phuc ché do Viét Nam cong hoa. Tir thang 01/2018, B6 Cong an di xac dinh t6 chtrc “Chinh phu qubc
gia Viét Nam 1am thoi” 1a t6 chire khing bd. Cam dau 1a Dao Minh Quén (nguyén Trung ty Nguy), sinh
nam 1952, qué quan tai Ky Huong, Tam Ky, Quang Nam. Hién tai, Pao Minh Quan dang song tai bang
California, My. Ngay 06/06/2009, Bao Minh Quan cong bd ban “Hién udc 1am thoi” thé hién cuong linh
va diéu 1¢ hoat dong cua to chirc, véi muc dich nham x6a bo vai tro lanh dao cia Pang Cong san Viét
Nam, Nha nuéc CHXHCN Viét Nam bang bao dong vil trang v6i khau higu hanh dong “lay lai dat t6,
khong 1am kho dan”.
Bé‘mg phuong thirc, thit doan loi dung internet, chiing tao 1ap, duy tri céc trang web, blog, dia chi email nhu
“chinhphuquocgia.com”, laylaidatto@gmail.com”, “cuutuchinhtri.org”. . dé tuyén truyén 16i kéo, phat
trién luc lwong, chi dao thuc hién cac hoat dong chdng pha Nha nuéc Vlet Nam dudi nhiéu hinh thtrc nhu
hoat dong khiing bd, pha hoai tu twdng, rai truyén don kich dong biéu tinh, pha hoai nhan dip cac ngay 18,
Tét ctia dat nudc.
Bén canh d6, t6 chtrc "Tridu dai Viét" (hay "Triéu dai Viét Nguyén") c6 tru so chinh tai Canada, do dbi
tugng Ngd Vin Hoang Hung cung v6i cac ddi tuong Tran Thanh Binh, Ngb Cuong, Tréan Cong Tuén,
Huynh Thanh Hoang, Lé Thai Hoang va Nguyén Thanh Long nguyén la thanh vién cdt can cua t6 chirc
khung b6 “Chinh phu quéc gia Viét Nam 1am thoi”, Cac ddi tugng chii truong hoat dong bao dong vil trang,
lat d6 bang va Nha nudc ta voi phuong cham “dot sach”, “giét sach”, “pha sach”, “cudp sach” va léy co
ngil sic 1am quéc ky. Thuc hién 4m muu chéng pha Viét Nam, Ngo Van Hoang Hung cing cac ddi tuong
Ién MXH Facebook, Youtube ding tai gan 200 video, clip duéi hinh thirc livestream véi ndi dung xuyén
tac lich str, xuyé€n tac Nha nudc Viét Nam, kéu goi nguoi dan ding 1én d4u tranh bao dong, lat db ché do,
ing ho “Triéu Pai Viét” vé lanh dao dat nudc.
Thir hai, lgi dung van dé 6 nhiém méi truong bién tai cac tinh mién Trung nam 2016
Céc d6i twong phan dong di ding tai cac video, hinh anh khong dung su that 1én MXH, dudi su chi dao cta
cac td chuc phéan dong, dbi tuong cuc doan nhim xuyén tac, boi nho 1anh dao Pang, Nha nudc Viét Nam
ma con tich cyc khoét sau va thdi phong cac van dé nong nhu sy b méi truong, 1 lut trén dia ban Ha Tinh,
Nghé An, Quang Binh dé kich dong nhan dén, lam giai sy uy tin cia Dang, Nha nudc, hong lam suy giam
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khdi dai doan két toan dén, bop méo sy that, ban vé van dé nhan quyén ¢ nuoc ta. Sau khi co quan chirc
nang khéi t6 vu an hinh su dé xir 1y cac ddi twong ciAm dau thi xuét hién mot sé trang MXH & nuée ngoai
d3 dang tin Viét Nam vi pham quyén tu do ton gido, vi pham ty do dan quyén va con cho ring Viét Nam
dan ap ton giao.

Truong hop dién hinh: Nhitng ké c6 muu dd xau di kich dong, tu tap gido dan ¢ cac tinh Nghé An, Ha Tinh
tuan hanh, gay rdi trat tw cong cong khién du luan bat binh. Cuy thé, ngay 10/2/2017, linh myuc Nguyén Dinh
Thuc - Quan x1r Song Ngoc (xa Quynh Ngoc, huyén Quynh Luu, Nghé An) soan thao “thu ngd” kéu goi
cac linh muc va cong doan cac Gido xtr Hiép Thong, cau nguyén cho gido dan Gido xtr Song Ngoc di giri
don khdi kién Cong ty TNHH Hung Nghiép Formosa tai Toa an Nhan dan Thi xa Ky Anh (tinh Ha Tinh)
vao ngay 14/2. Trong qua trinh tap két vao bai dat tréng, linh myc Thuc di chi dao dimg xe 6 to 7 chd ngdi
ngay gilra quéc 10 1A. Khi xe dung, cac dbi twong ngoi trong xe khong chiu mo cira bugce lue lvgng CSGT
phai cau xe va nguoi ngdi trén xe dé giai phong ach tic giao thong. Cling trong nam 2017, Linh myc Déng
Hiru Nam xuyén tac lich str, kich dong tré em ra duong. Téi 30/4, trong bai rao giang tai nha tho, Pang
Hiru Nam d c6 nhiing 10i 18 kich dong, bop méo sy that vé ngay 30/4/1975, chia r& mdi doan két dan toc.
Mot vu viéce khac, kich dong 2.000 ngudi bao vay tru s¢ UBND huyén. Khoang 8h ngay 3/4/2017, cé
khoang 2.000 ngudi dan (chu yéu 1a Gido dan ¢ xi Thach Bang va xi Thach Kim, huyén Loc Ha, Ha
Tinh) do Bach Héng Quyén cam dau, kich dong mang theo bang ron, khéu hiéu kéo dén UBND huyén Ldc
Ha dé khiéu nai, doi boi thudng thiét hai sy b méi truong bién [8].

Thir ba, bop méo, xuyén tac cac vu an hinh sy

Khoi t va xir Iy kip thoi, ding nguoi, ding t0i cac vy an hinh sy la trach nhiém cua co quan phép luét.
Diéu nay c6 ¥ nghia rit quan trong ddi véi cong tac dau tranh phong, chdng toi pham, dam bao an ninh
trat tu xa hoi, mang lai sy binh yén cho nhan dan & bat ky qudc gia ndo. Tuy nhién, c6 nhitng phan tir co
hoi, bat man chinh tri da loi dung nhiing vy 4n ma trang den d rd mudi muoi, dé thuc hién nhimng thu
doan dom dat, dung chuyén, c6 tinh lam sai 1éch ban chét sy viéc. Muc dich 1a nham ha uy tin cua cac
co quan cong quyén, co quan thuc thi phap luét, gay nhiéu thong tin, 120 14i du ludn nga theo quan diém
sai trai, bit man.

Trudng hop dién hinh: Ngay 22/6/2017, co quan canh sat diéu tra Cong an Thanh phd Yén Bai di bit 6ng
L& Duy Phong (32 tudi, & Hai Ninh, Tinh Gia, Thanh Hoéa) Trudng ban Ban doc Bao dién tir Gido duc Viét
Nam khi 6ng nay dugc cho 1a ¢6 hanh vi 19i dung hoat dong bao chi dé chiém doat tai san ciia mot doanh
nghiép tai phuong Nguyén Thai Hoc, TP. Yén Béi. Budc dau phia Cong an TP Yén Bai thong tin, bang thi
doan nhu trén, 6ng Lé Duy Phong di chiém doat ctia mot sé doanh nghiép trén dia ban tinh Yén Bai s6 tién
250 triéu dong. Ngay 20/4/2018, TAND TP Yén Bai (tinh Yén Bai) d& mé phién toa xét xtr so tham bj céo
Lé Duy Phong bj truy t6 vé toi "Cudng doat tai san". Sau 1 ngy xét xit HDXX di tuyén phat bi cao Lé
Duy Phong 3 nam tu giam, thoi han tu tinh tir ngay 22/6/2017 [9]

Sau khi nha bao Lé Duy Phong bi co quan chirc ning truy t6 vé toi cudng doat tai san, trén mot sb trang
MXH cac phan tir phan dong di dang tai cac thong tin, hinh anh bop méo, xuyén tac vu viéc trén va cho
Viét Nam vi pham ti do bao chi, chinh quyén Viét Nam gai bdy dé dua cac nha bao chéng tham nhiing vao
cac vong lao ly.

Thir tw, chdng ngudi thi hanh céng vu, quay chup video va hinh anh dé dua 1én MXH

bic biét hién nay c6 mot s6 déi trong dan dung dé quay phim, chyp hinh cac can bg thi hanh cong vu dé
dua 1én MXH. Bing bién phap ké tung, nguoi himg dé dan dung quay phim, chup dnh sau d6 dwa 1én MXH
bang 10i 18 thach thirc, bop méo xuyén tac cic co quan chirc ning dang thuc hién cong vu. Nhimg van dé
ma ching dwa dan dung trong cac video d6 1a td cao tham nhiing, can b6 thi hanh cong vu thuc hién trai
v6i quy dinh cua phap lut. Nhirng video, hinh anh sau khi duoc dwa 1én MXH gdy ra nhiéu thong tin tréi
chiéu trong thoi gian dai.

Trudng hop dién hinh: Sang ngay 09/4/2019, Co quan Canh sat diéu tra - Cong an thanh phd Yén Bai (tinh
Yén Bai) di thi hanh Lénh bét bj can dé tam _giam thoi han 2 thang dbi v6i Tran Dinh Sang (SN 1980, & t6
7, phuong Minh Tén, thanh phd Yén Bai) vé toi “Chdong ngudi thi hanh céng vu”. Lénh bét bi can dé tam
giam da dugc Vién KSND cung cip phé chuan

Theo diéu tra ban dau, t6i 23/3/2019, t6 tuan tra ciia Phong Canh sat co dong - Cong an tinh Yén Bai lam
nhiém vy tuan tra lwu dong trén cac tuyen duong tai thanh phd Yén Bai thi phat hién moét nam thanh nién
diéu khién xe may ché theo 2 ngudi ngdi phia sau, ca ba khong doi mil bao hiém, chiéc xe khong ¢ guong
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chiéu hau. T6 tudn tra d3 ra tin hiéu dimg phuong tién dé kiém tra, xu ly. Lam viéc voi t6 cong tac, ngudi
vi pham d3 thira nhan nhitng 16i ma minh mac phai va moong mudn dugce lyc luong cong an xem xét giam
bot mire xu phat. Luc nay, Tran Pinh Sang diéu khién 6 t6 dén vi tri xtr 1y vi pham, sir dung dién thoai quay
phim, phat tryc tiép trén MXH, ddng thoi lién tuc co nhitng 16i 18 xtc pham, khiéu khich déi voi can bo
chién si trong to cong tac.

Trudc théng tin Tran Pinh Sang bi bat, cac ddi tugng voi vang dua 1én trén MXH ring vo ¢ bi bat. Tham
chi, chiing con xuyén tac rang Tran Dinh Sang bi bat vi cong an muén bit miéng nguoi dan dau tranh véi
nan mai 16 va nhirng sai pham cuta canh sat giao thong [10].

5. GIAI PHAP HAN CHE TAC HAI CUA CAC THONG TIN XAU, POC TREN MXH POI
VOI HQC SINH, SINH VIEN TRONG GIAI DOAN HIEN NAY

Trude nhimg thong tin xau, doc trén MXH nhu hién nay, can quan tim thyc hién cac giai phap dé han ché
mat tiéu cyc cia MXH, tir 6 phat huy mait tich cuc dé phuc vu hoc tap, nghién cttu, vui choi giai tri cua
hoc sinh, sinh vién. Sau day tac gia dé xuat mot sb giai phap cu thé nhu sau:

Mot 1a, dbi véi ban than hoc sinh, sinh vién can phai xac dinh muc tiéu ding dén khi tiép can MXH. Phai
chéc chén rang hanh dong nay nhim mang lai sy hiéu biét tri thic, hd trg tich cuc cho viée hoc tap, lam
viéc va vui choi mot cach tich cuc. Ludn cha dong nang cao kién thirc x4 hoi vé moi mit nham xay dung
cho minh nhan thie chinh tri dung din dé xem xét, tiép can thdng tin mot cach khach quan, day du, chinh
X4c tir nhimg ngudn thdng tin chinh thdng, tranh tiép can théng tin phién dién, mot chiéu. Nang cao tinh
than canh giac, sdn sang tham gia dau tranh véi nhitng nhan thirc khdng ding, ngd nhan, mo hd trudc cac
ngudn théng tin sai tréi, thi dich voi quan diém, duong 16i cua Dang, chinh sach va phap luat caa Nha
nude. Hoc sinh, sinh vién phai ¢6 y thie tu gidc, ky ludt trong qué trinh tiép xdc thong tin; chap hanh tot
cac quy dinh vé quyén thong tin, pham vi thong tin ciia céng dan theo quy dinh ctia Hién phap nim 2013,
Luat Tiép can thong tin nam 2016 va Luat An ninh mang vira méi dugc Quoc hoi thdng qua. Pong thoi
tich cuc tham gia vach tran, canh bao dén nguoi dung MXH nhitng biéu hién xa0 xao thong tin, luu
truyén thong tin x4u, doc, thdng tin that thiét... Khdng nghe, doc, xem nhitng dai, béo, trang mang, bai
viét, blog, video cta nhiing phan tir chéng d6i, phan dong. Khong tan phat, chia s¢ thong tin kich dong
biéu tinh hay hinh anh, video, clip ve canh tu tp dong nguoi, biéu tinh gay rdi. Khong tin, nghe, lam
theo hay tng ho 101 xUi giuc cia ké x4u ¢6 nhitng hanh dong vi pham phap luat (gay mat an ninh trat ty,
Vi pham an toan giao thong, gay thuong tich cho nguoi khac, chong nguoi thi hanh cong vy, hiy hoai tai
san cua Nha nuéc va doanh nghiép...). Phat hién, t6 giac va san sang tham gia dau tranh ngan chin ké
x4u kich dong viéc thuc hién hanh vi vi pham phap luat, kip thoi théng bao cho cc co quan, doan thé dé
xtr ly. Tich cuc chia sé nhirng thong tin chinh thdng dé cing tuyén truyén van dong ban bé, nguoi than,
cong ddng hiéu va nghiém chinh chép hanh phép luat, tin tuong vao su lanh dao cua Pang, Nha nudc,
cap uy, chinh quyén cac cap.

Hai 13, d6i v6i nha truong can ting cudng gido duc ning cao nhan thirc, trach nhiém, ban linh chinh tri cho
hoc sinh, sinh vién. Chii trong gido duc Chi nghia Mac - Lénin, tu tuéng H6 Chi Minh, duong 16i ctia Dang,
chinh sach va phap luat cua Nha nudc, lam 16 &m muu, thu doan méi cua cac thé luc thu dich, cua cac doi
tuong xau trén MXH. D& cap nhitng van dé, su kién ma ching loi dung xuyén tac, mirc d6 nguy hai, anh
hudng cua cac thong tin xAu, doc. Pho bién cac quy dinh ctia phap luat dén hoc sinh, sinh vién vé toi dua hodc
sir dung trai phép thong tin mang may tinh, mang vién thong tai Diéu 288 ciia BO luat Hinh su 2015; Nghi
dinh s6 72/2013/ND-CP ngay 15/7/2013 ctia Chinh phu va Thong tu s6 09/2014/BTTTT ngay 19/8/2014 cta
Bo Thong tin va Truyén thong vé hoat dong quan 1y, cung cip, st dung thong tin trén trang thong tin dién tir
va MXH, nhitng hanh vi bi nghiém cam trong sir dung MXH.

Tang cudng quan 1y, nim bat kip thoi tinh hinh tu tuong cua hoc sinh, sinh vién, khong dé xay ra hién
tuong hoc sinh, sinh vién bi ké dich moc ndi, 16i kéo. Can siu sat, nim vimg moi hoat dong va tinh hinh tu
tuong hoc sinh, sinh vién nht 14 khi nhitng luéng quan diém thu dich, chong dbi “mé&i” xuét hién, nhiing
biéu hién léch chuén trong nhan thirc chinh tri. Pong thoi nha trudng phai ¢ trach nhiém trong quéan 1y
thong tin c6 lién quan t6i hoc sinh, sinh vién trén MXH. Yéu cau hoc sinh, sinh vién 1én tiéng khi tai khoan
ca nhan (Facebook, Zalo...) bi hack hodc bi gia mao, dé tranh bi lra ddo, chiém doat tai san, bdi nho, vu
khéng, hodc bi lgi dung phat tan thong tin xXAu, ddc cho nguoi than, ban beé va cong déng mang.

Ba 14, d6i véi cac to chie doan thé, to chic chinh tri x3 hoi gitp hoc sinh, sinh vién nhan dién, ty phong
chéng cac thu doan, ndi dung thong tin xau, doc trén MXH. Chu dong, kip thoi cung cip thong tin chinh
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théng mot cach day du, toan dién. Chi rd nhiing thu doan, tinh chit nguy hai cta thong tin xdu doc d6i véi
xa hoi; trang bi kién thirc can thiét ¢& mdi ngudi c6 thé ty sang loc, tiép nhan thong tin hiru ich, chinh thong,
dong thoi “mién dich” véi nhitng thong tin xau, doc lam nhiéu loan moi truong xa hoi.

Tuyén truyén mdi hoc sinh, sinh vién tham gia MXH phai c6 kién thirc an ninh mang co ban, biét nhan
dién nhing trang thong tin, nhiing dién dan trén MXH hay dang tai nhitng thong tin xau doc, canh giac,

théan trong, sang loc, tiép nhan thong tin hiru ich, chinh thong, dong thoi c¢6 kha ning “mién dich” véi
nhirng thong tin xau, doc, ¢ y thic ngin chédn, phan bac cai xau mot cach c6 1y, co tinh, thuyét phuc.

D01 v6i nhitng bai viét, video c6 noi dung x4u, doc duoc phat tan trén MXH, hoc sinh, sinh vién can 1én
tiéng phan bac hodc han ché s lan truyén ciia chung bang cach lya chon 4n bai viét, bao Spam dé quan
tri mang xu ly.

Bén 13, dbi v6i co quan quan ly nha nudc vé an ninh mang phai xay dung khong gian mang lanh manh,

khong gy phuong hai dén an ninh qudc gia, trat ty, an toan xa hoi, quyén va loi ich hop phap cia co quan,

t6 chirc, ca nhan duoc quy dinh tai Luat An ninh mang. Xay dung, d¢ xuat chién lugc, chu truong, chinh
sach, ké hoach va phuong an bao v¢ an ninh mang; phong ngura, dau tranh v6i hoat dong str 'dung khong
gian mang xam pham chua quyén, loi ich, an ninh quc gia, trat tw, an toan xa hoi va phong, chéng t6i pham
mang; biao dam an ninh thong tin trén khong gian mang; xay dung co ché xac thyc thong tin ding ky tai
khodn sd; canh bao, chia sé thong tin an ninh mang, nguy co de doa an ninh mang. Yéu cau doanh nghiép
cung cap dich vu trén mang vién thong, mang Internet, cac dich vu gia ting trén khong gian mang, chu quan
hé thong thong tin loai bo thong tin cé ndi dung vi pham phap luat vé an ninh mang trén dich vy, hé théng
thong tin do doanh nghiép, c6 quan, td chirc truc tiép quan ly. Bén canh d6, c6 nhitng canh bao dé cac doi
tuong st dung MXH biét dé nhan dién va phong tranh cdc am muu cua thé luc phan dong, dac biét ddi
tuong 1a hoc sinh, sinh vién Viét Nam.

6. KET LUAN

C6 thé n6i, MXH két ndi con ngudi trén toan thé gidi, rat ngin khong gian, thoi gian va thuc ddy sy giao
luu hop tac qudc té. Nhimg gia tri tich cuc cia MXH mang lai 1a khong hé nho do6 1a: (1) La mot trong
nhimg cach tot nhét dé gioi thidu ban than dén tat ca moi ngudi, bay to cam xuc cua ban thén, chia sé quan
diém c4 nhén, gin ket cong dong gitip thich nghi tot hon v6i sy thay d6i va vuot qua nhitng ap luc va cang
thang trong cudc song, tim kiém nhiing co hoi phat trién kha nang cua minh, gip g& va giao luu voi tat ca
moi ngudi trén thé gidi. La kho thong tin phong pht gitip cho ca nhan dan cai thién k¥ ning sng va trau
doi kién thirc va 1a kénh giai tri hitu hiéu. (2) MXH con 1a mot moi truong kinh doanh li tuong, day tiém
nang, giup nguoi st dung ban hang online hay quang cao nhirng san pham cua cong ty, doanh nghiép va
tim kiém khach hang tiém ning.

Bén canh nhiing gia tri tich cuc thi MXH dugc vi nhu con dao hai ludi 4n chira nhiéu Vén dé bét cap va
hiém hoa kho ludng dbi véi ngudi sir dung khong ding muyc dich nhu sau: (1) Thong tin xau doc tan phat
trén MXH 1a nhiing thong tin bia dit, bop méo sy that, xuyén tac van dé, “doi trang, thay den”, lam 13n 16n
ding sai, that gia; hoac c6 mot phan su that nhung dugc dua tin véi dung y xau, phan tich va d;nh hudng
du luan béng luan diéu sai trai, thu dich. Xuyén tac sy that lich su, phit nhan Chu nghia Mac - Lé-nin, tu
tuong HO Chi Minh, chong ph4 dudng 16i, chu truong, chinh sach ciia Dang, Nha nudc, phu nhén thanh tyu
clia cong cudc dbi méi, bia dit, vu cdo, noi xdu cac dong chi 1anh dao cap cao cuia Bang, Nha nudc, gay
chia r& doan két ndi bo, tim moi cach thiic day “tu dién bién”, “tuw chuyén hoa” ndi bo ta trén moi linh vyc....
(2) Mot sb thong tin chua duoc kiém ching, thong tin sai sy that gay anh huong dén ca nhén, t6 chirc; (3)
Mot sé thong tin ¢6 nhitng ngdn tir thd tuc ndi dung phan cam, thdm chi soi méi, binh phdm chi quan
chuyén doi tu cia nguoi khac, xtic pham danh dy, nhan phém ctia nhiéu ca nhan, gdy btrc xuc trong du luan
xa hoi; vi pham chuin muc dao dire, van hoa, thuan phong my tuc; kich dong doi truy, bao luc, b6i nho doi
tu, vu khdng...; (4) Kha nhiéu nguoi lya chon MXH 1a noi dé bay t6 quan diém cta c4 nhan minh vé nguoi
khéc, noi xAu, cong kich, miét thi, nguoi khac, tham chi dua thong tin sai 1éch dé vui dap. Thong tin sai
trai, doc hai co tinh chat toi pham nhu: Lira ddo trén mang, danh C'Zip thong tin, mat khau, tan phat vi-rit...
Trudc nhimg uu diém va han ché ciia MXH, hoc sinh, sinh vién trong giai doan hién nay can chi dong
trong viéc nhén dién va phong tranh nhing thong tin xau doc trén MXH dé tir d6 phat huy nhiing mét tich
cyc trong hoc tap, nghién ctru va nhu cau giai tri cua ban than. Chu dong trude nhiing han ché cia MXH
dé tranh duoc su loi dung cua cac luc luong phan dong trong thoi ky bung nd cong nghé sb.
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